
Conclusion Document
Oxford Congress

Jesus College, Oxford

16th-18th September, 2019

www.fidefundacion.es



 
 

www.fidefundacion.es 

2 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

This is a Conclusion Document of the Congress, assembled and prepared by Rubén Cano Pérez, which 

collects the contributions made by different speakers, moderators and attendees in the Congress: 'AI, Big 

Data and the Digital Economy: Challenges and Opportunities'.  
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FOREWORD 
 

Last September we had the opportunity to host a three-day colloquium with experts from 

different countries at Jesus College Oxford. The Congress centred on the growth of the digital 

sector, its challenges and its future regulation in a cross-border context. 

Neither in its preparatory phase nor at the time of the Congress itself could anyone have 

foreseen the Covid19 catastrophe. In particular, no one could have anticipated the 

consequences that it would bring for all citizens, all countries and in several different areas, 

health, economic and social.  

Even so, it is remarkable to note how the digital sector has been used as a mechanism to support 

a world in which a pandemic has killed so many people and in which social distancing has 

become the norm, with its adverse consequences for businesses and citizens alike. Whether in 

analysing complex data sets or in facilitating meetings or in supporting family life or as an aid to 

teaching children, the digital sector has been invaluable. Yet the need for its regulation was well 

illustrated by the serious incidents which caused the Singapore Government to ban its teachers 

from using Zoom technology. Therefore, the balance that has to be struck between competing 

interests, as discussed at the FIDE Congress, remains as urgent now as it was last September.  

Among many important questions discussed at the Congress, there were several topics of special 

significance which included: what were the opportunities and challenges that we as 

professionals would have to face in an interconnected and global world? What reflections could 

we each contribute from our respective points of view and how could our individual views be 

enriched in a pluralistic conversation? How could we learn more about the different 

perspectives brought to bear on each of the issues and, by pooling our knowledge and 

experience, offer regulators, institutions, and society in general a rigorous analysis of the 

opportunities and risks? What, as apt, were the specific proposals for consideration so that, 

weighing the countervailing public interests, the tremendous changes we are experiencing 

might become opportunities for growth and better use of resources. Could these proposals be 

a starting point for further consideration of a new future? 

And so, in September 2019, we held a fruitful congress in a stimulating environment, steeped in 

knowledge and culture, ancient and modern. We drew on the expertise of a number of qualified 

assistants, who themselves had an opportunity to share experiences, knowledge and differing 
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points of view. Above all, our FIDE colleagues rose to the challenge and, with them, we were 

able to tackle some very difficult issues.  

Here are the reflections developed at the Congress. Here are some of the papers that were 

presented at that time and that the speakers have updated. They are reflections that, despite 

the changes of rhythm, burdens and priorities that Covid19 has imposed all over the world, are 

still valid and more important than ever. Reflection becomes ever more necessary in turbulent 

times. Reading and listening to the views of experts are always enriching. In a spirit of humility 

and in our quest for solutions to intractable problems, we invite you to share the reflections of 

the Congress that are now collected in this volume. 
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I. THE CONCLUSION DOCUMENT 

This document collects different contributions before, during and after the Congress, as 

containing the views and thoughts of authors of the texts, working groups and attendants of 

such event.  

Accordingly, the intention of this document is to raise awareness of the extraordinary relevance 

of Artificial Intelligence at this particular time, providing insight of the matter at stake from a 

holistic perspective, gathering views, experiences and knowledge from experts with different 

background and fields of expertise.  

As a phenomenon affecting society as a whole, participating in the process of creation of an 

adequate framework regulating the conception, impact and development of Artificial 

Intelligence shall be an absolute priority, which is, as such, the main purpose of this document. 
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I. INTRODUCTION 

Juan S. Mora-Sanguinetti, PhD.1 and Christopher Muttukumaru 2 

Discussions at FIDE Fundación’s Congress at Oxford University focused on the analysis of the 

challenges and needs of the cross-border regulatory environment in the face of technological 

advances in Artificial Intelligence (AI) and the digital economy, the opportunities which they 

offer and the risks which they entail. The overall economic context was the starting point for the 

analysis. 

The following topics and themes were addressed by attendees at the Congress who comprised 

lawyers, academics and business leaders from the EU and South America: 

- Consumer protection and competition. 

• This theme deals with the opportunities and problems posed by the arrival of big tech 

players (such as Google, Facebook or Amazon) in terms of consumer protection and 

market competition (for example, the risks that open up for market power abuses). 

These companies act as digital platforms with the ability to collect large amounts of data 

and to exploit it for multiple purposes, at present with comparatively limited regulatory 

oversight. Both in respect of this theme and many others, the Congress recognized the 

need not to stifle innovation and, yet, the speed of digital advances was such that there 

has been inadequate focus on the balance between the public interest and the 

commercial interests of the big tech companies. The analysis proposes various 

recommendations for state authorities and, more specifically, the competition 

authorities. Under this theme, a more specific analysis of the online gambling sector was 

considered, discussing its problems and their potential solutions. The problems exposed 

by the advent of internet gambling could be mitigated by better use of the very data 

that is being collected by gambling companies about patterns of behaviour.  

- Big Data: Data protection. 

• Under this theme, discussion centered around the use of Big Data and its derived 

 
1 Juan S. Mora-Sanguinetti, Ph.D. is senior economist at the Banco de España-Eurosystem and Lawyer, 
member of the Madrid Bar Association. The views expressed in this document are those of the authors 
and should not be attributed to the Banco de España or the Eurosystem. 
2 Contribution dated February 25th, 2020. 
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problems, specifying some sensitive examples, as in the case of the health sector. Some 

historical experiences related to the use of Big Data at a business level are also reviewed, 

such as Netflix or Cambridge Analytica. The analysis addressed the need to find a 

solution to the clash between the need for data protection and the beneficial use of Big 

Data. One solution could involve drawing up new regulations based on the principles of 

transparency in the use of data, anonymisation (if it were possible), and allowing special 

treatment in respect of certain sensitive subjects (such as health).   

- Artificial Intelligence (AI) and Data Economy: Legal & business implications for Industry 4.0. 

• Under this theme, attendees studied the implications of the arrival of new technologies, 

in particular the use of AI for changes in business practice, but more generally for all 

parts of civil society. Together with the opportunities offered by this “IV industrial 

revolution”, such as efficiency gains in data analysis (in different sectors such as the use 

of natural resources or health), the development of these technologies may also 

engender risks, such as the loss of jobs. Yet that risk also exposed the urgent need for 

states to improve educational opportunities to prepare society for the pace of digital 

change.  Under this theme, discussion also focused on how to create a new framework 

for the so-called “Industry 4.0”. Finally, the ethical implications are central to this 

debate, including key questions such as how to make AI-based systems understand what 

human values are. 

- Big Tech Banking: regulation. 

• This theme was concerned with the analysis of the phenomenon of the entry of big tech 

players (such as Facebook, Google or Amazon) in the online banking business and its 

implications for consumers. Although their entry could benefit consumers in the short 

term due to increased competition, in the long term it could have negative effects 

through a reduction in consumer welfare and financial instability. The current regulation 

renders banks at a competitive disadvantage against big techs. This theme discusses 

how the financial regulation should then be refocused from traditional grounds and 

updated to be useful for the products currently being provided in the market. New, 

updated regulation should be reconfigured, on the one hand, so as to focus on 

consumers and consumer protection. On the other hand, it should provide the right 

incentives for innovation but without distorting market competition. 
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In the context of freestanding contributions to the Congress, attendees also discussed whether 

tax regimes had adequately considered the imbalances which had arisen as a result of an 

approach which was built on out of date models which took no account of the cross-border 

environment in which digital markets now worked. In the legal field, the Court of Justice of the 

European Union had developed its jurisprudence in a necessarily piecemeal way in the absence 

of a refreshed legislative framework.    

The range of issues which have been covered in the different themes is very wide. Together they 

provide a unique snapshot of how information technology can be used and misused. The subject 

matter raises questions of opportunity and risk. 

The analysis uses an interdisciplinary process  not only to map the basic facts and concepts about 

how technology can be properly used to drive profitable business development and better 

governmental services but also to detect where the fault lines arise (and how, in regulatory 

terms, to respond).  

All that said, although the discussion of the different topics was inevitably focused on sectoral 

problems and solutions, a series of common principles and objectives was readily discernible. 

A. The opportunities generated by the arrival of new technologies (and AI specifically) for 

businesses and governments are obvious. Whether the interest is in strategic 

investment, effective stock market operation or big tech banking, there are avenues to 

explore and opportunities to seize.  

o As an example, regarding investment-decision making, there is an ever-

increasing multiplicity of factors governing investment decisions. It is obvious 

that powerful computer technology is now central to the effective analysis and 

exploitation of investment opportunities. Yet the issues are far deeper than 

simple computation of risk. Technology is a disruptive force, involving 

challenges to the way in which business is done. 

o On another dimension, no industry is changing as quickly as the financial and 

capital markets industry. New business models emerging from innovation and 

digitalization have reshaped services and how clients interact with them. In 

addition, new market players have established themselves, such as fintech 

operators, seeking to address the needs and concerns of new financial 

consumers. 
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o As for the government side, the potential of new technologies in terms of 

providing better public services has not been yet adequately explored. So that 

is a lacuna. The role of national governments or the European Commission in 

promoting the development of AI, for example, is recognised but still work in 

progress although the slumbering giant is waking.  

B. The question is whether the opportunities for growth are being adequately balanced by 

reflection on its risks and in the limits to be imposed. There is a spectrum of choices 

from self-regulation to prescriptive regulation. Regulation of itself may not always be 

the answer. The launch of Sir Tim Berners-Lee’s Contract for the web postdated the 

Congress. But it may yet provide a basis on which to develop further a shared, cross-

border understanding of expectations, rights and obligations of governments, 

commercial entities and citizens alike.  There is no one size fits all model.  

C. When new regulation is strictly necessary, it should be guided by the following 

principles: 

o Regulation should be proportionate so as not to stifle innovation and growth. 

o It should be effective in leveling the playing field for competitors. New 

technologies pose serious risks in respect of anti-competitive and even 

predatory conduct.  

o At the same time, it must consider consumers and their protection. Citizens 

need to be persuaded that they have a stake in technology development. 

D. Together with consumer protection, regulation and other alternative solutions should 

enhance corporate governance by increasing transparency. Through transparency, the 

fault lines will be exposed and addressed. 

E. The development of new solutions and, where appropriate, new regulations go beyond 

the scope of Spain and even the European Union and assume a global perspective. The 

cross-border element is thus essential in the whole analysis and therefore several 

references to international experiences are made throughout the text. The conclusions 

and recommendations can therefore be useful not only for updating applicable Spanish 

regulation, but also global regulation. 

F. In addition to the need for new regulation in some areas, there is also the need for 

education. Educational institutions should be ready to prepare the population for a new 

future characterized by the new technologies.  

G. Finally, the ethical implications of the problems raised (and their solutions) are central 

to the debate and, therefore, are discussed in the papers which follow. As an example, 
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in the future there will be machines capable of making decisions. It is necessary to 

consider how to make those decisions compatible with human rights. At the same time, 

technologies will open up many opportunities, but they can also be costly in terms of 

jobs. The latter phenomenon, while not new, may gain momentum in the future. 
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II. BREXIT: IS IT THE FINAL DENOUEMENT? SIX WEEKS TO GO UNTIL 

THE NEW EXIT DAY OF 31 OCTOBER 

Christopher Muttukumaru, CB DL, barrister. Formerly General Counsel, UK Department for 

Transport. Consultant, Eversheds Sutherland (International) LLP and a member of FIDE 

Foundation’s Academic Council. 
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Brexit: Is it the final denouement? Six weeks to go until the new 

exit day of 31 October (I)1 

 

Derrick Wyatt QC and Christopher Muttukumaru CB 

THE EU/UK CONTEXT 

A.  “Do or die” 2- the UK is leaving on 31 October (UK Prime Minister): as at 16 September, what 

appears to be the EU/UK negotiating context? 

The Government of Theresa May negotiated a draft withdrawal agreement with the EU with the 

following main components: 

▪ Rights of UK and EU citizens in the EU and the UK (with the jurisdiction of the CJEU 

maintained for a temporary period after Brexit over the rights of EU citizens resident in the 

UK) 

▪ A financial settlement identifying the UK share of a number of EU liabilities which would 

arise after Brexit. 

▪ A transitional period (the UK to remain part of the single market and customs union, after 

Brexit, until the end of 2020) 

▪ The “Irish backstop” (to avoid the possibility of hard border between Ireland and Northern 

Ireland at the end of the transitional period, the UK would remain in a modified customs 

union until alternative arrangements had been included in the future trade agreement 

between the UK and the EU) 

▪ The UK Parliament has rejected the May agreement three times, with Boris Johnson 

reluctantly voting for it the third time around, but subsequently stating that it could not pass 

the UK Parliament. There seems to be a majority in the UK Parliament against a no-deal, but 

no majority for any particular withdrawal agreement. The latest extension of the UK’s 

membership of the EU under Article 50 will come to an end on 31 October 2019. 

 
1 Contribution dated September 2020. 
2 See footnote to the first indent under Section C (below) 
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▪ Prime Minister Boris Johnson declares he wishes to reach a withdrawal agreement with the 

EU minus the “Irish backstop” (though some of his MPs say they would not vote for other 

elements of the draft agreement in any event). The EU states that it will not re-open the 

agreement reached with the May Government 

Some of the key questions around the negotiations: 

▪ Can the Johnson Government get a majority in Parliament for the sort of withdrawal 

agreement they claim to want to negotiate? 

▪ If the EU refuses to re-negotiate and insists on the Irish backstop to prevent a possible hard 

border in Ireland at the end of 2020, will it bring about a hard border on 1 November 2019? 

▪ Will the EU re-negotiate the Irish backstop if a hard border seems inevitable anyway? 

▪ Will Brexit take place in the middle of a UK General election? 

▪ Will negotiations for a withdrawal agreement continue after a no-deal Brexit as a 

precondition to any future trade agreement between the UK and the EU? 

 

B.  Could there be an exit without a deal in view of the new UK legislation which requires 

the UK Prime Minister to seek a delay to the exit date if there is “no deal”? 

▪ On 9 September, in the face of UK Government opposition, the UK Parliament passed a bill 

entitled European Union (Withdrawal) (No 6) Act. It provides that the UK Prime Minister 

must ask the EU for an extension of the date of UK exit in two cases3.  

▪ First, if there is an agreement with the EU on withdrawal, it must be approved by the UK 

House of Commons and debated by the UK House of Lords4. Alternatively, secondly, if there 

is a failure to agree on a withdrawal agreement, that failure must be approved by the UK 

House of Commons and debated by the UK House of Lords5. If neither approval has been 

given, on or before 19 October 2019 the UK Prime Minister must seek an extension of the 

withdrawal date under Article 50(3)6.  

▪ There are uncertainties ahead. It is true that the UK Prime Minister must seek and accept an 

extension, if offered7. But he has publicly said that he would not be prepared to seek an 

extension. That may be political bravado. 

 
3 Section 1(3) and (4) of European Union (Withdrawal)(No 6) Act 
4 Section 1(1) (ibid) 
5 Section 1(2)(ibid)  
6 Section 1(3) and (4)(ibid) 
7 Section 3(1) and (2) (ibid) 
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▪ More seriously, it is open to question whether the EU would agree to an extension. Since an 

extension has to be agreed by unanimity, it is wholly uncertain what the EU’s attitude might 

be.8 Much would depend on the EU’s judgment whether, if there were an extension, it would 

resolve the impasse in the UK Parliament.  

 

C.  What would “no deal” mean on 1 November 2019? What is likely to happen to the 

Withdrawal Agreement and its associated Political Declaration? 

▪ No deal would mean that the UK would leave without a EU/UK Withdrawal Agreement; 

▪ If there is no effective Withdrawal Agreement , the UK would not enjoy the benefit of a 

transition period which, on the UK Government’s own stated position, would have avoided 

the cliff edge scenario which will face the UK on 31 October if it leaves without a deal; 

▪ If there is no effective Withdrawal Agreement, the EU could lose the benefit of those 

provisions which would have governed the calculation and payment of the “divorce bill”; 

which would have protected an open border between the Republic of Ireland and Northern 

Ireland; which would have provided for an orderly withdrawal from the EU institutions; 

▪ Even if , contrary to current probability, there were a successful renegotiation of the Irish 

backstop in the Withdrawal Agreement by 31 October, it is unlikely that its ratification and 

implementation by the UK Parliament could be achieved by 31 October ; 

▪ Article 50 of the Treaty on European Union anticipates that there must be a withdrawal 

agreement (“shall negotiate and conclude…”), “taking account of the framework for its 

future relationship with the Union”. The inference is that the two are interlinked. If the UK 

leaves without a deal, it is probable that it would lose the benefit of aspects of the EU/UK 

Political Declaration.  

▪ Would the absence of the Political Declaration matter? Some aspects of the Political 

Declaration are very thin on detail. Their loss may not matter. Other aspects are harder-

edged and would provide for a positive framework for future negotiations on a permanent 

trading relationship with the EU; 

▪ If the UK leaves without a Withdrawal Agreement, the provisions of the European Union 

Withdrawal Act 2018 (“EUWA”) would apply. What does the EUWA achieve? The EUWA 

would repeal the European Communities Act, 1972, which was the basis on which the UK 

became a member of the European Economic Community.  

 
8 On 8 September, the French Foreign Minister expressed grave reservations about another extension; 
but Irish Government has said that they would agree to an extension.  
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▪ Importantly, the EUWA is based on a new statutory model which would retain or convert EU 

law into UK national law. That would have the effect of managing the legal vacuum which 

would otherwise exist. But, as a result, EU law would be frozen as a matter of UK national 

law unless the UK Government can, after exit, persuade Parliament to enact changes to the 

preserved EU acquis. 

▪ The freezing of EU law will provide for a degree of legal stability in the UK. But much will 

depend on its untested workability and on the quality of statutory instruments which, sector 

by sector, have been made under EUWA powers over the last year in order to cure 

deficiencies in the new statutory framework; 

▪ If the UK leaves without a deal, the consequences for two of the three devolution 

settlements would be potentially serious. The Northern Ireland economy is likely to suffer 

if, at the border, the free movement of workers is regulated or if tariff barriers are 

established or if Single Market controls are enforced. A no deal exit would almost certainly 

provoke the Scottish Government into seeking a second referendum on Scottish 

independence. 

 

D. A “no deal” future beyond the immediate aftermath of exit. 

▪ Even if the UK Government is able to achieve its “do or die”9 ambition of exit on 31 October, 

its further plans are likely to be in disarray within a short time; 

▪ In the UK, the EU rules on imports from other Member States would be preserved in UK 

domestic law. But it is not clear what barriers the EU will decide to establish in respect of UK 

exports to the EU27. 

▪ There has been a considerable emphasis on trade in goods and on the need to avoid delays 

at the bottlenecks at the Port of Dover and at ports in France (Calais), the Netherlands 

(Rotterdam) and Belgium (Antwerp). On both sides of the English Channel, plans, including 

the establishment of spare lorry holding capacity and deployment of significant numbers of 

additional border staff, are well-advanced. Impacts would probably be incremental and 

“slow burn” rather than catastrophic. But in areas such as imports of fresh produce and 

medicines, the impact might be far more serious in the short and medium term.  

 
9 Boris Johnson, UK Prime Minister. The phrase was used in Lord Tennyson’s poem, the Charge of the 
Light Brigade, a heroic failure. “Forward the Light Brigade!” / Was there a man dismay’d? / Not though 
the soldier knew/Someone had blundered/Theirs not to make reply, /Theirs not to reason why, Theirs 
but to do or die./Into the valley of Death/Rode the six hundred”.  
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▪ In the EU, its contingency plans are designed to mitigate against unacceptable shocks to the 

economies of the EU’s Member States. They are expressly designed10not to replicate the 

benefits of membership of the EU, will generally be temporary in nature and have been 

adopted unilaterally.  

▪ The EU’s contingency action plan will indirectly help the UK in the short term. For example, 

UK citizens would still be permitted to enjoy visa-free travel; UK-registered aircraft would 

still be able to fly to and from EU27 destinations. 

▪ That said the Northern Ireland border conundrum would remain. There would be a stark 

choice between (on the one hand) an open border, considered to be essential to future 

peace and to ensure compliance with the Good Friday Agreement and (on the other) the 

preservation of the integrity of the Single Market. 

▪ There has been informed speculation that the UK is likely to propose that the backstop 

should be limited to regulatory alignment for a temporary period, solely in respect of those 

areas covered by the Good Friday agreement. The EU 27 appear likely to reject that 

approach since it amounts to picking and choosing those areas where Single Market 

compliance would be accepted by the UK. In any event, would the whole of the UK be within 

the scope of such an arrangement; if not and if a common regulatory environment were 

established solely for the island of Ireland, would that imply a notional border down the Irish 

Sea? 

▪ The UK as a whole will need to negotiate a future trade deal with the EU27. The negotiating 

environment will have been badly scarred by no deal, especially if the UK were to claim that 

it had no debts to settle and that the divorce bill (or a substantial part of it) would therefore 

remain unpaid.  

▪ The UK as a whole will need to negotiate future trade deals with third countries, including 

permanent deals with those countries whose agreements with the EU have been 

temporarily rolled over.  

▪ While the Political Declaration with the EU27 might be capable of being revived in some 

form, the EU has given no commitment to that effect and, indeed, its stance has hitherto 

been heavily influenced by the expectation that the Withdrawal Agreement would first have 

been ratified.  

 
10 Commission Communication of 13 November 2018 (COM(2018)880 final): “Preparing for the 
withdrawal of the United Kingdom from the European Union on 30 March 2019: a Contingency Action 
Plan”; and Commission Communication of 12 June 2019 (COM (2019) 276 final: “State of play of 
preparations of contingency measures for the withdrawal of the United Kingdom from the European 
Union”.  
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▪ The terms of future EU/UK engagement would probably not be as favourable as the Political 

Declaration had anticipated. For example, in the negotiations hitherto, UK ministers have 

(apparently and surprisingly) placed little emphasis on the services sectors, including 

financial services. For its part, the Commission has made clear that the withdrawal of the UK 

would result in the loss of the rights of financial operators in the UK to provide services in 

the EU under the EU passport regime11. The Political Declaration signalled the EU’s readiness 

to use existing equivalence frameworks instead12. Will that readiness survive a messy Brexit 

without a deal and without settlement by the UK of the divorce bill? 

▪ Any future trade agreement with the EU27 would be made under a different treaty basis 

(Article 218 of the TFEU) to Article 50.  

▪ If, post exit, consensus on aspects of the withdrawal agreement were a pre-condition of 

negotiation of a permanent trade deal, that would probably mean that the EU27 would need 

to act inter governmentally in respect of some areas.  

▪ Any new agreement(s) would need to comply with the constitutional requirements of each 

of the EU27 Member States13. That could be a long haul. 

▪ The UK Government would be faced with a hostile House of Commons. A Johnson-led 

government is likely to be a deregulating government14. Yet the provisions of the EUWA will 

(see above) mean that EU law is frozen in UK domestic law. Why? While, after a no deal exit, 

the Government could introduce new parliamentary bills seeking amendments to the EU 

acquis (by then part of UK national law by virtue of the concepts of retained or converted 

EU law) amendments would involve a parliamentary process and it seems clear that MPs 

who are opposed to a no deal exit would be in no mood to compromise. But a General 

Election, if called after exit, might result in different parliamentary arithmetic. 

▪ While businesses are desperate for certainty, they may well find that a post no deal future 

is even more complicated than the purported simplicity of a no deal exit. On any view, that 

uncertainty is going to last for a number of years. 

 
11 Commission Communication of 13 November 2018 (ibid)  
12 EU/UK Political Declaration of November 2018: paragraphs 37-39. 
13 In the case of mixed agreements where competence is shared, ratification might require approval by 
national parliaments or a referendum  
14 See, for example, the report in the Financial Times of 6 September 2019 
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Brexit: Is it the final denouement? Six weeks to go until the new 

exit day of 31 October (II)1 

 
Daniel Sarmiento Ramírez-Escudero 

 

For the EU, Brexit is an existential challenge. For the first time, a full Member State steps down 

from the goal of creating “an ever closer Union”. This event is taking place at a time in which the 

EU has been subject to criticism from many quarters of society. The risk of a domino effect after 

Brexit has raised all the alerts in Brussels and in Europe’s capitals. The result of this cautious 

approach towards the Brexit process is a unified front on the EU’s side, an outcome that reduced 

the chances of having an à-la-carte Brexit and gave the EU a robust negotiating stance.  

So far, the EU is still keeping its cool, despite the chaos taking place in London. But a no-deal 

Brexit is a risk for the EU that could leave deep economic and political scars throughout the 

continent. It is true that the EU and its Member States are willing to assume the price of a no-

deal Brexit, if that is the price needed to preserve the internal market. However, a no-deal Brexit 

is still avoidable if both sides are willing to flex their muscle in the final sprint prior to 31 October 

2019.  

It appears as if the main hurdle is the Irish backstop. This is unsurprising, considering the fact 

that the backstop ties the UK to a customs union for life. This result will deprive the UK of its 

own international trade policy, at least in the field of goods, and it will tie the country to a 

regulatory framework in which the UK has nothing to say but comply. But is there really an 

alternative to the current Irish backstop that could fit in both sides’ red lines? I think there is, it 

is based on the notion of dual autonomy, and it could preserve the internal market, while leaving 

the UK to manage its own regulatory and trade autonomy, both domestically and internationally.  

But is there really a willingness in the EU to replace the backstop? Is Ireland in a position to 

accept a freshly minted arrangement, after all the work and political capital invested in the 

current proposal? We will find out in the following weeks, but what is certain is that EU’s unified 

 
1 Contribution dated September 2020. 
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stance is not unmovable. However, it takes two to tango, and so far all we have is the background 

music, but not much willingness on the part of the dancers to stand up and dance. 
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III. THE DIGITAL REVOLUTION AND THE GLOBAL ECONOMY 

Alejandro Neut, Lead Economist, BBVA.  

María Álvarez Caro, Public Policy & Government Relations Manager Spain, Google, Law PhD. 

 

  



 
 

www.fidefundacion.es 

25 

The Digital Revolution and the Global Economy 

 

Alejandro Neut and María Alvarez 

KEY WORDS 

Digital Revolution, Economic Impact, Global Economy, Digital Growth, Policy, Governance, 

Fourth Industrial Revolution. 

Executive Summary 

Despite the growing number of opportunities being enabled by digital technologies, such as 

new sources of employment, new business models that allow micro-multinationals to 

compete on a world stage, transformation of digital industries and more consumer choice; 

at a macro-level, measurable links between digital growth and aggregate productivity 

remain weak. There is some debate among experts whether current metrics are correctly 

capturing the actual impact of digital technologies, in particular: 

• As the digital revolution advances, low aggregate returns and low aggregate growth 

measures are being increasingly considered “new normal”. 

• Structurally, in the long term, we remain confident that aggregate productivity and 

growth are to be propelled by digitization, yet this leaves no room for complacency: 

diffusion is a slow process, vulnerable to potentially pernicious growth and 

distributive dynamics. Along the way, developed societies need to remain alert to a 

large set of structural challenges: from populist agendas to dealing with an aging 

population. 

• By the Fall of 2019, the economic cycle was already posing significant challenges: 

after an expansive cycle, the global economy started to slow down while fiscal and 

monetary authorities had little room to confront unwelcome surprises. And in effect, 

2020 arrived with the most unwelcome surprise. 
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All in all, economies will eventually reap the rewards of digitalization, but smart and inclusive 

governance of the transformation process - by policy makers, business leaders and social 

institutions - is of the essence. The EU needs to establish smart regulation and policies to 

foster equal opportunities and innovation, so as not to be only a place of digital consumption 

but also of digital development. Geopolitically, the EU needs to play and secure a role as both 

an innovating and an inclusive society.    

 
  



 
 

www.fidefundacion.es 

27 

Global Outlook: Links Still Weak between Digital Growth and 
Economic Productivity1 

 
 

Alejandro Neut 

BACKGROUND 

For the past couple of decades we have been living an apparent paradox: on the one hand the 

rise of the digital revolution – with platforms, high interconnectedness and artificial intelligence 

facilitating exchanges and spurring jobs and businesses unimaginable at the start of the century: 

youtubers, app developer, Airbnb rentals, and the identification of pathologies in radiological 

images being some of the now common examples of a large wave of disruptive products, 

processes and jobs that did not exist twenty years ago. 

On the other hand, over that same period of time, and especially since the great recession, 

growth and productivity numbers in most advanced economies have been disappointing. Real 

interest rates, the marginal return to new investments, have lingered at very low levels – a 

scenario for which we expect no major improvement in the medium run and that, despite the 

headlines, does not hinge on monetary policy but on structural factors such as high global 

savings and, paradoxically low demand for investments. 

And as if weak growth was not enough, in the future we will have to face the end of a smooth 

and long expansive cycle in the West -  a state of affairs that is aggravated by large government 

debts and near-zero policy rates that leave little room to tackle unwelcome surprises. During the 

Oxford meeting in September 2019 we observed the following: “The world economy is facing 

increasingly worrying data, such as the sharp slowdown in the global trade of goods in the first 

half of that year – trade volumes that may deteriorate even further if a US-China trade war 

comes into full effect. Such weak numbers, combined with a range of erratic policy strategies, 

are raising the risk of recession, even in the US – one of the few developed countries that did 

get to experience long-lasting growth after 2008, yet it is now facing a 70% risk of recession 

within 24 months according to several models.”   

Now, well into 2020, an unprecedented pandemic has not only validated earlier concerns, but 

 
1 Contribution dated April 2020. 
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also driven the global economy into a major depression. 

KEY RISKS, CHALLENGES AND OPPORTUNITIES 

How could these first two decades of “the fourth industrial revolution” have taken us to a new 

normal of lower returns and lower aggregate growth? The answer is problematic, partly because 

it is a misleading question. It is true that aggregate performance in advanced economies has 

disappointed, but that is far from true in several emerging economies – especially China. The 

emergence of China as a central global player is turning to be a game changer – economically, 

China is promoting their centralized industrial policy, technologically, it is building its very own 

digital infrastructure, while politically, it is leapfrogging as the West ś new counterpart in a world 

order that may end divided into two global blocks separated by barriers to goods, services, 

people and data. How would relations, regulation and alliances evolve between and within these 

two potential economic blocks? 

But it is not only about China, as there are three major domestic structural factors in advanced 

economies also smudging their longer-term outlook. First, demographic change.  An aging 

population is not only reshaping aggregate economic growth and challenging fiscal budgets, it is 

also shifting the composition of demand in favour of specific goods and services such as health 

provisions and new financial services geared towards extended retirements.  

Second, the rise of populist movements. Over the past few years, populism has been on the rise, 

with populist candidates reaching power in several core countries and making good on their 

growing disrespect for established institutions and hard-won consensus around free-markets, 

environmental concerns and globalization. 

Among the causes behind such populist upraise, economists can easily identify bigger income 

inequality in the west, which, justifiably or not, has raised people ś disdain for traditional parties 

while heightening their fear of losing their job to either immigrants or robots. The problem is 

that despite populists  ́ tapping on very real and important anxieties, their solutions have 

historically tended to reduce growth and social cohesion. Both right and left-wing populist 

governments have traditionally ended up by favouring policies with apparent advantages in the 

short term, but negative consequences in the long run. 

And finally, the third structural cause is that productivity gains have not yet been fully realized 
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in the west. Some analysts speculate that productivity eludes official numbers despite being 

already “out there in reality”, according to this view the only problem is the inability of 

economists to “see” growth through their traditional metrics - be it because of quality 

improvements that are not well captured by their statistics, or due to the emergence of products 

and services that rather than being purchased, are bartered “at zero price” in exchange of users  ́

data. Such arguments are certainly valid, yet most studies trying to capture those 

mismeasurements conclude that they remain relatively small in practice. Further still, the angst 

being tapped by much of the current populist rhetoric is definitely not just a product of wrong 

measurement of national statistics. 

Once all said, our reading is not a pessimistic one – observing that productivity has not yet 

materialized does not mean that it will not do so in the future. History has proven repeatedly 

that  productivity is not so much a product of any given set of inventions (be it AI, smart phone, 

the web or Facebook) as much as the actual diffusion of such inventions into new practices that 

succeed in providing value in the marketplace. Market participants remain active in testing and 

learning their way forward and as long as it remains that way, it will be a matter of time until 

new technologies make good on their promise.  

But there are risks in the road as countries – through their firms, workers, consumers and 

investors – make sense of the opportunities brought by the ongoing digital revolution. The 

reason is that the transition might yet prove to be very disruptive to lots of people on many 

fronts– job destruction may still precede the creation of new and better ones, leading firms may 

concentrate both wealth and markets to a point where they threat and stall healthy competition, 

and the subsequent inequality may prompt a populist backlash that could directly derail the 

whole process. 

PROPOSALS 

Economies will eventually reap the rewards of the digital economy, but smart and inclusive 

governance of the transformation process - by policy makers, business leaders and social 

institutions - is of the essence.  
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Opportunities and challenges of digitalization: good policy and 
governance are needed to reap the benefits of this fourth 

industrial revolution2 

María Alvarez 

 
BACKGROUND 

Current digital revolution is characterized by exponential expansion and by merging 

technologies that blur the lines between the physical, digital and biological spheres to impact all 

industries, economies and disciplines. The flagship of the digital revolution has been the 

invention of the Internet, interconnecting the world and promoting globalization. 

In less than thirty years, the Internet has supported economic growth, social renewal and 

cultural enrichment. It has increased growth and productivity across a wide number of industries 

and countries, enabling even the smallest businesses to become “micro-multinationals” 

spanning the globe. 

Despite its unquestionable contribution to productivity, efficiency, innovation, growth and 

transformation of traditional industries, digitalization has also associated risks and brought 

several challenges. 

OPPORTUNITIES AND KEY RISKS 

Digitalization implied business growth and cost optimization. It also has a positive impact on 

innovation, productivity, efficiency, consumer choice and in terms of transformation of 

industries. 

Digitalization and the Internet in particular has lowered barriers to starting a new business and 

offers entrepreneurs unprecedented scale and resources. 

Digital technologies have facilitated cross-border data flows and boosted economic activity, 

making it easier for businesses of any size to develop new products and services, find new 

 
2 Contribution dated September 2020. 
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customers and expand into new markets, boost sales and become more productive and efficient. 

In terms of impact on GDP, technology is raising welfare but in ways that are not well or totally 

captured by conventional measures of economic activity. GDP underestimates the full benefit 

to consumers of today’s technology. GDP relies on the prices of goods and services to measure 

value and many of today’s technological services are fully or to some extent free. 

While there is a positive impact on employment in a first stage of digitalization, it is also implying 

the restructuring of labor market. The latest wave of digitalization (IoT, robotics, IA and machine 

learning) promises to have significant benefits related to more efficiency and innovation, 

affordable and clean energy, sustainable cities, e-government services, etc. 

However, the future of work and the risk of job destruction, particularly for low skilled people is 

one of the main challenges. AI also brings enormous opportunities for improved decision-making 

(better predictions/forecasts), that also have an impact on efficiency and businesses growth. 

However, AI poses a risk related to discrimination and algorithms transparency. 

Spain, in terms of digitalization, ranks 11 out of 28 EU countries (EC DESI Index). Spain performs 

well in connectivity but still scores slightly below the average in relation to human capital skills. 

Spain shows a digital contribution to GDP of 20%, far from digital leaders such as the UK or the 

US (both above 30%). 

Forty percent of Spanish startups have entered into Latin America. The main reasons for Spanish 

startups to choose Latin America to expand digital business are: language; volume of the market; 

and potential for growth due to the lower digital development of Latin American countries 

compared to top markets like the US, UK or Germany. As for Latin America, a few countries are 

advancing rapidly: Chile, Costa Rica, Uruguay, Mexico and Colombia are leading the way, both 

in the state of digital evolution and their rate of progress. While Latin American countries have 

a tremendous potential for digital growth, they are in the middle band of digitalization globally. 

The dominance of the Internet and digitalization has also become the central focus of battles 

among certain countries (US vs China) and we’re starting to face a trade war with a strong 

technological focus. The EU has been playing a role as a regulator rather than an innovator. It is 

key for the EU not to miss the train for innovation and to find its place. We’re also experiencing 
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an increased regulatory intervention from national Governments in relation to some aspects 

regarding Internet Governance, that poses a risk in terms of Internet fragmentation. 

PROBLEMS AND POSSIBLE SOLUTIONS 

There is an evident gap if we compare urban vs rural areas in terms of digitalization, innovation 

and opportunities for citizens. So, there is a problem of digital exclusion and inequality. As for 

possible solutions, improving digital skills, digital literacy and technology for inclusion are key, 

while also offering faster and better connectivity to remote rural areas. 

The issue of the future of work related to AI is also a challenge that, if not tackled correctly, can 

become a problem. There is a need to promote STEAM disciplines or studies and digital skills to 

prepare the workforce for the future. 

If not approached correctly, the EU may lag behind. This should be tackled by better/smart 

regulation based on principles. The incoming EC has announced it will pass an AI legislation by 

February 2020 and it should avoid rushing into one-size-fits-all rules and avoid unnecessarily 

prescriptive regulation. We should avoid overregulation. Regulatory harmonization at EU level 

is desired and Global harmonization in certain matters (for instance, digital taxation). 

As for competition, the increasing prominence of the digital economy has been requiring 

competition authorities to devote more of their time to intellectual property-intensive and high 

technology industries. It should be highlighted that prudent antitrust actions should be based 

on demonstrated consumer harm. The truth is the Internet has been characterized by low 

barriers to entry, short innovation cycles and high consumer mobility. 

CHALLENGES 

▪ Sustainable digital transformation that increases opportunities for everyone, reducing 

gaps (rural vs urban). Avoid digital exclusion. 

▪ Keep the Open Internet that brought unprecedented success, innovation and economic 

growth and the Internet Governance based on the multi-stakeholder approach. 

▪ To make the EU a place that not only regulates what others have developed but also 

innovates. Geopolitics, tech war and the role the EU will play. 

▪ Data-driven innovation and AI that fully takes into account fundamental rights and 
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ethics (non-discrimination, privacy and transparency as essential values). 

▪ AI and the future of work. Transformation of the labor market and promotion of digital 

skills to prepare the workforce of the future. 

RECOMMENDATIONS, SUGGESTIONS AND IDEAS FOR THE FUTURE 

▪ European Union better/smart regulation based on principles, taking also into account 

soft law, best practices and self-regulation. To adapt current legislation, where needed, 

before creating new additional laws. Avoid excessive local Governments intervention 

that can lead to fragmentation. 

▪ Investments in the EU to be able to have digital champions and EU Unicorns. 

▪ The last wave of digitalization can bring great opportunities and benefits but must be 

human centric, in the sense ethics and fundamental rights play a key role. 

▪ All sectors of the economy are going through a process of digital transformation. In 

relation to competition and, where certain traditional sectors are still subject to 

stringent regulation, leveling the playing field by decreasing regulation should be at least 

analyzed. 

▪ Spain can improve in terms of digitalization if good policies are put in place, particularly 

to foster innovation (AI strategy and Cloud computing promotion in both public and 

regulated sectors) and to improve digital skills and digital literacy. A friendly regulatory 

environment to make Spain an attractive place for investing would also have a positive 

impact in Latin America, due to frequent Spanish startups expansion in Latin American 

markets. 
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IV. KNOWLEDGE AND SCIENTIFIC PROGRESS: THE STATE OF THE ART 

IN ARTIFICIAL INTELLIGENCE, BIG DATA, DIGITAL IDENTITY, BLOCKCHAIN 

AND OTHER DISRUPTIVE TECHNOLOGIES 
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Technologies, University of Santiago de Compostela.  
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Artificial Intelligence: state of the art, transparency of 
algorithms and main developments1 

 

Senén Barro Ameneiro 

KEY WORDS 

Artificial Intelligence, Trustworthiness, Explainability, Algorithms, Technology, Transparency. 

Executive Summary 

This text begins with a brief overview of the short but intense history of Artificial 

Intelligence (AI). For more than six decades, AI has experienced lights and shadows, as well 

as significant changes in the predominant computational paradigms and objectives that 

have guided research in this field. Nowadays, AI is experiencing a winning streak: solutions 

aim to design intelligent systems, able to act rationally, and in order to achieve that, they 

are mostly based on machine learning and neural computation. In other words, intelligent 

systems can do "the right thing" according to their knowledge on their operating 

framework.   

 

The text also presents some examples that are in the state of the art of research, 

development and innovation in AI. These and other achievements show the great 

accomplishments and growing presence of AI in people’s lives and companies. In fact, AI is 

increasingly affecting our personal and professional lives. Specifically, intelligent 

automation will have an unparalleled impact throughout the various industrial revolutions, 

bringing us unprecedented opportunities and risks.  

 

Finally, there is a brief reference to AI trustworthiness and, in particular, to the 

transparency of algorithms. Many AIs are as effective in solving certain problems as their 

 
1 Contribution dated March 2020. 
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answers are inscrutable. Transparency and explicability in AI are necessary, especially when 

dealing with sensitive issues, like health or safety.  And besides all ethical implications, this 

kind of AI requires binding legislation.  
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Origin and Evolution of Artificial Intelligence 
 
Artificial Intelligence is a relatively recent scientific and technological discipline. The term AI was 

coined in 1956. Over the years it has experienced ups and downs, known as “summers and 

winters of AI”. Today it is living its "warmest summer" yet, and it seems like its social and 

economic impact will not stop growing. 

 

In the 50s and 60s, AI research focused primarily on Artificial Neural Networks (ANNs). This was 

followed by a successful era of solutions based on the explicit representation of knowledge 

potentially useful for solving problems, although in very narrow domains of applications. This 

requires computational representation and management of the knowledge and the reasoning 

mechanisms. To a certain extent, this approach prevailed until the end of the last century.  

 

AI experienced significant development until the mid-1970s especially at some American 

universities, such as MIT, Stanford or Carnegie Mellon. However, many of the expectations and 

objectives addressed in those years regarding natural language processing (NLP) were not very 

satisfying. Slow computers and strategies for syntactic and semantic treatment of language did 

not allow it. First AI’s winter came in 1974 and lasted for the rest of the decade, until pragmatism 

gave new life to AI, which focused much of its R&D activity on expert systems or, in general, 

knowledge-based systems. 

 

Knowledge-based systems (KBSs) are based on the idea that solving complex problems requires 

great knowledge, which is successfully applied by specialists in domains like economics or 

medicine. However, acquiring, representing, and updating this knowledge is very time-

consuming. And moreover, nothing compares to the knowledge that human beings can apply in 

their fields of expertise, or to the common sense. For example, it is common-sense knowledge 

not to consider the possibility of pregnancy when the patient is a man. Those "millions" of things 

that common sense brings to us and we use in daily life and also in our professions, is something 

that we do not yet know how to deal with in the computational domain. Common sense brings 

many good things in our daily and professional lives, and it remains unknown how to make it 

work with computers. 
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Despite the progress achieved in the late 1980s in Artificial Neural Networks (ANNs), it was at 

the beginning of the current decade when ANN-based solutions reappeared, and stronger than 

ever. For years there had been an intense search to avoid the main problems of KBSs, being 

Machine Learning (ML) the most interesting and potentially useful approach. Since the turn of 

the century, ML has been gaining ground in the field of AI. In particular, the resurgence of ANNs, 

due to the design of new algorithms, such as those based on Deep learning; the constant 

increase in the computing power and the existence of immense data repositories, allowed 

spectacular advances for very complex and very specific problems. 

For example, in 2012 Professor Geoffrey Hinton of the University of Toronto, who won with 

Yoshua Bengio and Yann LeCun the Turing award in 2018, and his team crushed all their rivals in 

the ImageNet Large-Scale Visual Recognition Challenge. Applying their "SuperVision" algorithm, 

based on "deep convolutional neural networks", they obtained a 16.4% error in the classification 

of 1.2 million high resolution images belonging to a thousand different classes. SuperVision led 

the way to outperform humans in image recognition tasks and other complex problems, such as 

voice recognition. In any case, the great challenge of AI is still obtaining a general-purpose AI, a 

challenge that I believe will also require general learning mechanisms, and which remains far 

from realization. 

What Does Artificial Intelligence Mean Today? 

Years ago, almost anything based on AI that worked beyond the research laboratory was no 

longer considered AI. Today it's just the opposite. So maybe a good definition of AI is needed.2 

The European High-Level Expert Group on AI has recently published a definition of AI3 focused 

on systems guided by complex goals, which act by reasoning about the interpretation of what is 

perceived from a physical or digital environment, something that in certain cases can be learned 

or at least improved through learning. In my opinion, their proposal is fine, but I generally use a 

more practical and less formal definition: a system has a certain degree of intelligence when it 

has significant autonomy and richness of behaviour in dynamic and complex domains -a self-

 
2 Many people identify AI with Machine Learning and this with Deep learning.  They are using synecdoches, 
calling the whole by the name of one of its parts, even though it is the part that is probably having the 
greatest impact on the AI's business applications.  
3 High-Level Expert Group on Artificial Intelligence, “A definition of AI: Main capabilities and scientific 
disciplines”, European Commission, Directorate-General for Communication. Document made public on 
18 December 2018. 
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driving car, for example-, it is able to learn from its experiences and/or has a high degree of 

competence in specialized areas of human knowledge –such is the case of a medical expert 

system-. 

State of the Art of AI-based Technologies and Applications 
 
Throughout its more than six decades of life, AI has developed a toolbox with very diverse set of 

algorithmic and methodological tools, in which those oriented to ML stand out today. Instead of 

coding the solution to a problem in software, it is learned. The basic methods of ML are 

supervised learning (learning according to previously labelled examples), unsupervised learning 

(learning to recognize certain patterns or regularities in the training data that are not labelled 

beforehand) and reinforcement learning (learning by clues of how well or how badly the system 

is learning). Reinforcement learning is especially interesting when it comes to learning how to 

respond continuously over time, such as in the guidance of autonomous robots or in chess 

movements. In fact, at the end of 2015 DeepMind´s AlphaGo managed to beat one of the best 

players in the history of Go using reinforcement learning, which gave this ML strategy the 

prominence it had not achieved for decades. 

 

AI-based applications are now everywhere, although we are not aware of it. For example: in 

Google Search; email management (categorization, reply and spam filters in email, predictive 

text...); in many financial services (detection of fraud in credit cards, 4 payments and income 

through mobile phones, credit decisions, investment advice...); in recommendations (films on 

Netflix, content on Facebook, routes for car journeys on Google Maps5...); in virtual assistants 

(Amazon Alexa, Google Assistant, Apple´s Siri, Microsoft´s Cortana ...); in text mining on social 

networks (sentiment analysis, detection of sexual predators and terrorists...); in image 

recognition (faces in Facebook, objects in Pinterest...); in language translation (Google Translate 

or Deepl); in natural language generation (GALiWeather, a software tool for the automatic 

generation of short-term weather forecasts in natural language for the 313 Galician councils),6 

and the list could go on almost endlessly.  

 

 
4 Using information such as recent frequency of transactions, transaction size, and the kind of retailer 
involved, for example. 
5 Not only using static but also dynamic information, such as speed of movement of traffic and user-
reported traffic accidents or other incidents. 
6 https://citius.usc.es/transferencia/demostradores-tecnoloxicos/GALiWeather 

https://citius.usc.es/transferencia/demostradores-tecnoloxicos/GALiWeather
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Without intentionally choosing them, most of the applications I have mentioned are related to 

[natural] language technologies, also called Natural Language Processing (NLP).7 Not 

surprisingly, as the AI has been developed, machines have been closer and closer to us and not 

to the contrary, as we did in the past. Programming languages are, in fact, close to the computer 

meanwhile chatbots are closer to us. That's why language will be the most common way to 

interact with machines, as it is among ourselves. 

The history of the NLP goes hand in hand with the history of AI: this domain of applications 

illustrate what I said before about the evolution of symbolic systems, such as knowledge-based 

systems, and sub-symbolic systems, such as ANNs. Until the late ´80s, NLP was mainly driven by 

hand-written code (if-then rules, for example). Then, the introduction of statistical and ML-

based approaches led to very significant advances, even more relevant with the application of 

Deep learning-driven solutions.  

The Impact of AI on Employment 
 
The AI market, and some of its technologies in particular, is huge and it is growing very fast. 

According to McKinsey: Machine Learning, Natural Language Processing, Artificial Vision and 

Robotic Process Automation, could increase the weight of the global economy by 16%, some 13 

billion dollars, by 20308. Also, Accenture considers that the impact of AI technologies on business 

will increase labour productivity by up to 40 percent in 20359. 

Undoubtedly, the greatest impact of AI on people will occur in employment and it is related to 

intelligent automation.10 From this point of view, AI has advanced from tasks that require simple 

manipulations, such as most industrial robots, to those that require cognitive skills. At the same 

time, there has been a shift from systematic to non-systematic tasks, which are much more 

 
7 Natural Language Processing market worth 16.07 Billion USD by 2021, according to MarketsandMarkets, 

https://www.marketsandmarkets.com/PressReleases/natural-language-processing-nlp.asp 
According to “Research and Markets”, the global NLP market accounted a value of US$ 28.60 Bn in 2026 
and expected a Compound Annual Growth Rate of 11.71% across the period through 2018 to 2026, 
https://www.globenewswire.com/news-release/2019/03/29/1788623/0/en/Global-Natural-Language-
Processing-NLP-Market-Size-Share-Application-Analysis-Regional-Outlook-Growth-Trends-Key-Players-
Competitive-Strategies-and-Forecasts-2018-to-2026.html 
8https://www.mckinsey.com/featured-insights/artificial-intelligence/notes-from-the-ai-frontier-
modeling-the-impact-of-ai-on-the-world-economy 
9 https://www.accenture.com/us-en/insight-artificial-intelligence-future-growth 
10 We can define intelligent automation as the use of machines or systems, in general AI-based solutions, 
that can emulate or even surpass human ability to carry out complex tasks requiring intelligence.  

https://www.marketsandmarkets.com/PressReleases/natural-language-processing-nlp.asp
https://www.globenewswire.com/news-release/2019/03/29/1788623/0/en/Global-Natural-Language-Processing-NLP-Market-Size-Share-Application-Analysis-Regional-Outlook-Growth-Trends-Key-Players-Competitive-Strategies-and-Forecasts-2018-to-2026.html
https://www.globenewswire.com/news-release/2019/03/29/1788623/0/en/Global-Natural-Language-Processing-NLP-Market-Size-Share-Application-Analysis-Regional-Outlook-Growth-Trends-Key-Players-Competitive-Strategies-and-Forecasts-2018-to-2026.html
https://www.globenewswire.com/news-release/2019/03/29/1788623/0/en/Global-Natural-Language-Processing-NLP-Market-Size-Share-Application-Analysis-Regional-Outlook-Growth-Trends-Key-Players-Competitive-Strategies-and-Forecasts-2018-to-2026.html
https://www.mckinsey.com/featured-insights/artificial-intelligence/notes-from-the-ai-frontier-modeling-the-impact-of-ai-on-the-world-economy
https://www.mckinsey.com/featured-insights/artificial-intelligence/notes-from-the-ai-frontier-modeling-the-impact-of-ai-on-the-world-economy
https://www.accenture.com/us-en/insight-artificial-intelligence-future-growth
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complex to tackle. In fact, nowadays intelligent automation is not limited to low-skill tasks, but 

includes a growing number of medium and high-skill tasks, which significantly affect human 

employment. 

When tasks being automated are associated with occupations or jobs performed by people, 

sooner rather than later their employment will be affected. This is confirmed by a growing 

number of reports, which have followed the line of a seminal work from Frey and Osborne.11 

There is no room here to make a detailed analysis of these reports, but I want to show just some 

data from the report of the World Economic Forum: "The Future of Jobs Report 2018".12 From 

2018 to 2022 the percentage of total task hours across the industries covered in the report 

performed by machines, will go from 29% to 42%. Extrapolating these results across the 

employment in large firms in the whole world (agriculture excluded), around 75 million jobs may 

be displaced from humans to machines. The same report estimates that 133 million new jobs 

may be created, but most of them will be significantly based on new technologies and so, far 

away from the knowledge and competences of those workers displaced by intelligent 

automation.13 

Without any doubt, intelligent automation will bring negative consequences in those countries 

that are not acting properly nowadays. Particularly in these three dimensions: Education; public 

policies; and the intelligent adoption of these technologies.14 The first two are mainly 

responsibility of the public sector and I think they are also the most relevant. The last one is 

mainly a responsibility of companies, which should not limit themselves to use AI to reduce 

costs. The main benefit of AI will be to drive innovation deeper into business — and for that to 

happen, people and machines must be partners in the innovation process. Investing in intelligent 

technologies and in human resources capable of using them, cooperating with them, and innovating 

from them may be costly. But failing at it will be much more costly. Although there is no simple recipe 

 
11 Carl Benedikt Frey, and Michael Osborne, “The Future of Employment: How susceptible are jobs to 
computerisation?”, September 2013, 
https://www.oxfordmartin.ox.ac.uk/publications/the-future-of-employment/ 
12 https://www.weforum.org/reports/the-future-of-jobs-report-2018 
13 Data Analysts and Scientists, Software Developers, Ecommerce and Social Media Specialists, Innovation 
Managers. AI and Machine Learning Specialists, Big Data Specialists, Process Automation Experts, 
Information Security Analysts, User Experience and Human-Machine Interaction Designers, Robotics 
Engineers, Blockchain Specialists… 
14 Senén Barro, “Intelligent automation”,   
https://publications.iadb.org/en/integration-and-trade-journal-volume-21-no-42-august-2017-robot-
lucion-future-work-latin-american 

https://www.oxfordmartin.ox.ac.uk/publications/the-future-of-employment/
https://www.weforum.org/reports/the-future-of-jobs-report-2018
https://publications.iadb.org/en/integration-and-trade-journal-volume-21-no-42-august-2017-robot-lucion-future-work-latin-american
https://publications.iadb.org/en/integration-and-trade-journal-volume-21-no-42-august-2017-robot-lucion-future-work-latin-american
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for successful innovation based on automation, in my experience there are a set of very useful 

guidelines15 a) Start with management education; b) Develop a road map for future initiatives 

involving technology and people; c) Focus on immediately valuable projects and be wary of 

initiatives that are too ambitious; d) Invest in capacity building for internal staff and e) Plan on 

making improvements over time. 

 
Trustworthy: Explainability and Transparency of AI-based Solutions 
 
We are walking towards the ubiquity of AI in our lives. We are already surrounded by solutions 

with an increasing autonomy and complexity and, in many cases, with a design based on 

Machine Learning. In addition, AI-based solutions are being applied to critical tasks, such as self-

driving cars or nuclear power plant control. All of it makes it necessary to gain people's trust in 

these solutions.  

For people to trust in what a machine or algorithm does, the machine will not only have to prove 

that it really works fine, but people will also have to understand the reason for it. In a system 

based on the explicit representation of knowledge potentially useful for the resolution of a given 

problem (for example, in a rule-based expert system), it is relatively easy to explain its decisions 

just showing the trace followed in the application of the rules that led to a solution. However, 

the SuperVision algorithm, which I mentioned earlier, is made up of 650,000 neurons, arranged 

in five convolutional layers, with around 60 million parameters that must be fine-tuned during 

the learning process. How to explain to a patient on what an algorithm of this type is based to 

diagnose cancer from the analysis of a mammogram? It is difficult, but it has to be done. That is 

why transparency and explainability of AI-based solutions is not only an ethical issue but is 

increasingly a normative or even legal requirement (for example the GDPR, the EU regulation 

for data protection and privacy, includes a "right of explanation" from machine learning models, 

at least in certain situations). Fortunately, trust usually verifies the transitive property: If A trusts 

B and B trusts C, in general A will trust C. This is what happens, in fact, when flying on autopilot. 

I know what an autopilot is, but I don't know how it works. However, autopilots have been flying 

planes for decades. In fact, nowadays, in some planes the time of human-steered flight does not 

exceed a few minutes, just for take-off and landing, and even these two tasks could already be 

 
15 Senén Barro, and Thomas H. Davenport, “People and Machines: Partners in Innovation”, MIT Sloan 
Management Review, Magazine: Summer 2019, Vol. 60, # 4, pp. 22-28. 
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entirely performed by machines. Anyway, I have never had the slightest hesitation in travelling 

in an airplane with an autopilot, because I trust the pilots, who in turn trust the autopilot and 

generally understand how it works and its decisions. It is true that autopilots have made and will 

continue to make some mistakes, but much less than people, and even more, it is the 

collaboration between people and machines which has greatly increased air safety. 
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Executive Summary  

Big data has become increasingly important for our life and its applications have disruptive 

effects on many companies, the private sector, and society overall. Correct application of big 

data has several positive benefits for companies and society, however there are numerous 

international risks and challenges related to the use of big data. The main challenge is the 

ethical and secure use of big data.  

Technical terminology 

▪ The Data Transfer Project: Data Transfer Project (DTP) is a collaboration of 

organizations committed to building a common framework with open-source code 

that can connect any two online service providers. Big technology companies like 

Apple, Google, Facebook and Twitter are part of Data Transfer Project (DTP). 

▪ MyData Global Movement: Global movement that aims to give citizens increased 

rights to make their own decisions regarding their personal data. 

 
  

 
1 Contribution dated March 2020. 
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I.INTRODUCTION 

We are currently living in the data driven economy, and data is being increasingly used in almost 

all aspects of our lives. Big data and its applications have disruptive effects on many companies, 

the private sector, and society overall.  

Big data collection, research and analysis have improved significantly in recent years. For 

example, decoding the human genome took 10 years in 2003, it takes less than a week today, 

and it will only take a few hours in the near future. (source: ec.europa.eu) 

Companies applying the use of big data and AI correctly in their strategy plans can enjoy 

significant growth in the next few years, whereas companies that do not will probably disappear 

from the marketplace.  

Interestingly, the same applies to countries and regions that use big data properly to improve 

the lives of their citizens. Some cities in Europe, like Helsinki, are hiring “Chief Data Officers” 

whose role is to ensure that big data is being analyzed and used to improve public services.  

Digital transformation is vital for both the public and private sector, and one key catalyst for it 

would be making more data-backed decisions. Using a big data-driven approach in decision 

making requires ensuring the unbiased use of data. 

II.EXAMPLES OF APPLICATION AND BENEFITS 

In the near future big data analysis, together with AI, will be used in almost every operation 

and activity undertaken by companies and the public sector.  

 

In order to be able to apply big data, there is a huge demand for data scientists and data 

analytics experts.  

 

Some of the common applications and benefits of big data include: 

▪ Predictive analytics: using both new and historical data, future events can be predicted 

with greater accuracy.  

▪ Real-time forecasting: operational needs can be predicted and analyzed in real time.  
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▪ The potential risks related to any operation can be evaluated in almost real time. 

▪ Customer experiences can be personalized. 

▪ Operational challenges can be identified in real time.  

 

III.RISKS IN ITS INTERNATIONAL DEVELOPMENT 

Many of our life decisions will be based on big data and algorithms, and thus big data plays an 

increasingly important role in our everyday lives. However, this brings several challenges, such 

as privacy and security concerns. Also, there has been much debate and confusion around issues 

such like who should own and control all this data, and how to enforce its proper use 

internationally. Ideally, one international governing body would be responsible for dealing with 

most dubious and unethical use cases of big data, but no such entity currently exists. 

Society has developed big distrust of large tech companies that rely on big data, such as Google 

and Facebook, which have been both involved in several privacy and security scandals involving 

its improper use. 

Viktor Mayer-Schönberger, professor at Oxford University and co-author of Reinventing 

Capitalism in the Age of Big Data, highlights the importance of data innovation and suggests 

providing more data access with mandatory data sharing for big tech companies2.  

Not only would this allow easier access for new companies to enter markets, but it would also 

lead to better innovation based on big data. Strong political and legislative pressure will be 

needed for this to happen, but it would be extremely beneficial for the business environment 

and society as a whole.  

In July of 2019, the US-based ride sharing company Lyft announced that it will share a data set 

to impulse the development of autonomous vehicles3.  

In the near future we will probably see several other big technology companies providing similar 

 
2 David Leonhardt, “What Data Has Done to Capitalism” New York Times,  June 7, 2018 
https://www.nytimes.com/2018/06/07/books/review/reinventing-capitalism-in-the-age-of-big-data-
mayer-schonberger-ramge.html  
3 Kyle Wiggers, “Lyft releases open source data set for autonomous vehicle development“, Venture Beat, 
July 23, 2019, https://venturebeat.com/2019/07/23/lyft-releases-open-source-data-set-for-
autonomous-vehicle-development/  

https://www.nytimes.com/2018/06/07/books/review/reinventing-capitalism-in-the-age-of-big-data-mayer-schonberger-ramge.html
https://www.nytimes.com/2018/06/07/books/review/reinventing-capitalism-in-the-age-of-big-data-mayer-schonberger-ramge.html
https://venturebeat.com/2019/07/23/lyft-releases-open-source-data-set-for-autonomous-vehicle-development/
https://venturebeat.com/2019/07/23/lyft-releases-open-source-data-set-for-autonomous-vehicle-development/
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open source data sets so that everyone can use big data to build products and services on top 

of it.  

The Data Transfer Project aims to help users transfer their data between services such as Apple, 

Google, Facebook and Twitter. In my opinion, however, this type of data interoperability will 

only serve to benefit the big tech companies rather than achieve the main objective, which is 

giving individuals ownership of their data. 

Some of the current trends in the development of big data are helping to ensure that it is used 

ethically, securely and transparently. 

The following are examples of interesting developments related to international big data: 

▪ MyData Global Movement: MyData, which was created in Finland and has members in 

more than 40 countries, is “a Nordic model for human-centered personal data 

management and processing.” This is an interesting way to try to ensure the ethical, 

transparent and secure use of personal data with an emphasis on benefiting individual 

users.  

 

One of the main goals of mydata.org is the “decentralization” of data, where the data 

would not be owned by big corporations or governments, and citizens would have 

increased rights to make their own decisions regarding their personal data. The 

government of Finland has agreed to apply MyData in several of their future projects 

involving big data.  

 

▪ The Data Transfer Project aims to help users transfer their data between services such 

as Apple, Google, Facebook and Twitter. In my opinion, however, this type of data 

interoperability will only serve to benefit the big tech companies rather than achieve 

the main objective, which is giving individuals ownership of their data.4 

 

 
4 Russell Brandom, “Apple joins Google, Facebook, and Twitter in data-sharing project “, The Verge, July 
30, 2019,  
https://www.theverge.com/2019/7/30/20746868/apple-data-transfer-project-google-microsoft-twitter  

https://www.theverge.com/2019/7/30/20746868/apple-data-transfer-project-google-microsoft-twitter
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▪ California: A new privacy law, which will become effective on January 1, 2020, has many 

similarities to the European Data Protection Regulation (GDPR). It will require 

companies to review the data they collect and give citizens the right to delete their own 

data and prohibit their sale.5 

 

Many experts predict that the US will eventually create nationwide data protection laws 

similar to the GDPR.  

It is evident that we need to properly reevaluate the accessing and sharing of big data. This could 

decrease inequalities in societies and business markets worldwide and provide other unforeseen 

benefits. However, in order for this to happen, political leaders around the world will need to 

make big data related issues a priority.  

 

During the presentation of these ideas in Fide Foundation Oxford Congress: "AI, Big Data and 

the Digital Economy: Challenges and Opportunities”, on September 2019, it was clear that most 

of the audience was disappointed and unhappy of the way big data is being used currently by 

tech giants. On the other hand, several congress participants voiced their support towards 

“human centric” way of handling data, like the MyData initiative.  

 

It is evident that among European companies and institutions that are creating AI applications 

and systems, there is a growing interest of calling people “citizens”, rather than “consumers” 

and respecting their data privacy.  

We urgently need more examples on how MyData principles could be effectively included in the 

AI product creation process, so more companies and enterprises would have more clarity as to 

how apply MyData. This type of ethical way of handling big data will give companies a 

competitive advantage in the long run.  

 
5 Cyrus Farivar and David Ingram, “California is bringing law and order to big data. It could change the 
internet in the U.S. “ NCB News, May 13, 2019, https://www.nbcnews.com/tech/tech-news/california-
bringing-law-order-big-data-it-could-change-internet-n1005061  

https://www.nbcnews.com/tech/tech-news/california-bringing-law-order-big-data-it-could-change-internet-n1005061
https://www.nbcnews.com/tech/tech-news/california-bringing-law-order-big-data-it-could-change-internet-n1005061
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Executive Summary 

Blockchain technology, known globally since Bitcoin emerged in 2008, introduced a new set 

of functions. These functions are based on peer-to-peer technology, which offers a new 

decentralized paradigm: no third party is needed to transfer information between multiple 

points. 

 

Blockchain technology is not a new technology, as peer-to-peer information sharing has been 

used since the 90s. In our modern times, disruptive technologies can be a new application or 

an evolution of traditional technologies. This advance forces us to evolve our way of thinking 

and adapt ourselves accordingly. 

Technical terminology 

- Peer-to-Peer: Technology based on sharing any type of information directly between 

users, without the intervention of any central entity, server or business. 

- Hash: The hash is a mathematical algorithm (SHA, MD5, etc.) that is applied to digital 

files to summarise the algorithm in a sorted succession of characters. When the file 

is modified (e.g. adding or removing a space), the result of the hash function is 

updated. 

- Protocol: set of functions and rules that enable the occurrence of an action or 

change. For example, TCP/IP and HTTP protocols let us view a web page. 

 

 
1 Contribution dated March 2020. 
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Blockchain state-of-the-art  

The Blockchain protocol2 was set out in the specs of the initial bitcoin white paper, although the 

technology was defined solely as a book of economic transactions between different anonymous 

users. Everybody can search public information and write to them if they meet the rules. This 

fact creates a new paradigm of functions and uses based on decentralization and untrusted 

parties.  

Nowadays, this technology continues to be used principally as an economic method for 

investment and payments. However, multiple businesses are using this technology for other 

objectives, such as chain of certification, the automatic execution of commands (monetary and 

non-monetary), personal data management, and identity verification, among others.  

Some general information is set out below about the different applications of Blockchain. 

Monetary usages: Employing technology to directly exchange value at the amount transferred.  

▪ Bitcoin and cryptocurrencies: Operating as a traditional currency, bitcoin is used as a 

payment method. It can be exchanged for cryptocurrencies and fiat money for 

investments. This was the first use of this type of technology, although there has been 

significant growth in the capitalisation of cryptocurrencies. For example, an initial offer 

value of $300 billion centered on Bitcoin with a $200 billion market cap. The benefits of 

this growth are that it allows an extra-official channel outside the control of any 

government in which the information is made partially anonymous. 

▪ Project and business financing: Normally, when looking for business financing, multiple 

participations are created to then be sold, bought or exchanged by investors. These 

transactions traditionally took place at a notary office, which incurs several fees. Using 

Blockchain lets an ICO be created, which assigns a value to your business in Blockchain 

technology. This value can then be acquired as participation by anyone who has access 

to Blockchain, not only investors. This transaction is called tokenization, a method via 

which anything (tangible or intangible) is converted into a set of tokens, which are used 

as currency for transactions. Houses, boats, businesses and ideas are all tokens that you 

can buy or sell today. 

▪ Business loyalty points: Hundreds of businesses around the world have their own 

loyalty methods. Basically, if you acquire a product, the brand will give you a certain 

 
2 https://bitcoin.org/bitcoin.pdf  

https://bitcoin.org/bitcoin.pdf
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number of points that you can then exchange for other products or services offered by 

the brand. Blockchain technology adds a new paradigm that enables users to exchange 

these loyalty points not only for what the brand offers, but with other businesses around 

the world or simply for other currencies. 

Non-monetary usages: These applications do not use the value of a coin, although the coin does 

still have a price known as ‘the general use or price’. 

▪ Chain of certification: when a transaction is conducted, Blockchain lets us save a small 

slot of information, which stores the document hash so that we can certify the time, 

uniqueness and content of the transaction. 

• Smart Contracts: using Blockchain to store information. This information has a different 

oracle (miners) that can read the pieces of code, known as Smart Contracts. They consist 

of three main parts:  

o Different entry points of information (APIs, manual data entry or system 

parameters with account balance, transactions, date, etc.)  

o Execution or logical analysis (this is the most important action coded in Smart 

Contract)  

o Execution of actions, which can be a simple text output, cryptocurrency 

transfers or an execution of another API. 

▪ Personal Data Management: One of the most innovative uses of Blockchain technology 

is that it lets people share specific data with business to acquire a level of authentication. 

One example of this is the Alastria Consortium, Spain. Alastria focuses on its users’ 

economic data that are required by financial institutions. All this information is stored 

in a Blockchain network, and users can only access this data with the brand’s permission. 

▪ Identity Verification: Blockchain is based on digital certificates and a pair of keys, one 

public and one private. This concept is used in any security applications such as HTTPS 

(web pages), NFC (payments), email (certification), etc. The public key contains basic 

information about the user, and this information can be assigned only to the user, who 

can access the private key. One of the most valuable services in this area was launched 

by IBM4 with the objective of decentralizing identities. The latter describes the general 

uses of Blockchain technology, but every day hundreds of teams are working on new 

applications and alternative working methods.  
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▪ Traceability of AI decisions: According to our previous specialists, AI will be an 

important component of our lives, but I think the motivations must be evaluated of any 

decision made, correcting the machine learning algorithms. In Spain, the Knowdle Group 

is testing the accountability and certification of decisions their machines make with two 

main objectives, legal compliance and an immutable log of actions. 

▪ Decentralization of the information: Nowadays, storing information on the cloud is a 

normal method for saving our data, but the security of these files makes it necessary to 

duplicate all information in two different places in case of – for example – a fire. This 

method means that information occupies double or triple the amount of space 

necessary, with the consequent energy and environmental costs. Blockchain technology 

lets us save fragments of our information around the world that are decentralized and 

encrypted, which reduces this extra cost and upgrades security to a new and higher 

level. 

▪ Thrust in third parties: when a service or supply chain is involved in a transaction, trust 

between the parties is an essential concept. It is possible for trust to be broken by any 

of the parties for their own benefit. Blockchain can be the solution to the trust chain 

between the different parties to certify all the steps and ensure a better relationship. 

When Blockchain’s trust evaluation system includes the end client, we can obtain a 

higher level of trust. An example of this is a project started by the Carrefour Group. They 

have adopted Blockchain technology to trace all the steps in the supply chain for fresh 

chicken, from hatching the eggs, to processing the product, and finalizing with delivery 

and customer verification. 

▪ Security Information logs: Attackers steal information or break into information 

systems. One of their objectives is to delete all evidence of the attack occurring. The 

Spanish company IngenierosWeb uses the Blockchain networks to store the security logs 

of clients in real time. This means that in case an incident occurs, they have legal proof. 

▪ Immigration and people movements: This ambitious project aims to join IoT (human 

sensors) and Blockchain to attain the traceability of people’s movements. Blockchain 

data cannot be deleted or updated, so if our identity is universal and based on our 

central nervous system or eye patterns, every government could obtain information on 

its citizens in a few seconds. 
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Proposals and recommendations 

Blockchain technology can entail a new way of working and establishing trust between various 

parties that were previously unknown to each other. We have seen different use cases and 

functionalities that are already being implemented to a larger or a lesser extent. However, one 

thing is clear, these current use cases and functionalities are not the only possible applications 

of the technology. 

 

Hundreds of researchers around the world are working to develop not only the technology itself, 

but also new use cases and applications, as shown by the growing demand for experts in this 

sector. 

 

As set out during the congress, the possibilities are almost infinite, since in any type of 

transaction today, reliance on a trusted third party is necessary. The simplest actions – such as 

visiting a website – force us to trust a centralised certification authority that verifies that 

the website we visit is indeed what it says it is. 

 

Key risks and opportunities 

The main risk that the technology currently faces is lack of knowledge on the user side. Eleven 

years after its launch on 31 October 2008, many users are unaware of what Bitcoin really is, and 

very few users know how to define it with certainty. Nor can they define what the technology 

behind Bitcoin is, or the differences between Blockchain and Bitcoin. 

 

The general ignorance around this topic makes it very complicated to progress in three 

fundamental aspects: 

 

• Legal aspects 

New technologies are already complicated to introduce into the legal sphere, but in this case, it 

is aggravated by (a) the novelty and originality of the technology, and (b) the low number of 

applications based on this technology. 

 

• Personal risks 

 

As in the early stages of any technology, users are the most vulnerable. Nevertheless, its use as 

a digital currency has led many users to see economic gains of over 300% or 400% in some cases. 
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This has caused users not specialized in the technology to be introduced to one of its uses, 

‘cryptomoney’, which has a real economic value and in which Blockchain only guarantees the 

sending of the assets between participants, although it does NOT guarantee their price. 

 

In the same way, many other projects, born under the umbrella of Blockchain technology, have 

used this as a claim to attract both investors and users. Unfortunately, we have repeatedly seen 

how this umbrella has been a mere marketing ploy, delaying in the end, in the best case 

scenario, the use of this technology. 

 

• Technical risks 

 

Probably the least considered risks, albeit necessary to mention, are the technical risks. The 

algorithms used, mainly SHA256, are among the most incorruptible and safe today. However, 

computing power is increasing each and every day and this makes the mathematical problems 

that support them easier to solve. 

 

Of course, quantum computing capacity will make these algorithms evolve. Nonetheless, during 

the lagtime between the increase in computing power and the subsequent updating of the 

technology, individuals could benefit from quantum computing to make improper alterations in 

different Blockchains or to contaminate them with false information. 

 

Although the risks mentioned above are quite substantial, those able to adapt and foresee 

the problems can convert these challenges into different opportunities. 

 

The main opportunity common to all the risks is training and awareness. Nowadays, there are 

different events all over the world with different levels of attendance, at which Blockchain 

technology is present. It is an undeniable reality that most of them are focused on the use of the 

technology as cryptocurrency, although different uses within the ecosystem are becoming more 

visible every day. Those able to train others in the use, risks, and opportunities of these different 

blockchain applications will benefit. 

 

In addition, we are already seeing how universities and higher education centres include classes 

centred on this technology in their training programmes, where the participants have the 

opportunity to put some of its uses into practice. As an example, Villanueva University and the 
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FIDE Foundation have offered classes during which participants have been able to elaborate 

everything from smart contracts to creating a public Blockchain network. 

 

Challenges 

 

The main challenge of every technology is its daily usage. However, with a technology as 

disruptive as Blockchain these challenges increase exponentially. 

 

The main difficulty is due to the union of the digital and physical sides of things (people, objects, 

etc.). Currently, making this connection without the intermediation of a centralized entity would 

be almost impossible. Nonetheless, this union would make many of the uses of this technology 

– that currently have limited functionality – take on greater importance in our daily lives.  

 

However, this challenge is not simple, since Blockchain is a decentralized network of trusted and 

anonymous peers, so keeping this last parameter intact is also necessary. This means that, if we 

are able to introduce a property or a house into a Blockchain network, it must appear 

anonymous to all other users that have no relationship to it.  

 

For example, we introduce a house inside a Blockchain network. If we ask for a mortgage loan 

on it, the institution that grants it could have limited rights to that property and be able to prove 

it. In parallel, the rest of the users should not be able to see the identity of any of the three parts: 

financial entity, owner and the property itself. This will take us into a complex environment 

where the physical will become digital, and many of the tedious tasks of today will be greatly 

altered in terms of how they operate, while maintaining the original purpose. 
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Executive Summary  

In this section we take an investor’s point of view and chose three different angles to look at 

the changes technology is bringing to finance. Firstly, we look at how technology is changing 

the economy and how that forces us to reconsider the way we evaluate investment 

opportunities. In the second article we look at how technology now allows algorithms to make 

investment decisions without human interaction and, scary as it may sound, it is and helpful 

addition to the set of tools currently at an investor’s disposal. In the third article we look at 

how technology is changing the infrastructure underpinning financial transactions by taking a 

look at the BME and what steps need to be taken to make the market more efficient. 

We finish this section by looking at Social Responsible Investing, that is to say how investors 

increasingly look at factors other than financial returns when making their investment 

decisions. We start with Impact investment, when an investment is driven by an intention of 

creating specific non- financial impact alongside the investment return and finish with a case 

study on the challenges of integrating ESG (Environmental, Social and Governance) criteria in 

an investment process. 
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Technology: We have only just begun1 
 

 
Pedro Jácome 
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Executive Summary  

- There is plenty more to come in the technology space. 

- To understand the drivers of this change it useful to bear in mind three frameworks. 

1. Moore’s Law – The observation that price of technology halves every two years.  

2. Metcalfe’s Laws – That states that the value of a network increases exponentially with 

the number of users. 

3. Gartner hype cycle – The idea that markets tend to overestimate the impact of new 

technologies in the short term and underestimate them in the long term  

- We believe the next big drivers for technology are going to be blockchain and artificial 

intelligence (AI).  

- Retail and advertising industries are good examples of what it is to come.  

- The solar panel industry in renewable energy provides a good case study of both the 

exuberance and disillusionment which can occur over the cycle. 

It would be very easy to say that with the dramatic changes we have already seen in 

technology we are coming to the end of this cycle. But we do not think that is the case. Quite 

the contrary, we believe this is really just the beginning of developments in technology – there 

should be a lot more to come. 

 
  

 
1 Contribution dated April 2020. 
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Moore and Metcalfe’s Laws  

In our view there are two key drivers behind the extraordinary disruption seen in the period 

from 2007 onwards. Firstly, Moore’s Law – the principle that the price of technology halves every 

18 months. The economic consequence of this meant it became possible for consumers to 

purchase devices like the iPhone at an affordable price and with manageable energy 

consumption and size – none of which would have been possible back in 1999/2000. Up until 

that point most computers needed to be powered by mains electricity in order operate at a 

functioning speed, but the turn of the century marked a point where mobile devices moved from 

just being telephones to taking on the functions of personal computers. This generated a 

proliferation of devices and leads us to the second part of our thesis: the network effect.  

In the mid-1990s, Robert Metcalfe developed a law in relation to telecoms, theorising that the 

value of a network increases exponentially with the number of users. This makes sense – if you 

have one person with a fax machine it is not really much use to anyone, but as the number of 

devices proliferates the network becomes more powerful and you can multiply the number of 

points of connection as a geometric progression. When you put these two factors together, you 

have the low cost of mobile computing together with Metcalfe’s law on networks, signalling an 

intrinsic value explosion and a host of new highly disruptive possibilities.  

We believe this platform is now set for a huge number of new technologies to position 

themselves in addition to the existing opportunities. For example, the social networking phase 

would not have expanded to such an extent without improved mobile technology, yet this has 

now matured in many ways. Software as a service (SaaS) has been a key new driver of growth, 

as it enables individuals, rather than corporations, to make decisions about what software they 

want to use in their businesses. Many of these SaaS companies start off on an individual or small 

team basis and then effectively ‘land and expand’ based on the user experience: in the old days 

the decision to sign off on a huge software licence deal would have been made at board level. 

Such developments make the opportunity for proliferation so much greater. 

Blockchain 

Moving forward we believe one big driver of technology is going to be blockchain. As the 

principal technology underpinning crypto currencies, blockchain has been caught up in some of 
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the negative newsflow. Yet it is starting to be seen as a really valuable technology for automating 

the process of trust, allowing users to dis-intermediate in areas which currently require a trusted 

party. Ultimately, we believe it should cover multiple forms of transactions, from buying and 

selling concert tickets online, to transacting real estate deals (which could further eradicate the 

need for estate agents or lawyers). Even some accountancy processes within business 

transactions could be eliminated. Blockchain could be the big next generation technology, but 

right now is probably at a level the internet was at 15 years ago. That said, we believe it is good 

to identify new trends at an early stage and understand the potential, then look for the best 

investment opportunities.  

Investment Implications 

Technology is not only influencing the world we live in, but is also having a significant impact on 

how we consider these companies from an investment perspective. The increasing dominance 

of technology stocks in the S&P 500, for example, has prompted the index to make the radical 

decision to re-classify tech heavyweights Google and Facebook into its newly expanded 

communication services sector. This means they are now in the same sector as media company 

Disney as well as telecom service providers and makes things even more interesting when 

managing a technology fund as many of the key stocks are no longer in the technology 

benchmark.  

This serves to further illustrate the ways in which technology is disrupting every type of business. 

John Chambers, former CEO of Cisco, predicted that every company would be a technology 

company; and those which are not would cease to exist. In our view, whatever industry you are 

looking at now, and in whatever capacity, you need to understand these new technologies and 

who the winners and losers are likely to be. We can see day by day where companies have 

adopted new technologies and where they have not. A current example is the retail sector – it 

is becoming increasingly clear which retailers are doing a reasonable job of surviving the decline 

of the high street by having a strong online component to their business and which are not. 

These latter businesses are failing at an increasingly rapid rate.  

Technology is not only influencing the world we live in, but is also having a significant impact on 

how we consider these companies from an investment perspective. 
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In terms of investing, it is not just a matter of identifying the biggest themes and the best ways 

to invest in them. Of course these are important, but we believe it is just as crucial to consider 

the intrinsic value of a company. In this rapidly shifting sector, it can be hard to forecast what 

the revenues and earnings for companies are going to look like, therefore we consider various 

scenarios for a company and use discounted cash flow (DCF) modelling to estimate an intrinsic 

value.  

To us, establishing the intrinsic value of a company is really important and comes back to the 

start of technology investing in the late 1990s. At that time, people became far too carried away 

with concepts and completely lost touch with reality when it came to valuations, which led to 

the 2000/2001 crash. We believe there is still enormous opportunity surrounding the technology 

sector, but with that resides the potential for exuberance and investors need to be mindful of 

this.  

However, we believe investing in the most disruptive segments of the market may offer 

investors a compelling return capability that utilises the scarcity of above average volatility 

combined with lower levels of correlation. Simply put, the disparity and polarisation of returns 

between winners and losers in a major industry disruption cycle are sizable, presenting exciting 

opportunities for both long and short investing. 

Retail and Advertising – Two examples of disruption 

Take, for example, two industries which have been facing highly disruptive internet enabled 

forces for at least a decade – retail and advertising. The scale of change has been so great that 

three of the top five companies in the world today by market value are Amazon in retail and 

Google and Facebook in advertising. Completely new industry leaders have been created with 

vastly more powerful business models coupled with low cost structures that traditional, 

incumbent, providers cannot remotely match. The result is that not only have these new giants 

seen share price appreciation of multiple times over the last decade, their incumbent 

competition has seen totally the opposite outcomes. In retail, the demise of US department 

stores is well documented.  

In advertising, there are numerous casualties in newsprint and radio. These types of megatrends 

provide excellent hunting grounds for long / short strategies but we believe that they require an 
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in depth knowledge of the prevailing forces and the new technologies, as well as highly 

disciplined risk management.  

Gartner life cycle 

Many of the disruptive trends on which we focus follow the Gartner hype cycle (Chart 1). In fact, 

all new technologies tend to follow this type of investing lifespan. 

 

The environment for technology funds has been extremely challenging over the past 20 years in 

both the long only and long / short spaces. This is primarily because investors forget that it is 

important to remain firmly grounded in both fundamentals and risk control. The survivors have 

been those managers who stay balanced in their thinking and respect the market; where this 

happens, returns can be meaningful. 

Solar Power – An illustration of the Gartner lifecycle 

During the period that we have been investing long / short intechnology - a period of over 20 

years - there have been many points of both exuberance and disillusionment in the cycle. A great 

case study is that of the solar panel industry in renewable energy. Many companies came to the 

market from 2006 onwards, led by two German companies in Solarpower and Qcells. At the 

time, neither company had invested in R&D and their only competitive edge was a transient lack 

of supply at a time when governments were heavily subsidising solar adoption. Qcells made its 

debut in May 2005 at EUR 15.50 a share. It is now bankrupt, but not before hitting a high in 2007 
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of EUR 83.50. The attention to this ‘lifecycle’ for the shares is so important.   

The underlying fundamentals for new technologies and disruptive business models often 

progress at a much slower but irrepressible pace than investors have the patience for. The 

average investor is quick to become overexcited by the new technology and drives share prices 

to a peak of inflated expectations that inevitably lead to sharp declines as reality does not match 

the hype, at least to begin with. It is after share prices get back in touch with reality that the 

longer-term opportunity emerges on the long side. Warren Buffett often talks about the market 

being a voting machine most of the time rather than a weighing machine – the former merely 

registers investor sentiment and can drive share prices to extremes that are not remotely 

supported by the weighing machine that evaluates the share based on its future fundamentals.  

It is the respect for the hype cycle effect on companies and sub sectors in the lifetime of a 

disruptive technology change that is a key component of our strategy. It is essential, in our view, 

to remain firmly grounded in fundamentals rather than momentum focusing on the weighing 

machine as the basis for stock selection (what to buy / sell) but at the same time having the 

highest amount of respect for the market and its voting power (when to buy / sell). This may 

help reduce losses and volatility while allowing returns to be created in such a dynamic and fast 

changing sector. 
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How technology is changing how we make investment 
decisions1 

Pedro Jácome 

KEY WORDS 

Technology, Investment, Decisions, Bias, Systematic Investment, Algorithmic Aversion. 

Executive Summary   

- Systematic investment, is simply a rule based investment strategy, in its simplest form 

can simply replicate an equity index like the S&P 500.   

- Behavioural biases in humans manifest themselves in most forms of discretionary 

management 

- Systematic approach offers enhanced risk management, full transparency and 

diversification. 

- Systematic strategies are set to have a big part in asset allocation decisions. 

- Algorithmic aversion, the idea/reluctance to entrust personal investments to a 

computer program is now increasingly being overcome as we trust machines and 

algorithms to do all sort of things for us. 

 
  

 
1 Contribution dated April 2020. 
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Evolution of systematic investing 

Computer-driven, systematic investing strategies have been quietly around for decades but 

arguably first came to the forefront of mainstream investor attention in the aftermath of the 

Global Financial Crisis (GFC). Systematic strategies demonstrated their ability to generate 

positive investment returns, even during the GFC, by harnessing strong directional market 

moves across a range of asset classes, through short as well as long positioning.  

Some such strategies produced exceptional returns in 2008, while many traditional and 

alternative approaches slumped, providing a clear example of the diversification benefits. 

Going back in history, the principal participants in the trading of derivative contracts were 

farmers and their counterparties who wished to hedge against adverse movements in the prices 

of agricultural produce by using futures. Although the origins of such futures trading can be 

traced all the way back to Ancient Greece, Japan is credited for establishing the first centralised 

venue for futures trading in the modern era, when the Dojima Rice Exchange in Osaka opened 

in 1697. The Chicago Board of Trade, which became the world’s largest futures trading exchange, 

opened some 150 years later. 

Systematic investing emerged more prominently onto the scene in the early 1980s once it 

became possible to trade futures contracts in interest rate instruments, currencies, individual 

equities, stock indices and a broader range of natural resources. Savvy investors saw an 

opportunity to use these tools in a rules-based framework to provide both an effective hedge 

for a portfolio of traditional assets and a source of added value. 

However, the best known of all systematic strategies was actually ‘born’ a little earlier, in 1976, 

and has proved extraordinarily popular since then. It follows a simple set of rules. The first is to 

rank every stock in the US in order of its market capitalisation. Second, the top 500 companies 

on that list are bought proportionately in accordance with their relative market caps. Third, 

these weightings remain constant for three months, at which time the portfolio is rebalanced in 

accordance with the changes in relative market cap (which could involve reweighting all and 

replacing certain constituents with those that have been elevated into the top 500). In technical 

terms, this can be described as a ‘long-momentum, capitalisation-weighted’ strategy which 

effectively buys more on the way up and sells more on the way down. But it is usually referred 
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to as an ‘S&P 500 index tracker’. The first of its kind was launched by Vanguard with USD 11 

million of assets. By 1995, the group had added five further tracker funds to its customer offering 

and, with total assets under management of USD 18 billion, proclaimed ‘the triumph of 

indexing’. Today Vanguard Group, which continues to focus on index funds, has more than USD 

5 trillion in assets under management. 

What is Systematic Investing  

Systematic strategies are commonly considered to be complicated, but as with the example 

shown above they do not have to be. At the very core, think of a systematic strategy as simply a 

rules-based strategy. The investment rules are then written down and traded. Here is an 

example of an ‘alternative’ systematic strategy, yet it has a simple set of rules. Known as a trend-

following strategy, it looks at global futures markets and works out which ones are trading above 

their 200-day moving average and which are below. It buys the former and sells (‘shorts’) the 

latter, scaling positions in terms of volatility. This is a momentum-driven strategy, essentially 

buying things that are going up and selling things that are going down. It is in concept not much 

more complex than an S&P 500 tracker (although more complex in implementation and trading) 

and has historically produced strong risk-adjusted returns with a lower maximum drawdown. At 

an intuitive level, momentum or trend-following is arguably more rational than index tracking, 

yet the latter has come to be considered a core holding while trend following has been thus far 

thought of as a less-core alternative. When we talk about systematic investing we are typically 

considering strategies that are more sophisticated than the simple capitalisation weighted index 

example, but not so complex as to become opaque like a ‘black box’. 

When commentators refer to ‘black box’ investing, they are alluding to a methodology or 

process that is opaque. In this respect, systematic trading programmes may have been 

considered to be ‘black box’ in the distant past, but today they are typically transparent. As we 

have discussed, systematic programmes are rules based; therefore the simple disclosure of the 

rules that drive the algorithmic trades can provide transparency in terms of methodology, as 

well as full position level transparency. 

This adherence to a rules-based approach without deviation is in contrast with those strategies 

where a human being is at the helm. Many discretionary managers may have clearly defined 

verbal rules which govern the way they say they manage their strategy, but human nature 
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exhibits certain behavioural biases that at times steer them from strictly adhering to these rules. 

For example, discretionary managers are known to ‘buy stories’ and ‘fall in love’ with stocks 

while post rationalising the reasons for holding a favourite name – these traits can lead them, 

for example, to hold on to losing positions for longer than prudent. 

“Far from learning from our mistakes, we edit them out of the official autobiographies we all 

keep in our own heads” – Matthew Syed, Commonwealth Table Tennis Champion 

Furthermore, as alluded to by Matthew Syed in the quote above, behavioural psychology 

suggests that discretionary traders often fail to acknowledge their mistakes, even in hindsight, 

let alone learning from them. It can therefore be argued that the human brain is the ultimate 

‘black box’ of opacity. Conversely, a rule set or algorithm will never fall in love with a stock, panic, 

or be prone to distractions; it will simply keep trading by its mandated rules, which can be 

refined and optimised in accordance with results. In addition, it is far easier, in psychological 

terms, for the creator of an algorithm to acknowledge its need for adjustment and fine tuning, 

than it is for a discretionary manager to recognise the importance of recalibrating their own 

thought process in response to adverse decisions.  

Think of a systematic strategy as managing by human rules where the human is calm, never 

distracted, never tired, never misses new data, and does not change the rules in the heat of the 

moment. 

Algorithmic aversion 

Algorithmic aversion is fading as humans embrace advancements. Systematic strategies are a 

growing part of investor portfolios. This is a recent surge in interest as humans had previously 

proven reluctant to entrust their investments to a computer programme. We refer to this trait 

as ‘algorithm aversion’ and we could devote an entire paper to this subject alone. The history of 

human distrust in machines, which is now increasingly being overcome, can be traced back to 

the early 1920s (and probably further). In 1920, Karl Capek penned his extraordinarily prescient 

play ‘Rossum Universal Robots’, which predicts the decline of homo sapiens and their 

replacement with ‘post humans’. The story concerns a factory owner who creates metal men to 

make his production lines more efficient. However, these ‘robots’ kill the people and take over. 

Now, in the past decade especially, we are increasingly entrusting machines and algorithms to 
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do all sorts of things for us, including the landing of the aeroplanes we fly in, driving our cars and 

selecting what movies we should watch. Algorithm aversion in investment has similarly eased 

significantly with investors becoming more comfortable with the fact that technology advances 

can be helpful in their lives, including in managing their investments.  

Systematic investing is not standing still either. The progress seen with big data and machine 

learning in other industries is already being incorporated into many systematic strategies. The 

data used to make investment decisions is mushrooming and the machines, and rule sets, are 

getting progressively smarter. Systematic strategies can constitute a transparent, cost-effective 

investment with the potential to enhance traditional portfolios by adding an alternative source 

of diversification with unwavering risk management and without human trading biases. 

Impact in portfolio construction 

In our view, traditional investment thinking has to be seen form a different angle. Portfolio 

construction tends to centre around two core pillars – equities and bonds – that sought to create 

a balance between maximising returns while minimising risk across differing market 

environments. Yet, in an era where central bank manipulation of capital markets has led equity 

/ bond prices, and correlations, to increase dramatically, a quest for improved diversification has 

catalysed a revision to this old world order. Institutional investors have been early adopters of a 

third element to their asset allocation policy – which is alpha-driven (skill-based return), rather 

than beta (directional, market-driven returns), and loosely described as ‘alternatives’ – and 

private investors are also increasingly choosing to add these non-traditional strategies to their 

portfolios. As the universe of alternative strategies has matured, it has increasingly included 

systematic approaches. 

Similarly, within long-only equities and bonds, the array of choice regarding how an investment 

is managed has widened. Where once investors could only select active discretionary or passive 

approaches, the time has now come, in our view, for investors to consider a third approach – 

systematic.  
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Capturing the technology momentum for capital markets 
infrastructure2 
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EXECUTIVE SUMMARY 

Public markets exist to facilitate job and wealth creation for millions of people driving the 

economic growth for the society. In the last twenty years capital markets have harnessed 

remarkable new technologies to transform the markets and its infrastructure.  

Trading, that once required shouting tickets runners on a market floor, has migrated to 

powerful computers, which began to level the playing field and provide access to data and 

tools to all participants, large and small. However, technology alone cannot achieve all goals. 

It needs to be coupled with smart and ever-evolving rules of engagement to create a truly 

level playing field across a diverse set of participants in the markets.  

Combining efficiently technology and markets has been and it is a priority for the Stock 

Exchanges and capital Markets Infrastructures. This industry has secured solid and 

sustainable financial results but with the new entrants in the industry (fintech) and the 

pressure in the regulatory environment, CMI is living challenging times and needs to capture 

new business opportunities.   

One factor that has become an utmost priority in recent decades is regulation. In fact, this is 

now a decisive element of this industry. Globalization and an increasingly competitive 

environment have changed the rules of the game, while posing challenges for all market 

players. However, we live in an era of disruption where the progress of digital technology is 

 
2 Contribution dated April 2020. 
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transforming every industry.  

Capital Markets also plays an important social role, acting as the nexus between two key 

operators in a market economy: companies and investors. The former secure financing for 

their projects by issuing financial assets, while the latter, both institutional and private, 

generate profitability on their investments. 
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KEY RISKS AND OPPORTUNITIES: REGULATION & TECHNOLOGY 

Capital markets operate in a climate of constant change. Both capital market infrastructure 

providers (CMIP) and investors must adapt to a shifting scenario in which technology and 

regulation play a leading role. 

Capital markets operate in a climate of constant change. Both capital market infrastructure 

providers (CMIP) and investors must adapt to a shifting scenario in which technology and 

regulation play a leading role. 

The financial system has become globalized, while also undergoing various regulatory 

upheavals: T2S, MIFID, the EMIR (European Market Infrastructure Regulation) standard and 

CSDR (European Central Securities Depositories Regulation). Different players in this sector have 

worked to shape this new regulatory scenario into opportunities to drive transparency, improve 

connections and optimize processes, all with a view to enhancing client satisfaction and improve 

efficiency.  

One of these regulations, MiFID II, extended regulatory obligations in terms of transparency and 

encourage new entrants fostering market competition. This was the boom to alternative trading 

platforms, leading to more evident market fragmentation. In this climate of increasing 

competition, Stock Exchanges need to remain leading venues for best price spreads, meaning 

greater liquidity and market quality.  

In Europe one of the best examples of new regulation is an ambitious and long-standing initiative 

of the European Commission comprising several projects called Capital Markets Union. It 

comprises several initiatives which collectively aim to create deeper and better integrated 

capital markets within the European Union (EU). The scope covers: better access to financing, 

diversifying sources of founding and enabling market efficiency and resilience. The CMU 

initiative also includes Action Plans on Fintech and Sustainable Finance. Concerning financial 

markets infrastructures, important changes are currently being implemented and we favour an 

approach where we first reap the benefits of T2S, CSDR and EMIR before making further 

changes.  

Despite these efforts, the regulatory environment has ushered in some negative uncertainties 

for the industry specifically in Europe where the regulatory pressure is so intensive.  We can 
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mention for instance in Spain the potential introduction of a financial transaction tax (ITF in its 

Spanish acronym) that has not helped to improve market shares or trading volumes. The tax 

would mean a 0.2% levy on trades in listed companies with capitalization of over 1 billion euros, 

which would encourage trading via unregulated systems and drive an investor flight to countries 

where no such tax is in place. 

But new regulations also open windows of opportunity. In this complex and increasingly 

competitive climate, the stock exchanges are aiming to leverage growth via the development of 

new technologies to offer clients value-added services. One such example would be services 

associated with Wealthtech and Wealth Management platforms, Roboadvisors, etc., as well as 

integration and automation with client back-office systems.  

In addition to this, fintech companies are providing a wide range of financial consultancy via 

analysis and data tools, which now represent a priority for CMI, with a view to risk management 

and generating predictive indicators, including algorithms based on artificial intelligence (AI).  

CMI are also embracing DLT (Distributed Ledger Technology) and it´s now a reality in which many 

of the players in this industry are currently developing to evaluate and experiment with 

blockchain technology as part of digitalization process, working closely with regulators and 

financial institutions to transform the capital market ecosystem for the future. 

PROVIDING SOLUTIONS: Innovation is occurring across the entire CMI value chain  

As mentioned before, the CMI industry has expanded and diversified, generating strong financial 

returns. However, in a fast-changing environment, the choices made now are likely to “sort the 

wheat from the chaff” over the next five years. The biggest successes are likely to be inspired by 

visionary strategies and a fearless desire to grow and reshape the business model. New thinking 

is imperative, because one of the biggest risks in disruptive times is applying the responses of 

the past, or worse, doing nothing at all. 

The CMI should take this new global and innovative approach to clients, seeking to address their 

needs and provide 360-degree service that encompasses the entire market value chain.  

As mentioned before, we believe that changing regulations are a critical business issue for our 

clients and are shaping their priorities today. The pace of regulatory change calls for agility. 
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Business models will need to be adapted and new participants and cooperation environment 

are arisen.  

But innovation is occurring across the entire CMI value chain delivering different solutions and 

competitors.  

Trading and equity markets for instance have experienced a huge transformation due to the 

combination of technology and regulation. This has contributed to the speed and automation 

(electronification) fostered the emergence of new venues and market participants and helped 

facilitate the growth of exchange-trade funds (Etf´s).  

In access to capital we can see innovative ways to reach and serve issuers and investors such as 

crowdfunding platforms, start-ups exchange venues, bond issuance platforms for SMEs, private 

listing platforms for SMEs and initial coin offering platforms.  

For post trading activities, DLT based clearing and settlement solutions, surveillance and 

analytics software and RegTech Solutions such as AML, KYC and compliance risk, are some of 

the services and solutions that have been deployed by themselves or with the collaboration of 

fintech companies.  

With this goal in mind, the industry is building up additional services around the normal 

operations of all markets and infrastructure from the pre-transparency phase to the postrade 

one.  

CONCLUSIONS AND INITIAL PROPOSALS  

 For society, the benefits of well-functioning capital markets include enhanced economic 

growth, greater wealth distribution, innovation and an economy more robust to shocks. There 

is a strong correlation between capital market development and economic performance and 

growth. Considering public markets only, the relationship is estimated to be 1-to-1, i.e. a public 

market growing by one‐third is estimated to raise real economic growth by one-third 

No industry is changing as quickly as the financial and capital markets industry. New business 

models emerging from innovation and digitalization have reshaped services and how clients 
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interact with them. In addition, new market players have established themselves, such as fintech 

operators, seeking to address the needs and concerns of new financial consumers. 

Artificial intelligence and blockchain seem to be the latest hot trends, but the range of 

technological possibilities are so vast that it is impossible to imagine what the future might hold.  

Also building a regulatory framework that favours technological innovation and can handle 

potential regulatory adjustments it is vital to supporting the transition to a sustainable economy.  

Nevertheless, we consider that to face all these challenges the Stock Exchanges, CMI and 

regulators should work and innovate around these trends: 

1) Strengthen its main role, an Exchange may be the principal location for listings in its 

own country which may equally hold true for secondary-market activity. However, it is 

often the case that competing venues also operate in secondary market activity and, 

furthermore, exchanges must often in practice compete not only for this secondary 

market activity, but also for initial public offerings (IPOs) on a global basis. Such 

competition results in market discipline that acts as a complement to regulation. 

Well-functioning IPO markets support company financing, promote employment, 

provide citizens with efficient investment opportunities for their pension needs and 

ensure resources are allocated to their most productive use, including towards the 

transition to a sustainable economy.  

2) Encourage fair competition while moderating increasing complexity, while 

competition can be beneficial for markets, a cost is borne by investors to connect a vast 

array of venues and to fully understand the complexity of the markets. Today equity 

markets in the US and Europe have become fragmented and complex. Regulators should 

look to moderate this trend while not impeding innovation. Under the Mifid II overhaul 

of financial market regulation, banks were banned from trading customers’ orders in-

house and activity in dark pools was capped, in an effort to increase transparency. 

However, the changes had little effect on trading behaviour and investors continued to 

trade away from exchanges and similar venues. Nevertherless it´s clear ́ that when there 
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is an special event in the markets, traders really go to the most transparent and widely 

used place and the cost of trading isn’t really such an issue when you want liquidity.  

3) Diversify and leverage partnerships to drive innovation and growth. Technology has 

always been a source of structural change and disruption. For financial markets, 

precedents include the rise of electronic trading and algorithmic trading. FinTech and 

RegTech have the potential to support the market to overcome certain barriers, while 

delivering efficiency gains and supporting risk mitigation. However, they could create 

ramifications throughout the whole lifecycle of securities on capital markets. FinTech 

can help expand access to financial services for consumers, investors and companies, 

bringing greater choice and more user-friendly services, often at lower prices. New 

Financial technologies can help individuals as well as SMEs, including start-up and scale-

up companies, to access alternative funding sources to support their cash ow and risk 

capital needs. The development of FinTech will bring about fundamental changes to the 

ways in which the financial sector and the financing of the economy function. It has the 

potential of reducing costs, boosting the speed of services and drastically increasing 

choices for fund-seeking companies, institutional and retail investors, as well as 

consumers of financial services.  

4) Boost customer-centricity and commerciality and redouble efforts to constructively 

engage with regulators and fintechs.  

5) Double down on new and fast-growing asset classes. Prioritize break-out growth, 

embrace new asset classes or securities that enhance the offer for the buyside and 

investors.  

6) Expand service offerings for corporations. Do more to help companies operate in 

capital markets, for example in pre-IPO advisory, treasury services and investor relations 

services.  

Try to compensate with another initiatives like Corporate access activities the decline of 

free research on small- and micro-cap companies due to the new industry structure 

under MiFID II, leading to small- and micro-cap companies increasingly paying for 

research or corporate access, as otherwise fund managers will not receive information 

about them.  
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7) Contribute to diversify the sources of funding for SME´s and other corporations through 

alternative platforms.  

8) Foster financial literacy and investor education.  

Studies show that people that are more financially literate make better decisions in 

relation to their finances, invest in more diverse products and are more likely to plan for 

their pensions. Citizens who lack basic financial concepts are not well equipped to make 

informed financial choices regarding saving, investing, and borrowing. In fact, less than 

half of European households (43%) invest in any type of financial product with the 

notable exception of Sweden–where more than 60% of households invest.  

The global financial literacy research, projects and surveys conducted among the adult 

population and young people suggest there is plenty of room for improvement, at a time 

when management of finances plays a major role in the day-to-day lives of individuals. 

Spain is no exception. Which is why BME has partnered with the Financial Education 

Plan run by the CNMV and the Bank of Spain since 2008.  
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Now is the time for impact3 

Ben Constable-Maxwell 
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EXECUTIVE SUMMARY 

The world is facing a rising tide of societal challenges, from the potential chaos associated 

with the breakdown of our climate, through huge levels of waste and pollution, to vast and 

growing social inequality. Governments around the world lack the resources needed to deal 

with these challenges on their own, and hence responsibility is increasingly falling to the 

private sector, and investors, to help do something about them. Impact investing, 

specifically, is starting to drive the flow of much-needed capital towards solutions to the 

critical social and environmental challenges we are facing, but there is much more to be 

done. 

 
  

 
3 Contribution dated April 2020. 
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Impact in brief 

Impact means investing in companies that aim to deliver meaningful societal outcomes by 

addressing the world’s major social and environmental challenges, while at the same time 

producing a financial return. These investments can be made in both emerging and developed 

markets and target a wide range of impact areas, which can include climate solutions, accessible 

healthcare, the circular economy and financial inclusion, among others. These impact 

investment areas are increasingly being mapped to the United Nations Sustainable Development 

Goals (SDGs), which provide a framework against which impact can be assessed and measured. 

Why is impact necessary? 

Recent campaigns, including the activities of Extinction Rebellion and the school strikes initiated 

by Greta Thunberg, have helped to highlight some of the real and present challenges the world 

is facing. With 20 of the past 22 years having been the hottest since records began, the world’s 

leading climate scientists warned last October that we only had a dozen years left to keep global 

warming to a maximum of 1.5C. The report, from the UN Intergovernmental Panel on Climate 

Change, said that beyond this, even half a degree would significantly worsen the risks of drought, 

floods, extreme heat and poverty for hundreds of millions of people. 

It is not only the challenges associated with climate change we are facing though. The world 

generates two billion tonnes of waste annually, and by 2050 it is estimated that if we carry on 

as we are, there will be more plastic in the oceans than fish (by weight).  

Social factors, including education, employment status, income level, gender and ethnicity, have 

a marked influence on how healthy a person is, with health inequities having a significant 

financial cost to societies, according to the WHO. As an example, the European Parliament 

estimates that losses linked to health inequities cost around 1.4% of gross domestic product 

(GDP) within the European Union — a figure almost as high as the EU's defence spending (1.6% 

of GDP). Meanwhile, last year the World Bank said that more than 260 million children 

worldwide were out of school, while more than half of those actually in education were not 

learning. The list goes on. 

It was to tackle these kinds of societal challenges that the aforementioned SDGs were 
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introduced in 2015. These represent a universal call to action to end poverty, protect the planet 

and ensure that all people enjoy peace and prosperity – with a timeframe that runs to 2030. 

The 17 Goals (with 169 key performance indicators, or sub-goals) build on the Millennium 

Development Goals, while including new areas such as climate change, economic inequality, 

innovation and sustainable consumption among other priorities. The SDGs also provide a 

framework for delivering sustainable outcomes, and are increasingly being adopted by both 

investors and companies as a means of framing their sustainable, or impact, activities. It is also 

possible to create specific impact targets focused on key investible impact areas, which can also 

be mapped against the SDGs. This provides a robust investment and measurement framework, 

and helps impact investors to stay focused on the most pressing issues facing society and the 

planet we live on. 

To meet these goals, it has been estimated that some US$6 trillion a year will need to be spent, 

but government alone cannot foot this bill – in fact, we are looking at a funding gap assessed to 

be in the region of some US$2.5 trillion. This is why investment capital is vital, and part of the 

reason why so much focus is being put on impact investment.   

Challenges and opportunities 

The challenges represented by the SDGs are huge, but so too are the associated opportunities, 

and the potential rewards. 

A report by the Business & Sustainable Development Commission found that achieving the SDGs 

in just four economic areas could open 60 market ‘hot spots’ worth an estimated US$12 trillion 

by 2030 in business savings and revenue. The report highlighted that, for example, achieving the 

single goal of gender equality could contribute up to US$28 trillion to global GDP by 2025, 

according to one estimate by the McKinsey Global Institute. The overall prize, it said, was 

enormous, and impact investors are at the vanguard of supporting investment into these 

opportunities. 

Looking closer at impact 

Historically, impact investing consisted primarily of private finance to fund specific, impactful 

projects. Because of this, it sat chiefly within the sphere of institutional or high net worth 
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investors, with more limited capital available and little access for the general public – but that is 

not to say the demand isn’t there.  

Impact investment has become one of the fastest-growing areas of responsible investment 

(albeit from a lower base than other categories in this developing field), attracting interest from 

a wider set of investors than seen previously. In 2018 the Global Impact Investing Network (GIIN) 

survey found respondents collectively managed over US$228 billion in impact investing assets – 

up from US$114 billion reported in the 2016 survey. 

A portion of this growth is driven by the emergence of listed equity funds with impact remits. 

These can provide liquid, open-ended investment vehicles, which allow for the ‘democratisation’ 

of impact, giving a stake in the game to ordinary people who want their investments to make a 

difference, or who realise the opportunities offered by investing for the good of society. 

Different to ethical or ESG  

Impact investing is fundamentally different from traditional ethical investing or environmental, 

social and governance (ESG) investing – even if the difference may seem subtle on the surface.  

Ethical investing has been with us for decades, and some would say longer. It had its origins in 

the Quaker movement and was originally a matter of negative screening, put in place to match 

the values of individuals or the public institutions and foundations representing them. ESG 

investing takes a broader approach and incorporates environmental, social and governance 

considerations alongside – or within – financial analysis. It looks to integrate issues such as 

shareholder rights, stakeholder relations and environmental risk management into the 

investment framework. Often, these strategies still have some basic exclusions, but the focus is 

on identifying the ‘extra-financial’ risks and opportunities a company is facing within the more 

traditional financial analysis.  

Impact funds in the listed equities space, meanwhile, need to invest in companies that have the 

explicit intention of addressing a range of societal and environmental issues the world is facing, 

again, increasingly framed by the SDGs. Along those lines, there are several areas that impact 

investors have to consider, beyond the financial investment case for a business. 
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Impact considerations 

One element that investors need to consider is the idea of ‘intentionality’. This is when a 

company specifically sets out to deliver a particular impact, with that goal being part of the 

company’s mission statement, strategy and actual day-to-day operations (inadvertent impact 

doesn’t count). There is also intentionality from the investor’s viewpoint; that is, the intention 

to generate positive social or environmental impact through an investment. To achieve this, 

investors must actively pick stocks because of their positive impact, rather than screening out 

companies or picking the least bad from each sector. 

In traditional impact investing, the ‘additionality’ of the investment is also considered — 

identifying and reporting the resultant impact of every pound, euro or dollar invested in a 

project. For example, a specific amount invested allowed a company to build social housing for 

10,000 people, which otherwise would not have been built. This is the additionality of the 

investment. As listed equity impact funds are generally dealing in secondary markets, and the 

directing of that funding is often not possible, additionality is considered in other ways, generally 

focused on understanding the additionality of the company. To do that, we might ask how the 

world would be different if that particular company did not exist or if it were not adequately 

funded, or how replicable its products or services are. Public market impact investors can also 

play an ‘additional’ role by supporting the company in the setting of more ambitious 

sustainability targets or by engaging with management to improve the disclosure of its impact 

metrics. 

Which brings us on to the final characteristic… and one of the key differentiators between 

impact and other forms of responsible investment: ‘measurability’. This is one of the central 

tenets of impact investing, and also one of its most challenging aspects, especially so for 

investors in public equity markets where data on impacts can be harder to come by. Quality of 

data and measurability of intangibles are key challenges here, but they need to be overcome for 

public market impact investors to demonstrate their effectiveness. At the same time, we should 

bear in mind the perceptive maxim, occasionally attributed to Albert Einstein but in fact 

articulated by William Bruce Cameron: “Not everything that can be counted counts, and not 

everything that counts can be counted.” Investors need to recognise the importance of quality 

over quantity and to recognise that what you can’t measure can sometimes tell you as much as 

what you can.  
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Given the scale of the challenges the world is facing today, we need to invest now to help protect 

the future of the planet and our place in it. Impact investment should increasingly help drive 

solutions, and can do so while delivering attractive investment returns to investors. 
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Recent developments in Responsible investing4 

 

Gareth Davies 
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EXECUTIVE SUMMARY 

- There are several descriptions but responsible investing boils down to being good 

stewards of that capital entrusted by investors. 

- Thinking of environmental, social and governance (ESG) considerations is a good 

framework, but it is only a starting point.  

- Engagement with companies allows the creation of more meaningful results. 

 
  

 
4 Contribution dated April 2020. 
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Introduction 

Responsible investing (RI) has historically been associated with many acronyms and descriptions 

some unclear, some ill-defined and some simply meaningless, but at its core it is about taking 

responsibility for the capital clients entrust an asset manager to be invested on their behalf – 

allocating and being good stewards of that capital in the economy - in order to deliver the 

objectives and returns they seek. 

Key risks and opportunities 

With investors increasingly looking to understand and measure the wider consequences of 

capital allocation, the United Nations Sustainable Development Goals (SDGs) have emerged as 

a pivotal guide for investing towards a more sustainable world for investors, companies and 

governments alike, signposting current global development priorities.  Translating the SDGs to 

investment opportunities across both specialist RI mandates and mainstream investment 

portfolios provides a compelling way to contribute to sustainable development, while aiming to 

achieve positive financial returns for investors. 

Efficient allocation of capital enhances productivity and growth. The risks and challenges 

inherent in business are manifold, but well-run or improving companies are better able to 

manage them. Consideration of the financial and non-financial ‘quality’ of businesses, their 

competitive landscape, and the trends affecting them and their industry, is therefore important 

in an investment context.   

In line with this, RI capabilities have evolved to reflect and support a spectrum of approaches. 

The two main research inputs are the consideration of a company’s management of risk relating 

to pertinent environmental, social and governance (ESG) factors, and the extent to which 

opportunity exists to support the delivery of broader sustainability objectives.   

ESG as the basis 

As far as ESG is concerned, ratings are available from specialised providers, but these can be 

conflicting, backward looking and uncorrelated. This ESG ratings ‘muddle’ has driven asset 

managers develop proprietary tools, building on their analytical skills and leveraging the power 

of cloud computing and data science to create their internal RI ratings that complement the 



 
 

www.fidefundacion.es 

85 

existing ratings. 

These ratings aim to provide real-time, actionable signals that inform and enrich fundamental 

research. They focus on pertinent, material ESG factors, relevant to a business in its given 

industry, and provide investment teams with a more robust RI assessment.  

Engagement 

Another tool an active asset manager has at its disposal is the ability to engage extensively with 

the companies and organisations to which it commits capital. Therefore it can go farther and 

influence the way the company behaves by engaging across longer-term educational issues such 

as better disclosure, as well as ensuring the company has adequate management of issues such 

as community relations, human rights, corruption and bribery, and environmental protection.  

A manager can actively manage the voting rights for which it is responsible on behalf of its 

clients. While a manager will generally be able to support company management, it should not 

hesitate to withhold support and oppose management where there are issues of concern that 

are detrimental to the long-term interests of the clients.  

Case studies 

Investors are increasingly focused on responsible investment and its links to investment 

outcomes. Specialist RI strategies have therefore been designed with a focus on targeting 

investments that evidence a commitment to sustainable business practices, helping to direct 

capital to the delivery of outcomes across a range of social, societal or sustainability themes that 

demonstrate measurable impact.  

To illustrate the point, we would present two case studies: 

Case study 1: UK and European Social Bond strategies 

In a move away from exclusion-based products focused on negative screening, the European 

Social Bond is based on a markedly different approach to social investment – the principle of 

positive inclusion. By targeting bonds that also have social and economic benefits, it can be 

possible to deliver returns in line with those that should be expected for a corporate bond risk 
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– generating “social alpha” without sacrificing market returns.  

The strategies are carefully managed with a mix of maturities to offer daily liquidity, 

differentiating it from other social impact vehicles that typically tie up money for long periods. 

Combining experience in both fixed income credit and social investment, this initiative is able to 

enhance social partnerships with organizations focused on the social economy. They are 

responsible for deepening the research and verifying the social outcomes of investments, as well 

as forming part of the Social Advisory Panel that reviews, advises and monitors the strategies’ 

investments – and reports annually to investors – from a social performance perspective. 

Case study 2: Low carbon workplace properties 

Another example is the Low Carbon Workplace (LCW) strategy, launched with a team of industry 

leaders in property investment management, design, carbon engineering/refurbishment and 

carbon compliance. This partnership is able to identify suitable office buildings and turn them 

into modern, energy-efficient workplaces, while at the same time generating returns for 

investors. The buildings are then let and managed to ensure ongoing management and 

reduction of energy wastage.  

As large asset owners with stewardship responsibilities, institutional investors are increasingly 

looking for a responsible, tangible aspect to their investments, whether social or environmental. 

We believe the LCW concept is economically viable, socially responsible, repeatable, scalable 

and profitable. 
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VI. REGULATORY CHALLENGES (I) - CONSUMER PROTECTION AND 

COMPETITION 

Cani Fernández Vicén, Director of the Community Law and Competition Group, Cuatrecasas. 
 

Juan Espinosa García, General Director/CEO, Directorate General for Gambling Regulation, 
Ministry of Finance, Spain.  



 
 

www.fidefundacion.es 

88 

Regulatory challenges: Big Data, consumer protection and 
competition1 

 
 
 

If You’re Not Paying, You’re The Product 

The Internet Brings The Harm; The Internet Brings The Solutions  

 

Cani Fernández Vicén and Juan Espinosa García 
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EXECUTIVE SUMMARY 

This quote about television advertising from the 1970s can perfectly apply to the business 

model of most digital platforms nowadays.  

It is undeniable that digital markets play an increasingly important role in our economy and 

foster investment, innovation and better products for consumers. Both from a consumer and 

competition perspective, the accumulation of Big Data poses problems that the current 

legislation is not well suited to address, and provides opportunities that may be better 

exploited with regulatory intervention. 

Alongside with this cross-sectoral perspective, it is interesting to turn an eye to certain 

industries within the Digital Economy, whose specific features and need for public 

intervention can yield interesting issues to deal with when being confronted with this new 

territory. We shall thus refer to the case of online gambling. 

  

 
1 Contribution dated February 2020. 
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1. COMPETITION ISSUES 

1.1 Background 

Digital platforms give rise to unprecedented forms of excessive data collection, barriers to 

entry, and a series of new forms of abuse of market power, such as “preferencing” (a 

specific form of discrimination), “enveloping strategies” (through leveraging strength from 

one market to another), refusal to grant access to data, among others. 

Google, Facebook, and Amazon are examples of this. Their growth and development in the 

market is unparalleled and non-replicable. Google became a public company in 2004, when 

it was already the world's most widely used search engine, serving 200 million queries a 

day. Now, 15 years later, its parent company Alphabet has a market capitalization of 

US$754.2 billion and the number of queries for a year is estimated at trillions.2 Facebook 

launched its services in 2004 and started selling advertising in 2007. Now, as of June 2019, 

Facebook has a market capitalization of US$ 517.6 billion.3 

Amazon held over 90% market share in five different product markets in the first quarter of 

2018, Facebook is the leading social networking site, with a 68.95 % share as of February 2019, 

and Google dominates the search engine market, with 89.95% market share as of January 

2019.4 These digital platforms have changed the global business landscape. 

The fast-moving nature of the digital economy and the new business strategies it 

encompasses, such as zero-price markets, direct interaction with consumers in their 

intermediation role and the subsequent accumulation of data pose a number of challenges 

to Competition Law that both the European Commission and national competition 

authorities are eager to address. However, the specific features of these businesses and 

markets (multi-sided markets, network effects and switching barriers, just to name a few) 

make it a challenge for any competition authority. 

 
2 Danny Sullivan. Google now handles at least 2 trillion searches per year. May 2016. https://searchengine- 
land.com/google-now-handles-2-999-trillion-searches-per-year-250247 
3 Australian Competition & Consumer Commission. Digital Platforms Inquiry. Final Report. June 2019. 
https://www.accc.gov.au/system/files/Digital%20platforms%20inquiry%20 -%20final%20report.pdf 
4 United Nations Conference on Trade and Development. Competition issues in the digital economy. May 
2019. https://unctad.org/meetings/en/SessionalDocuments/ciclpd54_en.pdf 

https://searchengineland.com/google-now-handles-2-999-trillion-searches-per-year-250247
https://searchengineland.com/google-now-handles-2-999-trillion-searches-per-year-250247
https://www.accc.gov.au/system/files/Digital%20platforms%20inquiry%20-%20final%20report.pdf
https://unctad.org/meetings/en/SessionalDocuments/ciclpd54_en.pdf
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1.2 Addressing the key features of digital platforms from a competition point of view 

First, the key element of most digital platforms is that they operate in a multi-sided market 

were, on one side, companies such as Google or Facebook offer services to consumers for 

a zero price in order to obtain consumers attention and data and, on the other side, they 

offer advertising opportunities to producers based on the information the platform 

possess. This type of market structure it is not a problem in itself, but when the platform 

uses its market power to benefit its own services over those of competitors, there is a 

problem for Competition Law.  

An example of this is the Google Search (Shopping) case. In June 2017, the European 

Commission concluded its 7-year-long investigation imposing a fine of €2.42 billion on 

Google for abusing its dominance position by giving illegal advantage to its own 

comparison-shopping product in its general search result pages.5 In particular, Google used 

algorithms to position and present more favorably its own comparison-shopping service than 

those of competitors. This conduct altered the market and firms affected by Google’s 

exclusionary conduct claim that the measures adopted by the Commission were inefficient 

and tardive, making it impossible for them to be as competitive as they could have been in 

the absence of the conduct.6 

Secondly, there are considerable barriers to entry and network effects for digital platforms 

that reinforce their market power. Thanks to the amount of data these platforms collect, use, 

aggregate… algorithms improve every second and therefore network effects intensify. 

“Consequently, it is not enough for a new entrant to offer better quality and/or a lower price 

than the incumbent does; it also has to convince users of the incumbent to coordinate their 

migration to its own services”.7 Thus, network effects could prevent a superior platform of a 

 
5 European Commission. Antitrust: Commission fines Google €2.42 billion for abusing dominance as 
search engine by giving illegal advantage to own comparison shopping service. June 2017.  
http://eu- ropa.eu/rapid/press-release_IP-17-1784_en.htm 
6 The European Consumer Organization. Shaping Competition Policy in the era of digitalization. 
September 2018.  
https://www.beuc.eu/publications/beuc-x-2018-084_beuc_response_shaping_of_competition_pol- 
icy.pdf 
7 European Commission. Directorate-General for Competition. Jacques Crémer, Yves-Alexandre de 
Montjoye and Heike Schweitzer. Competition policy for the digital era. 2019. 
http://ec.europa.eu/competition/publi- cations/reports/kd0419345enn.pdf 

http://eu-/
http://europa.eu/rapid/press-release_IP-17-1784_en.htm
https://www.beuc.eu/publications/beuc-x-2018-084_beuc_response_shaping_of_competition_pol-
https://www.beuc.eu/publications/beuc-x-2018-084_beuc_response_shaping_of_competition_policy.pdf
http://ec.europa.eu/competition/publi-
http://ec.europa.eu/competition/publications/reports/kd0419345enn.pdf
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new entrant from displacing an established in- cumbent.8 

These network effects may not be the product of a competitive process based on the merits, 

but an externality resulting from an exorbitant (and many times illegal) accumulation of data. 

Example of this is the latest US$ 5 billion penalty imposed by the Federal Trade Commission 

to Facebook on July 24, 2019.9 

Like in most platforms, Facebook monetizes user information through advertising. “To 

encourage users to share information, Facebook deceived users about their ability to control 

the privacy of their personal information; Facebook used disclosures and set- tings to 

undermine user’s privacy settings and allowed the company to share user’s personal 

information with third parties”.10 

In Europe, the German Bundeskartellamt opened an investigation on the use by Face- book 

of personal data collected, and concluded that Facebook was abusing its dominant position: 

“Using and actually implementing Facebook’s data policy, which allows Face- book to 

collect user and device-related data from sources outside of Facebook and to merge it with 

data collected on Facebook, constitutes an abuse of a dominant position on the social 

network market in the form of exploitative business terms pursuant to the general clause 

of Section 19(1) GWB. Taking into account the assessments under data protection law 

pursuant to the General Data Protection Regulation (GDPR), these are inappropriate terms to 

the detriment of both private users and competitors .”11 

As to Amazon, the European Commission is investigating whether Amazon might be using the 

information collected through its platform in an anticompetitive way. The press release of the 

 
8 Ibidem. 

9 The fine and the immediate modification of its privacy policy is the result of a settlement with the 

Federal Trade Commission. This is the largest ever-imposed fine on any Company for violating 
consumer’s privacy. https://eu.usatoday.com/story/tech/news/2019/07/24/facebook-pay-record-5-
billion-fine-u-s-privacy-violations/1812499001/ 
10 Federal Trade Commission. FTC Imposes $5 Billion Penalty and Sweeping New Privacy Restrictions on 
Facebook. https://www.ftc.gov/news-events/press-releases/2019/07/ftc-imposes-5-billion-penalty-
sweeping-new-privacy-restrictions 
11 Bundeskartellamt. Facebook, Exploitative business terms pursuant to Section 19(1) GWB for 
inadequate data processing. 
https://www.bundeskartellamt.de/SharedDocs/Entscheidung/EN/Fallberichte/Missbrauch- 
saufsicht/2019/B6-22-16.pdf?__blob=publicationFile&v=4 

https://eu.usatoday.com/story/tech/news/2019/07/24/facebook-pay-record-5-billion-fine-u-s-privacy-violations/1812499001/
https://www.ftc.gov/news-events/press-releases/2019/07/ftc-imposes-5-billion-penalty-sweeping-new-privacy-restrictions
https://www.bundeskartellamt.de/SharedDocs/Entscheidung/EN/Fallberichte/Missbrauch-
https://www.bundeskartellamt.de/SharedDocs/Entscheidung/EN/Fallberichte/Missbrauchsaufsicht/2019/B6-22-16.pdf?__blob=publicationFile&amp;v=4
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European Commission on the opening of formal proceedings against Amazon indicates that 

“Amazon has a dual role as a platform: (i) it sells products on its website as a retailer; and (ii) 

it provides a marketplace where independent sellers can sell products directly to consumers. 

When providing a marketplace for in- dependent sellers, Amazon continuously collects data 

about the activity on its platform. Based on the Commission's preliminary fact-finding, Amazon 

appears to use competitively sensitive information – about marketplace sellers, their products 

and transactions on the marketplace.”12 

Finally, other challenges to which competition authorities are confronted in this sector of 

the economy involve merger control and how to monitor transactions or acquisitions that, 

while presenting potential risks of significantly impede effective competition in the market, 

fail to be scrutinized by the competition authorities due to the lack of turnover of the 

parties involved ─ as we are confronted to “zero-price” services ─. Most merger control 

systems rely on the obligation to notify transactions that exceed a given threshold, based on 

turnover achieved by the parties to the transaction. These thresholds do not catch 

operations where incumbent firms may acquire innovative targets solely to discontinue the 

targets innovative projects (killer acquisitions), or to eliminate potential competition. In 

fact, acquisitions like Facebook/WhatsApp were not captured by the EU merger control 

rules, despite WhatsApp being acquired for US$ 19 billion and with more than 600 million 

users worldwide. The European Commission was able to investigate the transaction 

following a referral by three Member States, whose jurisdictions had a market share 

threshold allowing for review. 

In view of the foregoing, several questions are worth discussing: can Competition Law keep 

pace with big tech players? Is Competition Law sufficient? Is this a competition problem? 

1.3 How to solve the problems: recommendations by competition authorities 

Several competition authorities [Australian Competition & Consumer Commission (ACCC),13 

 
12 European Commission. Antitrust: Commission opens investigation into possible anti-competitive 
conduct of Amazon. https://europa.eu/rapid/press-release_IP-19-4291_en.htm 
13 Australian Competition & Consumer Commission. Digital Platforms Inquiry. Final Report. June 2019. 
https://www.accc.gov.au/system/files/Digital%20platforms%20inquiry%20 -%20final%20report.pdf 

https://europa.eu/rapid/press-release_IP-19-4291_en.htm
https://www.accc.gov.au/system/files/Digital%20platforms%20inquiry%20-%20final%20report.pdf
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Competition & Markets Authority (CMA),14 Autorité de la Concurrence,15 Ger- man 

Bundeskartellamt,16 Dutch Autoriteit Consument & Markt (ACM),17 European Commission,18 

among others] have recently published reports analyzing digital markets from a Competition 

Law perspective. In the following section, we will refer to some of their recommendations. 

(i) Notification thresholds, killer acquisitions and burden of proof 

As stated above, a first recommendation concerns thresholds and killer acquisitions. Over the 

last ten years, Amazon, Apple, Facebook, Google, and Microsoft combined have made over 

400 acquisitions globally.19 Not a single prohibition has been adopted by the European 

Commission in this field, and in very few cases the authorization required conditions for 

approval. In light of this and specifically due to the acquisition by Facebook of WhatsApp and 

Instagram, Germany and Austria decided to modify their merger control thresholds. In 2017, 

both authorities introduced a threshold based on deal value in which the concentration 

regime seeks to cover transactions exceeding €400 million. 

The European Commission published in October 2016 a consultation on the assessment of 

procedural and jurisdictional aspects of merger control in the European Union. Specifically, 

the consultation questioned whether notification thresholds are sufficiently effective to 

capture transactions that may potentially affect the internal market. 

The responses were not conclusive; many respondents opined against the introduction of 

a new notification threshold based on the value of the transaction, considering it 

 
14 Competition & Markets Authority. The commercial use of consumer data. June 2015. 
https://assets.pub-
lishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/435817/The_comme
rcia l_use_of_consumer_data.pdf 
15 Autorité de la Concurrence and Bundeskartellamt. Competition Law and Data. May 2016. 
https://www.bundeskartellamt.de/SharedDocs/Publikation/DE/Berichte/Big%20Data%20Papier.pdf;jses
- sionid=B3FC45412D269C396918DFC521FF2FB1.1_cid378?__blob=publicationFile&v=2 
16 Bundeskartellamt. The Market Power of Platforms and Networks. June 2016. https://www.bun- 
deskartellamt.de/SharedDocs/Publikation/EN/Berichte/Think-Tank-Bericht- 
Zusammenfassung.pdf?__blob=publicationFile&v=4 
17 Dutch ACM. https://www.acm.nl/sites/default/files/documents/2019-08/ex-ante-tool.pdf 
18 See footnote 6. 
19 Report of the Digital Competition Expert Panel. Unlocking digital competition. March 2019. https://as- 
sets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/785547/unl
ocki ng_digital_competition_furman_review_web.pdf 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/435817/The_commercial_use_of_consumer_data.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/435817/The_commercial_use_of_consumer_data.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/435817/The_commercial_use_of_consumer_data.pdf
https://www.bundeskartellamt.de/SharedDocs/Publikation/DE/Berichte/Big%20Data%20Papier.pdf%3Bjsessionid%3DB3FC45412D269C396918DFC521FF2FB1.1_cid378?__blob=publicationFile&amp;v=2
https://www.bundeskartellamt.de/SharedDocs/Publikation/DE/Berichte/Big%20Data%20Papier.pdf%3Bjsessionid%3DB3FC45412D269C396918DFC521FF2FB1.1_cid378?__blob=publicationFile&amp;v=2
https://www.bundeskartellamt.de/SharedDocs/Publikation/DE/Berichte/Big%20Data%20Papier.pdf%3Bjsessionid%3DB3FC45412D269C396918DFC521FF2FB1.1_cid378?__blob=publicationFile&amp;v=2
https://www.bundeskartellamt.de/SharedDocs/Publikation/EN/Berichte/Think-Tank-Bericht-Zusammenfassung.pdf?__blob=publicationFile&amp;v=4
https://www.bundeskartellamt.de/SharedDocs/Publikation/EN/Berichte/Think-Tank-Bericht-Zusammenfassung.pdf?__blob=publicationFile&amp;v=4
https://www.bundeskartellamt.de/SharedDocs/Publikation/EN/Berichte/Think-Tank-Bericht-Zusammenfassung.pdf?__blob=publicationFile&amp;v=4
https://www.acm.nl/sites/default/files/documents/2019-08/ex-ante-tool.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/785547/unlocking_digital_competition_furman_review_web.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/785547/unlocking_digital_competition_furman_review_web.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/785547/unlocking_digital_competition_furman_review_web.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/785547/unlocking_digital_competition_furman_review_web.pdf
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imprecise.20 Other criticisms related to the need of an appropriate jurisdictional link. On 

the other hand, the system of referrals established by the EU merger control regulation would 

have worked to allow the Commission reviewing the most relevant transactions.21 

In its report “Competition policy in the digital era”, the European Commission concluded 

that “it is too early to change the EUMR’s jurisdictional thresholds; it is better for the time 

being to monitor the performance of the transaction value-based thresholds”. 

Some competition authorities are also considering a reversal of the burden of proof in 

scenarios in which an acquisition seems prima facie intended to eliminate potential 

competition, requiring in those cases the acquirer in the first place to present the business 

rationale of the intended transaction and the benefits for the market. This would be a reaction 

to the apparent strategic acquisitions executed for entrenching some of the Big Tech players’ 

market position. Google’s acquisition of YouTube and DoubleClick, Facebook’s acquisition of 

Instagram and WhatsApp and Microsoft’s acquisition of LinkedIn could be seen as acquisitions 

of start-ups or firms operating in adjacent markets realized by large incumbents, causing a 

loss in future competition.22 

 

20 The new threshold “encompasses all assets and other monetary benefits that the sellers receives 

from the buyer in connection with the merger in question. (…) The term asset is to be interpreted in a 
broad sense. It covers all cash payments and the transfer of voting rights, securities, tangible assets and 
intangible assets. This also includes considerations that are contingent on certain conditions, such as 
those specified in earn-out clauses, or other additional payments to the seller agreed in connection with 
the merger that are conditional on the achievement of certain turnover or profit targets at a specific 
point in future (e.g. licence fees). Payments for non-competition by the seller must also be included unless 
they are already completely covered by other elements of the consideration”. The calculation of the value 
of the transaction as mentioned in the Guide “ can depend on the merging parties’ internal assumptions 
and expectations about the future”. Bundeskartellamt y Bundeswettbewebdsbehörde. Guidance on 
transaction value thresholds for mandatory pre-merger notification (Section 35(1a) GWB and Section 
9(4) KartG).  

https://www.bundeskartellamt.de/SharedDocs/Publikation/EN/Leitfaden/Leitfaden_Transaktionsschw
elle 
21 Some Member States (Spain, Portugal, UK) have market share thresholds in their merger control 
provisions which allow to capture most of these transactions. The market share thresholds however 
have been traditionally criticized due to their difficulty in application as they require a complex 
assessment to deter- mine whether a transaction requires notification. 
22 The Federal Trade Commission has announced it is examining Facebook’s acquisitions “seeking to 
determine if they were part of a campaign to snap up potential rivals to head off competitive threats. (…) 
FTC investigators are examining whether the company and its CEO, Mark Zuckerberg, purchased 
technology startups to keep them from challenging Facebook’s empire”. See FTC Antitrust Probe of 

https://www.bundeskartellamt.de/SharedDocs/Publikation/EN/Leitfaden/Leitfaden_Transaktionsschwelle
https://www.bundeskartellamt.de/SharedDocs/Publikation/EN/Leitfaden/Leitfaden_Transaktionsschwelle
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In any case, the reversal of the burden of proof should not be interpreted as a presumption 

against the legality of mergers. 

The European Parliament and some U.S. politicians have suggested proposals that are more 

radical, calling for the unbundling or even break up of companies to address the problem 

of big tech giants. On January 31 2019, the European Parliament adopted a non-binding 

report for unbundling digital tech monopolies as a possible solution to enable the 

restoration of competition,23 and on March 8, 2019, Senator Elizabeth War- ren demanded 

to break up Google, Amazon and Facebook.24 

(ii) Abandoning the mantra of necessary market definition and market shares to 

frame a competition infringement or review a merger 

Multi-sided platforms pose some difficulties when defining markets, as (i) they involve 

different group of costumers which may or may not be attributed to distinct (but inter- 

dependent) markets; (ii) there are indirect network effects; (iii) services are provided without 

monetary consideration on one side of the market, and (iv) traditionally, the role of market 

definition has been to isolate problems and not to assess the interdependence of the market. 

Market power has commonly been measured using market shares as a proxy, which require 

market definition as a starting point. The difficulties expressed in the previous paragraph are 

thus relevant. Market shares are also an ill-suited proxy in these markets, as they represent 

the ratio of a company's sales to total sales on the market. Nevertheless, when network 

effects exist, prices do not reflect the real value of the product or service, and even less so 

when there is no price. To add on these complexities, in the digital world markets evolve 

rapidly. 

 
Facebook Scrutinizes its acquisitions. https://www.wsj.com/articles/ftc-antitrust-probe-of-facebook-
scrutinizes-its-acquisitions- 11564683965 
23 European Parliament. European Parliament resolution of 31 January 2019 on the Annual Report 
24 “Today's big tech companies have too much power-- too much power over our economy, our society, 
and our democracy. They've bulldozed competition, used our private information for profit, and tilted 
the playing field against everyone else. And in the process, they have hurt small businesses and stifled 
innovation. (…) That's why my Administration will make big, structural changes to the tech sector to 
promote    more competition—including breaking up Amazon, Facebook, and Google.” MJ Lee, Lydia 
DePillis and Gregory Krieg. Elizabeth Warren’s new plan: Break up Amazon, Google and Facebook. 
https://edition.cnn.com/2019/03/08/politics/elizabeth-warren-amazon-google-facebook/index.html 

https://www.wsj.com/articles/ftc-antitrust-probe-of-facebook-scrutinizes-its-acquisitions-
https://www.wsj.com/articles/ftc-antitrust-probe-of-facebook-scrutinizes-its-acquisitions-
https://www.wsj.com/articles/ftc-antitrust-probe-of-facebook-scrutinizes-its-acquisitions-11564683965
https://edition.cnn.com/2019/03/08/politics/elizabeth-warren-amazon-google-facebook/index.html
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As the General Court observed in the Microsoft/Skype case, “the consumer 

communications sector is a recent and fast-growing sector which is characterized by short 

innovation cycles in which large market shares may turn out to be ephemeral. In such a 

dynamic context, high market shares are not necessarily indicative of market power and, 

therefore, of lasting damage to competition”.25 

We therefore agree with the report of the European Commission in that competition 

authorities should have flexibility on market definition and focus more on theories of harm 

and anticompetitive strategies. 

In this respect, other authorities have decided to include additional theories of harm in their 

review of merger cases to respond to this reality of killer acquisitions.26 

(iii) Opening up the data 

The Furman and European Commission reports27 suggest that greater personal data mobility 

and systems with open standards will increase competition and consumer choice through (i) 

multihoming, switching and complementary services, (ii) data sharing and data pooling 

arrangements, (iii) data access under article 102 of TFUE and (iv) interoperability. 

“The biggest gains, however, will come from going beyond these tools [the standard tools of 

competition policies] to focus on policies that actively promote competition, foster entry by 

new competitors, and benefit consumers. This will entail a code of conduct for the most 

significant digital platforms, measures to promote data mobility and systems with open 

standards, and expanding data openness. By working with businesses and other stakeholders 

to set up predictable rules in advance, this can create a regime that allows competition and 

 
25 European Union General Court. Judgement of 11 December 2013. Cisco Systems and Messagenet v 
Commission. T-79/12. EU:T:2013:635, paragraph 69. 

26 In this respect, the ACCC introduced two additional merger factors to section 50 (3) of the 

Competition  and Consumer Act 2010 related to the prohibition of acquisitions that would result in a 
substantial lessening of competition: “(j) the likelihood that the acquisition would result in the removal 
from the market of a potential competitor; (k) the nature and significance of assets, including data and 
technology, being ac- quired directly or through the body corporate”. Through the implementation of 
these factors, the  ACCC seeks to avoid the loss of potential competition. 
27 See footnotes 18 and 6. 
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innovation to thrive.”28 

The question of data sharing or access to data may however encounter some difficulties in 

the recently created GDPR framework. One gets the impression that this piece of legislation 

arrives late, when massive amounts of private and behavioral data have already been 

collected by the big digital platforms, who may then use GDPR as a shield not to share such 

data. 

On the other hand, the experience in self-regulation through codes of conduct or self-

certification procedures in the area of privacy has not been satisfactory, as illustrated by the 

annulment by the ECJ of the EU Commission pre-Privacy Shield decision that considered the 

US a safe harbor for data transfer on the basis of “an adequate level of protection”. A deeper 

analysis by the ECJ demonstrated that the US privacy protection based on self-certification 

procedures adopted by the companies was neither adequate, nor sufficient, and in particular 

the fact that such self-certification system did not provide any protection face to requests by 

any US authority invoking national security concerns.29 

2. SECTOR SPECIFIC ISSUES: THE CASE OF GAMBLING 

a.1 Background 

Online gambling and betting is worth of focus in order to ascertain how Big Data, Machine 

Learning and Artificial Intelligence (for all and unless otherwise stated, AI)30 are shaping the 

future not only as threats but also to consumers´ -and indeed society´s- benefit. 

Several reasons amount to this interest. Firstly, gambling has long and undisputedly been the 

subject for public intervention and intense regulation, to protect public order and health; that 

 
28 Letter by Jason Furman introducing the Report of the Digital Competition Expert Panel. “Unlocking 
digital competition”. See footnote 18. 
29 European Union Court of Justice, Judgement of 6 October 2015, C‑362/14, EU:C:2015:650, Maximiliam 
Schrems v Data Protection Commissioner, where the ECJ declared the Commission Decision 2000/520, the 
pre-Privacy Shield decision, invalid. The origin of the case relates to a complaint filed by Mr Schrems 
against Facebook before the Irish data protection agency, in order to get a prohibition decision addressed 
to Facebook preventing the transfer of Mr Schrems’s data to the US. 
30 For the synthetic purposes of this contribution focusing on egambling, we can analyse Big Data, 
Machine Learning and Artificial Intelligence altogether, as they all, with different degrees of  intensity 
and  evolution of course, pertain to the remit of automated data processing and behaviour in order to 
perform and perfect  a given task. 
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is, to keep or counteract from a negative externality, whereby damage is caused to not only 

heavy users which might develop an addiction, but also their relatives and friends and society 

overall. Secondly, the technological and fast-paced component embedded in e-gambling in 

particular reinforces availability, immediacy and repetition, which arguably play a major role 

in the possible development of problematic patterns of consumption. Thirdly, well before the 

advent of AI, the assimilation of e-gaming in Europe has often entailed some degree of turmoil 

and wariness, when not overt concern on public opinion. Lastly, however, this technological 

component begets the potential to increase the standard on consumer protection. 

Over the last decade, a good number of regimes aiming at reconciling the reality of e- 

gambling with an adequate protection of the public interests and consumer protection have 

settled in Europe: a story not short of difficulties, but with, by and large, reasonable success 

in that equilibrium. Fast forward to the current day, coming to terms with AI´s risks and 

capabilities is arguably the most determinant issue for the viability of the industry as a whole, 

with solutions being explored as we speak both from the regulatory and corporate 

perspectives. 

We will focus specifically on how AI can be harnessed to empower public health and consumer 

protection issues in e-gaming via customer profiling. 

a.2 Key risks and opportunities 

Whence is AI´s threat derived? In the consumption of gambling services, a portion of 

customers may develop problematic patterns of consumption, eventually leading to addictive 

behaviour, which translates into more spend than they can afford. The application of AI 

instruments for commercial purposes opens, in principle, a gloomy if not daunting perspective 

in terms of public health. The immediacy and successiveness inherent to e-gaming are thus 

paired with the capability to automatically track patterns and customize marketing strategies, 

promotional instruments and loyalty schemes to different subsets of players, and to 

continuously refine such instruments, so as to increase consumer spend. 

In this regard, the wide array of below-the-line marketing schemes currently flourishing all 

over the Internet and social media is to be reckoned with. Instruments to customize how to 

approach consumers are now plentiful, upon the capability to identify consumers´ behaviour. 
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E-gaming does perfectly allow for such tracking, as there are continuous data points available 

with which to conform a powerful reliable customer profile, through the wealth of recurring 

micro transactions that take place. 

Further, industry features increase the potential for marketing exploitation. In particular, 

company revenue is distributed unevenly across demand, being safe to assume that a small 

portion of customers (lower than 20%) accounts for around 90% of net yearly earnings. 

Players in the process of developing some kind of problematic or addictive pattern are likely 

to belong in this intensive subset of customers; even if they do not, those problematic players 

who are also high spenders are arguably the ones in urgent need of attention. So the risk that 

the profligate use of AI entails to reap benefits from those willing-but-not-so-able is evident. 

Interestingly, such traits make the issue of sustainable equilibrium not only one for public 

interest, but also a business concern in the long run. Some years after the inception of online 

gambling regulated markets in Europe, we now know that this is not by and large an activity 

that a great portion of society indulges in. In Spain for instance, there were in 2017 1.4 million 

users of online gambling services, that is 3,6% of the population above 18. These figures were 

ever so slightly above those registered the precedent year; however, yearly CAGR increased 

by over 20%. Equally, 3.5% of the users spent net EUR 3,000 or more on average throughout 

that year; that is: over 48,000 people. In 2016 however these were 2,8% of all users, that is 

37,00031. 

This tendency speaks of a relatively narrow player base, rapidly exhausted, with a high churn 

and burnout rate and revenue increasingly reliant on heavy rollers, many of which at some 

point will have to stop gambling as they will likely have an affordability problem. In all, either 

the gambling industry redefines the business model, prioritising long-term loyalty over 

exhaustion, or will not be viable altogether. However, simple solutions (ie “it is not allowed to 

spend over a given amount a year”) may also jeopardise short-middle term sustainability, as 

the industry is so sensitive to restrict income from big spenders. In order to overcome this 

conundrum, the issue of player tracking as an application for AI can and indeed need be looked 

at as an opportunity. 

 
31 These data are publicly available in: http://www.ordenacionjuego.es/es/informe-jugador-online 

http://www.ordenacionjuego.es/es/informe-jugador-online
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a.3 Problems and possible solutions 

There are multiple behavioural variables that can be observed from egamblers over time: 

session length and spend, timeframe patterns, deposits, withdrawals, specific games 

preferred, high intensity periods, stability against volatility… amongst many others. These data 

markers allow for the generation of patterns of exhibited behaviour via self-learning 

algorithms, combining those with declared (player´s self perception) and inferred behaviour 

(player´s comparison with other players). With such predictive analytics, customers can be 

automatically categorised per risk levels in a more refined fashion, beyond the “pure spend” 

rule. 

The main implication of such profiling from a “Responsible Gambling” perspective is the ability 

to spur a range of possible responses from operators: from the informative reaction aiming at 

the customer cooling off for a while to the more prescriptive exclusion from the gaming 

platform32. 

It is worth mentioning that solutions of the sort are already coming to light of late, both from 

the regulatory and business perspectives. On the one hand, an increasing number of 

jurisdictions are considering imposing profiling obligations in regulation: thus, the UK 

Gambling Commission or Spain, where the upcoming regulation on Advertising and 

Responsible Gaming sets out the high-level requirement to both profile, give appropriate 

feedback, restrain marketing practices to high risk individuals and account for the results to 

the authority33. On the other hand, there are already providers of such technologies offering 

services to gambling operators, some of which even have in-house solutions in place34. 

a.4 Challenges 

As much as this trend is already a reality to some extent, some issues still remain to be dealt 

 
32 This profiling is legally even possible under GDPR provisions without the data subject´s express 
consent as profiling in this case caters for the very protection of consumers. 
33 Last public draft, Article 26. available in English in: http://www.ordenacionjuego.es/es/noticia-
comuni-caciones-comerciales-juego 
34 Some of them include: 

- Mentor. https://www.neccton.com/en/mentor-en.html 
- Betbuddy. http://bet-buddy.com/ 
- Mindway AI. https://mindway-ai.com/ 

http://www.ordenacionjuego.es/es/noticia-comunicaciones-comerciales-juego
http://www.ordenacionjuego.es/es/noticia-comunicaciones-comerciales-juego
http://www.ordenacionjuego.es/es/noticia-comunicaciones-comerciales-juego
https://www.neccton.com/en/mentor-en.html
http://bet-buddy.com/
https://mindway-ai.com/
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with, both at the legal-policy and technological fronts.  

From the legal-policy design standpoint, a preliminary yet unavoidable debate is which 

regulatory paradigm one is to choose in order to develop an appropriate and effective 

intervention. This issue entails ramifications for: 

- The degree of coercion embedded within any regulation-to-be. 

- The technological instruments to be used. 

- The normative toolkit used for implementation (regulation vs. self-regulation), and, 

more widely,  

- The role to be played by industry. 

The first two are a prerequisite of a successful design and will be dealt with in turn. The last 

two operate as facilitating rather than imperative factors and will be hinted in the next 

section. 

Firstly, regarding the degree of coercion, amidst bolder, extremely polarized regulatory 

stances, in the betting, gaming and gambling environment a balance needs to be struck 

between the potentially legitimate banning approaches that are often heard of and the 

libertarian viewpoints placing the burden on individual responsibility exclusively. This is even 

more so the case in this technological environment, where any aspiration from public 

authorities to fully block access from consumers to online gaming activities within their 

territory is probably closer to qualifying as mere wishful desiderata than to reaching the 

shores of workability. 

In this context, better regulation principles such as necessity (a clear causal nexus between 

the general interest ratio for public intervention and the measure adopted), proportionality 

(the cost-benefit analysis) and effectiveness (the ability of the measure to fulfill rather than 

defeat, via hidden effects, the underlying intention to take action in the first place) point to a 

“consumer nudging” paradigm.  

Regulation moving from commands to nudges has been sufficiently echoed within the 

doctrine for some time now.35 This approach essentially provides a framework to influence 

 
35 For all, see Professor Robert Baldwin´s work in: 
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consumer choice via opting-out gateways rather than direct banning commands, in order to 

work around any cognitive and behavioural biases that consumers might present over the 

course of continued consumption of some good or service with potentially harmful 

implications for their health. 

This approach frames perfectly the technology-based intervention model that the gaming 

industry is experiencing, based on the anticipation and dilution of damaging patterns prior to 

being consolidated or having caused serious distress, before a last resort to an absolute ban 

to further engage in gaming is adopted for a given individual.  

In order to implement these nudges effectively in the context of online gaming, we need 

algorithms to be constructed in an ethical and fair use. There is already considerable literature 

on algorithm design.36 How was the model developed? Are there any potential biases and 

limitations in the training data sets? Has the algorithm been tuned to benefit one set of 

stakeholders against another?, are but some of the relevant questions here37. Additionally, in 

due course we will come across the issue of how can public authorities make sure that 

algorithms are legit, or how to alternatively guarantee adequate oversight. 

From the technological standpoint, the effectiveness and pertinence of algorithms will still 

need to be refined. In particular, issues such as how to identify problems at early stages, 

something particularly helpful and efficient, when the data series is still shallow; how to avoid 

false positives, where players without problematic behaviours are flagged; or how to translate 

algorithm technology, not short of sophistication, into intuitive outcomes with practical and 

unequivocal implications for operators. 

 
- Baldwin, R., Cave M. and Lodge, M. (2012), Understanding Regulation, Oxford University Press, 

Chapters 7, 10, and 15.  
- Baldwin, R (2014)., From Regulation to Behaviour Change: Giving Nudge the Third Degree, 

77(6), Modern Law Review, 831–857. 
36 See in this regard: 

- OECD, 2019, Council Recommendation on Artificial Intelligence. 
https://www.oecd.org/going-digital/ai/principles/ 

- European Commission, Independent High Level Expert Group on Artificial Intelligence, 
2019,   Ethics Guidelines on Artificial Intelligence, https://ec.europa.eu/futurium/en/ai-
alliance-consultation/guidelines#Top 

37 As reflected in Responsible Gaming Algorithms, p.13, http://www.bet-
buddy.com/media/1190/responsi- ble-gambling-algorithms-roundtable-1-august-2016-final.pdf 

https://www.oecd.org/going-digital/ai/principles/
https://ec.europa.eu/futurium/en/ai-alliance-consultation/guidelines#Top
http://www.bet-buddy.com/media/1190/responsible-gambling-algorithms-roundtable-1-august-2016-final.pdf
http://www.bet-buddy.com/media/1190/responsible-gambling-algorithms-roundtable-1-august-2016-final.pdf
http://www.bet-buddy.com/media/1190/responsible-gambling-algorithms-roundtable-1-august-2016-final.pdf
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a.5 Possible ways forward 

The main takeaway from all this, all hypes aside, is to embrace the opportunity and move 

forward, as the gambling public and corporate stakeholders are already doing. However, at 

this very point in time some more specific recommendations come to mind, in particular 

regarding the regulatory appraisal of this phenomenon.  

Firstly, there is the issue of the appropriate normative vehicle to be adopted. It might be 

tempting to the design of these prescriptions to self-regulating efforts by industry, given the 

nudging, “don´t ban rather disallow” paradigm. This, a different debate on its own, is however 

not desirable in our view; at least, not to leave the decision to implement AI consumer 

protection instruments to the industry exclusively. Not only as they might well use a little 

nudging themselves but also because these measures need to be implemented across the 

whole operator gamut. Short-term incentives to not move forward appropriately are too 

strong to restrain the issue to pure CSR, and operators playing Game Theory here might yield 

sub-optimal outcomes. So it is convenient to address the matter via regulation and state 

clearly in the relevant norms the obligation for all e-gambling operators to set up such 

systems.  

There is also the convenience for public authorities to clearly delineate their pursued outcome 

and perhaps the minimum standard deemed acceptable in order to achieve the former. This 

is best stated unequivocally via proper regulation, connected with the public interest 

protected, and made enforceable via corresponding sanctions. 

At the same time, it is of little to no use to over-regulate the algorithm elements or mechanics. 

This may look counterintuitive at first; however, the truth is that technology moves at a fast 

pace and regulation can only move so quick. Prescription is one thing; implementation is way 

a different one. 

Being the case that fairness, as stated, can be an issue, it is possibly more effective at the 

moment to leave space for operators to implement their own models, and rather control for 

the results via ex post reporting, through basic yet powerful questions such as how many risk 

profiles were identified and what was done with them. Once specific outcomes are requested 

as clearly as possible within the relevant piece of regulation, and the actors involved are 
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correspondingly held accountable at that level, it is highly preferable to allow for some leeway 

in order for the latter to develop admissible solutions, instead of indulging in prescribing 

detailed and complex technological rules. The latter are only bound to become obsolete 

before there is a chance to assess how they have worked out. In short: don´t tell me what you 

did to identify harmed consumers; tell me how many of them you flagged and what you did 

with them afterwards. 

Ultimately and beyond compliance, we need industry to play a leading role in all this if the 

whole approach is to remain workable and credible over time. They are the ones who can 

timely provide technological evolutions to the protective needs that have been depicted, who 

ought to shift the business model and, in the end, who must feel the incentive to do so, as the 

alternative benchmark is going under a more prohibitive stance. This need for the industry to 

set pace for implementation and evolution is yet another reason why a regulatory design in 

this regard should not be excessively prescriptive; it is not only a matter of capability but also 

one of incentives. 

The informed reader may have identified, correctly, some themes from Tim Berners Lee´s 

Contract from the web initiative resonating within this approach.38 In particular, Principle 3, 

Respect and protect people´s fundamental online privacy and data rights (aimed at 

Governments) and Principle 6, Develop technologies that support the best in humanity and 

challenge the worst (targeted to Companies). However, this regulatory model applicable to 

the future of gaming and gambling may be seen indeed as bolder and more ambitious than 

the Contract from the web framework, namely for two closely related reasons. Firstly, the risk 

of harm stemming from the Internet gaming environment is both specific and salient. 

Secondly, the capabilities for the same technology to address and indeed revert these harms 

are equally compelling. So, in this light, the remit of e-gaming is one where public authorities 

can and indeed must adopt a more activist and less neutral approach to consumer protection.  

Hopefully some of these insights may be helpful to other areas of the Digital Economy in order 

to make AI less of a threat and more of an instrument to reconcile both social and business 

sustainability in the years to come. 

 
38 See https://contractfortheweb.org/  

https://contractfortheweb.org/
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b) PROPOSALS: RECOMMENDATIONS, SUGGESTIONS AND IDEAS FOR THE FUTURE 

b.1 Main themes discussed in the panel 

One of the implications of the Big Data-AI debate from the consumer protection perspective is 

the availability of two complementary regulatory approaches, namely ex post solutions 

(Competition Law) and ex ante regulation (in our example, Gambling), to pursue and indeed 

attain a reasonable degree of protection to consumers. 

While the main purpose of the contribution was to signify the challenges and possible solutions 

of each set of instruments single-handedly, the nature of the interplay and tensions between 

both of them (and so their possible shortcomings) are to be dealt with if we aspire to 

sustainable outcomes in the way regulation adresses the new scenarios stemming from the 

Digital Economy.  

In this light, some possible limitations of Competition Law as a stand-alone instrument can be 

hinted. Under the current situation, Big Techs lever what turns out to be an unsurmountable 

advantage not on a competitive bottleneck as in network industries, or even on a steep network 

externality on the demand side, but on an intensive use of consumers´ data, both personal and 

behavioural.  

Within such context, the more hardcore structural solutions traditionally aimed at addressing 

economic market failures, such as unbundling of products-services or companies, return to 

light. They are certainly not foreign to the tradition of public intervention: de-monopolisation 

has been a founding piece of the modern liberal tenet since, at least, the likes of Standard Oil. 

However, threats are perceived to be of a different and intertwined nature here. The 

consequences of this environment is not only the perpetuation of dominant positions in the 

corresponding markets or, even further, the abuse thereof in purely economic or business 

terms, but a progressive disempowerment of citizens as regards core values such as privacy, 

autonomy and unconditioned decision-making.  

Moreover, a strong case can be made on anticipation. That is, how to implement these 

remedies more effectively by addressing them via ex-ante regulation and not delaying action 

within the context of traditional Competition Law remedial toolkits –i.e. merger control or 

antitrust procedures. Competition Law is perceived to proceed at an excessively slow pace to 
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address these issues, and maybe it is narrowly framed towards the pursuit of purely 

economically efficient outcomes, with possible short-term efficiency defences always a 

possibility for incumbents. And so, its impact is thwarted when looking at the big picture.  

In parallel, from the institutional standpoint, the perception of regulatory authorities being 

better equipped over competition authorities to deal with these issues seemed to be 

widespread. This stems from the proactive rather than reactive role of regulation and, also, 

from a better position to address particular concerns via specific, identifiable measures.  

A further institutional concern can be identified on whether these new challenges posed by the 

Digital Economy may or may not necessarily be dealt with the very same traditional regulatory 

authorities –telecom, data protection and the like- but rather by some new ones created ad-

hoc.  

Even in a regulatory context, there remains however the issue of how any given set of 

regulatory measures can be reasonably effective, in particular over time, given the fast-moving 

evolution of Digital economies and, further, how enforcement can be effective. Some 

directions on this can be anticipated. On the one hand, when protecting consumers, to not 

overly regulate processes but focus on outcomes and accountability. On the other hand, when 

empowering consumers, to focus on guaranteeing them the possibility to decide the 

contractual terms on core, particularly sensitive aspects of their commercial relations with 

platforms –via opting-out options, for instance in the case of use of behaviour data consent. 

Lastly, and on both accounts, to set out clearly the information obligations and contractual 

limits of digital firms when interacting with consumers. 

b.2 Conclusions of Working Group 

The Working Group was requested to identify the three main opportunities, related challenges 

and recommendations in the field covered by our panel. The discussion was very productive 

and fruitful, with interventions from all members of the Working Group. The following is the 

result of a widest consensus. 

1. Identified opportunities 

a) The correct use of big data empowers consumers, by enabling them to make better 
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informed choices; provides governments and regulators with an invaluable tool to make 

markets more efficient, by allowing the deployment of deeper oversight capabilities (for 

instance, electricity) and empower businesses to direct innovation towards the future 

needs and demands of consumers, drawing from their present behaviour (and so creating 

value and increasing competition). 

b) A better position to tailor offers to consumers in a way consumers would have never 

dreamt of. 

c) Creation of new services, new business models (for instance, those based on the 

collaborative economy via platforms or marketplaces away from traditional company-

based supply chains, where point to point suppliers and consumers meet directly, allowing 

for p2p business models). 

Other opportunities identified were the following, although they did not reach a maximum 

level of consensus: 

▪ New technologies increase the number of human interactions: “increasing returns of 

scale” exponentially; 

▪ Ability to rectify asymmetries of information between businesses and consumers; 

▪ Increased degree of innovation and subsequent consumer welfare; 

▪ The application of passive sales to the e-commerce has made markets open up more 

than anything else. 

1. Challenges  

a) Consumer’s control of own data, also for the purposes of knowing which use the owner of 

the data is making in the providing of the services (for instance, price discrimination, when 

the data owner –platform – penalizes loyal customers v. unloyal ones).  

b) Acummulation of market power both by accessing irreplicable amounts of data and by 

acquiring potential competitors: private actors have a power that we have never seen 

before and that is not well adressed by the current legislative framework.  

c) Access to mass data, not only by direct competitors but also for other companies that can 

use this access to compete in other markets (the example of electricity companies 

impeding access to customers’ data and thus, switching) 
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2. Suggested recommendations 

a) Empowering consumers by providing them: 

 - a set of rights in the digital world; 

 - a digital identity; 

 - education. 

b) Impose transparency in the use of data through regulation: legislation on privacy/terms 

of use have to be understandable for the consumer and concrete, for instance, including a 

dynamic list of companies to which I want/do not want to grant access to my data, which 

concrete data, for which specific use and purpose, and that I can tick yes/no without a yes 

answer be a pre-requisite for the use of the service (i.e. disconnection or unbundling of the 

terms of use and privacy policy). Legislation that look for the outcome, no the formal terms. 

c) Making access to data subject to the same conditions to all users for the same purpose.  

  



 
 

www.fidefundacion.es 

109 
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EXECUTIVE SUMMARY 

The legal framework about personal data protection has recently turned into a much more 

protective and guaranteeing environment since the General Data Protection Regulation 

(Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on 

the protection of natural persons with regard to the processing of personal data and on the 

free movement of such data, and repealing Directive 95/46/EC) ("Regulation" or "GDPR") 

became directly applicable from 25 May 2018. This ground-breaking Regulation consolidates 

a new European framework of innovative data protection rules. 

Furthermore, this new legislation not only has direct implications for companies located 

within the European Union (EU), but the impact of the GDPR also crosses the European 

border. The processing activities carried out by organisations established beyond the 

European frontiers which process personal data of individuals located in the EU (where the 

envisaged processing activities relate to the offering of goods or services to such data subjects 

or the monitoring of their behaviour –when it takes place in the EU–) are also covered by the 

Regulation’s scope of application. Therefore, this is a matter of general interest affecting 

organisations both inside and outside the EU. 

 

 
1 Contribution dated April 2020. 
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Among other aspects, this new Regulation was aimed at adapting the EU data protection 

principles and rules to "new technologies". Yet, the truth is that some new (or, actually, not 

that new) technologies seem to "have fallen through the cracks" and are not properly 

addressed in the GDPR. This is the case of Big Data which is having a hard time to find its way 

through the requirements imposed in the GDPR. The purpose of this paper is to identify such 

elements in the GDPR which seem to be particularly incompatible with Big Data and then 

propose solutions which allow the co-existence between Big Data and the rules governing 

such an important right as data protection. For such purposes, we will start by examining the 

concept of personal data and the general principles that inspire this new data protection 

regime. Then, we will compare such 
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1. KEY ELEMENTS OF DATA PROTECTION 
 
a. The concept of Personal Data 
 

Article 4(1) GDPR defines personal as "any information relating to an identified or identifiable 

natural person". This definition is broad, as it includes both information relating to an identified 

individual (e.g. name or surname) and information relating to someone who could be identified 

based on a number of identifiers (e.g. bank account number). Consequently, not only 

information that directly identifies an individual is considered personal data, but also 

information that is related to that individual and have an impact on him/her in some way, such 

as an address, a medical history number or information concerning political or religious opinions. 

 

Where the identification or re-identification of data subjects through their personal data is 

possible, the data protection regulations shall apply. On the other hand, when it is impossible to 

identify data subjects through the data collected about them, the principles, rights and rules 

foreseen in GDPR do not apply. Therefore, anonymous information (namely "information which 

does not relate to an identified or identifiable natural person or personal data rendered 

anonymous in such a manner that the data subject is not or no longer identifiable", as described 

in recital 26 GPDR) plays an essential role in the context of data protection regulations, since it 

opens a way to the non-application of such rules. 

 

b. Data Protection principles  

 

The Regulation aims to define a system which enables individuals to have an exhaustive control 

of their personal data. To this end, besides providing a series of reinforced privacy rights, the 

GDPR establishes a number of governing principles which allow an informed, adequate and 

pertinent processing of personal data: 

 

• Principle of lawfulness, fairness and transparency: according to this principle the 

processing activity shall be based on one of the legal basis from those established in 

article 6 GDPR. In this regard, the Regulation foresees a specific regime for certain data 

defined as "special categories of personal data" (e.g. health, political or religious data). 

Moreover, regardless of the data category concerned, data subjects shall be informed 

in a fair and transparent manner about the processing of their personal data;  



 
 

www.fidefundacion.es 

113 

• Principle of purpose limitation: under this precept personal data shall be processed for 

the purpose for which they were specifically collected, with no subsequent processing 

for different purposes;  

• Principle of data minimisation: this principle aims to limit the data collected, stored and 

used to the minimum necessary for the envisaged purpose;  

• Principle of accuracy: as per this principle data shall be accurate and up to date;  

• Principle of storage limitation: this principle aims companies to store data strictly for the 

period of time required to fulfil the intended purpose;  

• Principle of integrity and confidentiality: personal data shall be kept secured and 

confidential; and 

• Principle of accountability: companies processing personal data as data controllers shall 

ensure compliance with data protection principles. 

 

2. WHAT IS BIG DATA? 

 

Big Data (as defined below) has become one of today's new concepts, along with others such as 

artificial intelligence or the internet of things. This new concept consists in a technology of 

reading and processing data in a massive scale which, combined with statistics and data analysis, 

can advance future situations, establish attitude patterns and predict certain behaviours. 

Therefore, Big Data analytics can be a great advantage for those organizations that know how 

to use it properly, as it can be applied to a large number of situations that shall facilitate life of 

individuals, increase productivity of companies and benefit many businesses. 

 

a. Concept of Big Data 

 

Nowadays, although the word "Big Data" appears to be the order of the day, there is no a 

uniform definition for it, but rather it has been defined from many perspectives since is used in 

various fields with different characteristics and for diverse purposes. However, the concept of 

Big Data has been drawn up by the European data protection authority, the former Article 29 

Working Party –currently transformed and renamed as European Data Protection Board (EDPB) 

by the GDPR–, in its Opinion 3/2013 on purpose limitation. The EDPB states that "[b]ig data 

refers to the exponential growth both in the availability and in the automated use of information: 
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it refers to gigantic digital datasets held by corporations, governments and other large 

organisations, which are then extensively analysed (hence the name: analytics) using computer 

algorithms". 

 

As mentioned before, the great advantage offered by this innovative technology lies in the 

combination and analysis of data through algorithms that enables companies to obtain real-life 

behavioural patterns, correlations and trends. This is achieved thanks to the following five 

magnitudes (known as the five V’s of Big Data) that allow establishing scales or indicators about 

the considered data: volume, velocity, variety, veracity and value. 

 

• Volume refers to the amount of data that can be processed using this technology; 

• Velocity refers to the period of time required to process the data.  Due to the current 

market situation, this should be done in the shortest possible time and even in real time 

in order to take greater advantage of the analysis results; 

• Variety refers to the diverse types of data that can be comprised in big data analytics 

(structured, semi-structured or unstructured). This technology can undertake studies of 

different datasets such as text, audio, video, sensor data, log files, etc.; 

• Veracity refers to the integrity and reliability of the data collected, since this will 

determine the accuracy of the decisions taken as a result of the conducted analysis; and 

• Value refers to the valuable insights the data collected can provide to the envisaged 

operation or activity. 

 

Thus, as a result of the conjunction of these five elements, Big Data has become a fundamental 

factor since it allows organizations to collect, store, manage and use a large amount of data 

immediately to obtain significant conclusions from their analysis, which facilitate the decision-

making processes. 

 

In a nutshell, this new technology of data collection, combination and analysis represents a 

radical change in the use that companies make of information obtained from users. As a 

consequence, Big Data represents a challenge, as it may not only bring valuable insights but can 

cause serious harm if it is not correctly used, as for instance in the case it leads to an 

infringement of data protection rules. 
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b. Main uses of Big Data 

 

In this day and age, uses of Big Data are limitless. Different types of data can be combined and 

analysed in order to find a utility that was previously unknown and also to apply that knowledge 

to a real case with the purpose of providing a value added service. Data is therefore a great 

source of information.  

 

However, for the proper extraction and analysis of that information, algorithms (i.e. the primary 

tool used to combine and extract information in the Big Data context) must "learn" with every 

use through a method known as "machine learning". By means of this process, since the 

software receives and processes more and more data, multiple applications to which that 

information can be assigned may be found when combining it. Therefore, the critical point is the 

algorithm learning process. Once the algorithm is able to properly identify and assess the data, 

the subsequent information entered into the system will be directly analysed as the algorithm 

has already learned how to do it. Consequently, the machine learning techniques constitute the 

basis for the running of Big Data, artificial intelligence and business intelligence software. 

 

Applying this technology to real situations from which a profitable output can be extracted is 

the key to seizing all the opportunities offered by Big Data world. As a result, sectors as relevant 

as healthcare, insurance, banking, IT, media or transport have been pioneers in the 

implementation of Big Data analytics tools. The use of the Big Data instruments contributes to 

the enhancement of several relevant aspects of the private sector businesses, among others, 

the effective prediction of changes in customer interests and preferences; the more accurate 

assessment of the risks associated with the service provided; and the simplification or 

streamlining of company management processes. Likewise, the public sector is also initiating 

data analysis operations in order to extract outcomes that can benefit the community. The use 

of these tools can lead to improvements in public services such as citizen services, event 

management, security or traffic.  

 

Thus, this incipient technology may improve very significant aspects of the provision of 

transcendental services such as those mentioned above, opening a new paradigm in business 

management, both at the public and private sector level. 
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In addition to the traditional sectors of industry such as health, transport, travel or logistics, Big 

Data is being used for totally different purposes which may render new interesting benefits for 

society and private companies.  

 

For instance, some broadcasting channels have analysed their client´s behaviour (i.e. at what 

point they fast forward or rewound and re-watch specific segments of one episode) in order to 

create streaming content, so it is adapted to consumer needs, gaps in the market, emerging 

trends and many other variables. The results are high and successful levels of audience.  

 

Another curious example of the great opportunities that Big Data may bring is sports: one of the 

football teams that played the 2018 World Cup, hired SAP to develop software capable of 

predicting the opponents' tactics based on previous matches. Apparently, this team took 

advantage of this information to develop a tailored strategy that could have leaded them to win 

the football tournament.  

 

Finally, it is worthy to mention how one of India’s leading matrimony portals uses Big Data to 

suggest possible life partners to its users. It is said that the divorce rate has lowered thanks to 

the use of Big Data when arranging marriages, however we have not been able to find an official 

source confirming this.  

 

These examples show how Big Data may change and improve our lives, so it is important to 

assume the importance and relevance that this technology will play during the coming years. 

 

3. A CLASH BETWEEN DATA PROTECTION AND BIG DATA? 

 

Due to the growing popularity and development of Big Data operations and the enforceability 

of the GDPR, certain doubts have arisen about their coexistence, as well as many fears regarding 

the risks associated with privacy that can be involved in operating with personal data within the 

framework of Big Data analytics. While there is no doubt about the usefulness of Big Data given 

the benefits and valuable insights it may provide in different fields, its confrontation with data 

protection regulations has been widely discussed and represents a challenge for its widespread 

and risk-free application. 
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There is no explicit reference to Big Data in the Regulation, but it is clear from the foregoing that 

in certain cases this technology may not be compatible with the privacy standards set out in the 

GDPR. Below we mention certain critical points regarding data protection which must be born 

in mind in the context of Big Data: 

 

i) Compliance with data protection principles 

 

As long as Big Data analytics involves the processing of personal data it falls within the scope of 

data protection laws, particularly under GDPR. Due to its nature (i.e. massive processing of 

personal data) it becomes difficult to apply some of the key data protection principles 

mentioned above. It must not be forgotten, however, that these principles are the fundamental 

pillars on which the GDPR relies in order to regulate the processing of personal data. Indeed, the 

infringements in relation with the basic principles for processing personal data could be subject 

to administrative fines up to 20,000,000 EUR, or in the case of an undertaking, up to 4 % of the 

total worldwide annual turnover of the preceding financial year. 

 

A clear example of the difficulty that Big Data has to coexist with the Regulation is the direct 

collision with the data protection principle of minimisation. It is clear that the concepts of "data 

minimisation" and Big Data are at first sight antonymic. Indeed, "the perceived opportunities in 

Big Data provide incentives to collect as much data as possible and to retain this data as long as 

possible for yet unidentified future purposes". As previously explained, this principle entails the 

adequacy, relevance and limitation of personal data to that necessary for the purposes for which 

they are processed; whereas Big Data basically consists of collecting as many data as possible in 

order to combine them and extract valuable information therefrom. This leads to a clear conflict, 

since in the Big Data sphere the more data are collected, the greater the likelihood of finding 

relevant outcomes from them, while in terms of data protection only the strictly necessary data 

shall be collected. The issue is that Big Data tools do not know which data are "strictly 

necessary", but instead the applications for which the data can be used are detected as they are 

processed. Moreover the transparency principle in a Big Data context – where the complexity of 

the analytics renders the processing opaque – can become particularly challenging. 

 

Similarly, principles of purpose limitation and storage limitation also confront with Big Data 

technology. With regard to the storage of data, the GDPR does not specify the exact data 
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retention periods given that these are necessarily context-specific. However, companies 

developing algorithms have an interest in keeping data for a long period of time so that 

algorithms can learn and seek new correlations between data, rendering compliance with this 

privacy principle difficult. Consequently, Big Data analytics is a good illustration of the 

possibilities of processing personal data for a longer period and the difficulties that may arise in 

relation to the storage limitation principle. For instance, the principle may undermine the ability 

of being predictive, which is one of the opportunities rendered possible by Big Data. Indeed, if 

Big Data is allowing predictability, it is precisely because algorithms can compare current data 

with stored past data to determine what is going to happen in the future. 

 

Likewise, compliance with the purpose limitation principle is also an obstacle the Big Data world 

must overcome. From a data protection perspective, the purpose for which personal data are 

collected and processed must be defined at the very beginning. In the event of further 

processing of the data for purposes other than those initially specified the data subject must be 

informed. In other words, the conflict arises because, in the context of Big Data, the purpose for 

which the data will be used cannot be known from the outset, since the value of the information 

is discovered as it is analysed by the algorithms (as explained above). Therefore, at the time 

personal data is collected, it may still be unclear for what purpose it will later be used. However, 

the blunt statement that the data is collected for (any possible) Big Data is not a sufficiently 

specified purpose. 

 

Furthermore, personal data must be "accurate" and, where necessary, kept up-to-date. Similarly 

to others, the accuracy principle is being challenged by some key features of Big Data. Indeed, 

"Big Data applications typically tend to collect data from diverse sources, and without careful 

verification of the relevance or accuracy of the data thus collected". 

 

Difficulties in aligning Big Data with these principles leads to other possible breaches of GDPR 

provisions, such as the duty to inform individuals about the main aspects of the processing 

activity. 

 

It follows from the above that the core data protection principles are, for the most part, in 

contradiction with some of the key features of Big Data, and thus difficult to reconcile. 

Nevertheless, rethinking some processing activities but also IT developments may help 
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complying with such principles, notably by having well-managed, up-to-date and relevant data. 

Ultimately, this may also improve data quality and thus contribute to the analytics. 

 

ii) Automated decision-making and profiling 

 

Other key terms foreseen in the GDPR with major impact on the sphere of Big Data are the 

concepts of automated decision-making and profiling. As defined in article 4(4) GDPR, profiling 

"means any form of automated processing of personal data consisting of the use of personal 

data to evaluate certain personal aspects relating to a natural person, in particular to analyse or 

predict aspects concerning that natural person's performance at work, economic situation, 

health, personal preferences, interests, reliability, behaviour, location or movements". The 

Regulation determines some specific legal bases on which these processing activities can be 

conducted and obliges companies that process personal data with automated decision-making 

purposes (including profiling) to inform concerned individuals about it, as well as about the logic 

applied and the consequences that may arise therefrom. 

 

iii) Controller, Processor and Joint Controller 

 

Also, the qualification of actors and the distinction between "controller" and "processor" can 

quickly become a complex task. This is especially true taking into account additional data 

protection roles such as joint-controllership, controllers in common, and sub-processors. This is 

mainly due to the fact that many actors may be involved in the data value chain, the mapping of 

which can be rather burdensome. 

 

iv) Processing of sensitive data 

 

In the context of Big Data, it cannot be excluded that the data analysis concerns "sensitive data" 

– the processing of which is restricted and prohibited in most cases – or that it will have a 

"transformational impact" on data. For instance, the processing of non-sensitive personal data 

could lead – through data mining, for instance – to the generation of data that reveals sensitive 

information about an individual. 

 

The broad scope of application of the Regulation and the possible processing of sensitive data 
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may require limiting certain processing activities or technical developments to tackle the 

stringent rules included in the GDPR. 

 

v) DPIAs 

 

Some of the core obligations of the GDPR applicable to controllers (and processors) may be 

particularly relevant in the context of Big Data. This is surely the case for the requirements to 

conduct a Data Protection Impact Assessments (hereinafter "DPIAs") and to implement privacy 

by design and privacy by default measures. 

 

DPIAs are required to be conducted in certain cases only (i.e. when processing is "likely to result 

in a high risk"), taking into account the nature, scope, context and purposes of the processing. 

While Article 35(1) GDPR clearly indicates that processing "using new technologies" is likely to 

result in a high risk, Article 35(3) and Recital 91 of the GDPR provide a non-exhaustive list of 

occasions when DPIAs are required. For other processing activities, the organisation should 

determine whether the processing activity poses a high risk to individuals. 

 

Indeed, some of the key characteristics of Big Data appear to be targeted, such as "large scale 

processing", "systematic monitoring", "automated decision-making with legal or similar 

significant effect", and "matching or combining datasets". Similarly, the use of data to analyse 

or predict situations, preferences or behaviours, or the systematic exchange of data between 

multiple actors, or the use of devices to collect data (and in particular relying on IoT) should lead 

to the requirement to carry out a DPIA. 

 

vi) International transfer of personal data 

 

The provision of Big Data services may entail that the personal data collected and processed will 

be transferred outside the EEA. This can be particularly true when relying on cloud computing 

services. It follows that the GDPR requirements related to the transfer of personal data must be 

taken into account in order to determine the most adequate solution to permit such 

international flow.  

 

Any data flows should therefore be carefully assessed and mapped, notably as part of the 
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mapping of the different actors, in order to determine the data location and put in place the 

adequate (contractual) instruments. 

 

Further to it, Big Data projects involve the processing of personal data of millions of people 

around the world which means that, from a legislative perspective, numerous privacy 

regulations come into play. 

 

In this sense, regulating data flows requires different kinds of legal and regulatory interventions 

at a domestic, regional, international and transnational level. 

 

Europe has created a Regulation which aims to empower European citizens and hold data 

controllers accountable for what they do, creating a highly demanding regulatory structure for 

companies, including restrictions when personal data needs to be sent to other countries which 

do not offer an adequate level of protection. 

 

On the other hand, the United States reaped tremendous economic benefits from the last wave 

of digital innovation, becoming home to some of the world’s most successful tech companies, 

such as Amazon, Apple, Facebook, Google, Intel, and Microsoft. Despite this reality, while the 

European Union has enacted multiple data-protection directives/regulations over the last 

decades, the U.S. does not have a consistent privacy legal framework. 

 

The GDPR now is the focal point of the global dialogue on individuals´ data privacy; other 

advanced economies such as Canada, Israel and Japan, have pivoted toward creating privacy 

regimes that are compatible with the EU´s GDPR rather than with the patchwork approach of 

the United States.  

 

Does this put U.S. companies at a disadvantage? Certainly, the creation of a single 

comprehensive data-protection framework will simplify compliance for U.S. companies and 

strengthen and bring the United States in line with emerging data-protection norms. In relation 

to this, it is Important to highlight that the State of California has already issued privacy 

regulations with a level of protection very similar to GDPR and the future direction of the U.S is 

to explore federal regulations to give more importance to data protection and to and eliminate 

any disadvantages that U.S companies could face as a result of regulatory misalignment across 
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different jurisdictions. 

 

In this regard, it is interesting that some countries in Latin America are updating data protection 

legislation, for example Brazil’s Lei Geral de Proteçao de Dados (LGPD) was modelled directly 

after GDPR and is nearly identical in terms of scope, applicability and financial penalties for non-

compliance. Companies wishing to do business with Latin America’s largest economy will have 

to comply with LGPD by February 2020 or be subject to fines of up to 50 million BRL 

(approximately 11.8 million EUR). Aside from China, Asia has countries that are placing great 

importance to protecting the data of natural persons and Japan already has in place long 

established legislation on data protection and has aligned to the GDPR in terms of the level of 

guarantees granted. So much so that the European Commission included it in the list of countries 

with an adequate level of data protection to carry out international transfers.  

 

It seems that the privacy frameworks tend to grant people more power over their data and 

demand the highest levels of transparency and accountability for data users (controllers, 

processors, etc.). The GDPR has influenced the future of corporate compliance at a global level 

and we expect this trend to continue into the foreseeable future. 

 

vii) Individuals' rights, information and consent (or other lawful basis) 

 

The numerous rights granted by the GDPR to individuals can be particularly challenging in 

relation to complex processing activities. Indeed, generally speaking, such rights can be 

overreaching and thus difficult to integrate in the context of Big Data. It is nonetheless important 

to carefully consider the various rights and anticipate their concrete application. This being said, 

technology can also provide a means to individuals to exercise their rights in a more innovative 

way, such as through privacy enhancing technologies. 

 

Today the data subjects are told at the time of collection which information is being gathered 

and for what purpose; then they have an opportunity to agree, so that collection can commence. 

While this concept of "notice and consent" is not the only lawful way to gather and process 

personal data, it has been transmogrified into a cornerstone of privacy principles around the 

world. 
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In Big Data age, most innovative secondary uses have not been imagined when the data is first 

collected. How can companies provide notice for a purpose that has not yet exist? How can 

individuals give informed consent to an unknown? Yet in the absence, any Big Data containing 

personal information might require going back to every person and asking permission for each 

reuse. No company would shoulder the cost, even if the task were technically feasible.  

 

Hence, the rules established in GDPR must be carefully considered in the event that Big Data 

operations for large-scale data analysis are performed, as they are not always easy to fulfil.  

  

4. POTENTIAL SOLUTIONS  

 

i) Considerations about anonymization 

 

As noted from the analysis above, the coexistence between Big Data and data protection has 

become challenging due to the many points of conflict between them. Anonymization could 

actually be a solution to these problems. Using non-personal data would mean that current data 

protection regulations would not interfere with Big Data operations. However, anonymization 

may not be the most effective remedy, since as a result of developments in the area of Big Data 

the risk of re-identification has increased. The reason is the processing of massive amounts of 

non-personal data which, although having passed an anonymization procedure, can be "de-

anonymized". This is because the process of anonymization of personal data is becoming 

increasingly complicated as more and more personal data are collected and related to different 

variables, rendering the separation of personal data from the data subject very difficult. 

 

• In this sense, two main problems arise concerning anonymization as a solution to the 

conflict between Big Data and data protection: 

• The anonymization process can be complex due to the conjunction of multiple data and 

variables that hinder the complete decoupling of data and individual. 

• The fact of anonymizing a piece of data today does not guarantee that it will remain 

anonymized in the future, since its combination with other data subsequently 

introduced can lead to its "de-anonymization". 

 

Moreover, it should also be borne in mind that anonymization entails a new processing activity 
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which would require the data controller to have a valid legal basis, in addition to notifying the 

data subjects about the processing. 

 

ii) Other possible solutions 

 

The valuable insights and great benefits that Big Data analytics can bring to our society are 

undeniable. For this reason, alternatives to anonymization should be sought as a solution for its 

collision with current privacy regulations.  

 

Below we describe some of the potential solutions that could lead to a better interaction 

between respect of privacy and large-scale data analysis: 

 

• Elaborating a specific regulation, beyond the provisions of the GDPR, that specifically 

regulates the use of data in the context of Big Data, establishing the limits of their use 

and the lines that must be observed. 

• Adopting opinions or guidelines by data protection authorities that point the way 

forward on data protection by companies implementing Big Data tools. 

• Considering the process of anonymization as a processing activity that can be carried 

out on the basis of legitimate interest (as has already been established by the authorities 

for other processing operations that benefit the interests of society) and limiting the 

duty to inform about this specific processing, in order to allow companies to use these 

tools easily. 

 

This is therefore a matter of ensuring that our society is not deprived of the immense profits 

that Big Data may bring because of the repercussions that it may have in the field of data 

protection for individuals. 

 

5. CONCLUSIONS AND PROPOSALS 

 

After this assessment we were able to confirm the importance that Big Data is getting today and 

the quick evolution of its development and use by companies. The increase in the use of Big Data 

in society opens up a wide range of opportunities for many businesses but, unfortunately, also 

entails some risks for the privacy of individuals. These risks trigger the need to set some rules 
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for the use of information when it is related to Big Data. Part of our duty is to come up with ideas 

to leverage the use of Big Data in full respect of the privacy of individuals. This section is aimed 

at describing the main opportunities we find in the use of Big Data, the risks we foresee and 

what could be done in order to make sure companies can continue making use of information 

without prejudice to the individuals' rights. 

 

We anticipate that Big Data will obtain a fundamental weight in sectors such as healthcare, 

education, financial services or transportation. For example, with the implementation of Big 

Data in the healthcare sector, large-scale data studies will make possible the eradication of 

diseases and tailored-medicines and treatments (depending on each one's genome) will be 

common. 

 

The companies that implement Big Data systems will be the leaders in innovation from a 

technical, scientific and industry point of view and in particular in a kind of "ethic innovation" 

which respects personal data. These companies will be positioned as market leaders since large-

scale access to data will improve their products and services based on customer preferences, 

optimisation of resources and cost reduction. 

 

Additionally, companies using Big Data and complying with relevant legislation are more 

competitive; the adoption of legal measures that correctly address the compatibility between 

Big Data and personal data, publicly demonstrates a high degree of diligence with the protection 

of individuals whose data are being used, which translates into greater reliability for customers 

and supervisory authorities. 

 

In order for Big Data technology to meet its objectives efficiently, it is necessary to have a global 

consensus about its use; fragmentation and inconsistency between countries may lead to the 

danger of processing data on a large scale without benefiting society. In this regard, Europe is 

playing a disadvantage position vis-à-vis other countries where legislation is laxer and therefore 

companies bring innovation to these countries. 

 

Despite being a great resource, the use of huge amounts of information entails a series of risks 

for individuals (who may see how the protection of their privacy is diminished) and for 

companies (due to the potential infringement of privacy and data protection rules and the 
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resulting millionaire sanctions by supervisory authorities). 

 

With the aim of reducing the abovementioned risks and to leverage the opportunities that Big 

Data offers to our world, we propose a set of recommendations: 

 

• Information 

It will be necessary to provide data subjects with as much information as possible about the 

processes that will be carried out with their data, the technical and organizational measures that 

will be used to protect it and the mitigation measures that will be taken in the event of an 

incident. This will also encourage individuals to provide personal information concerning them, 

as it is well known that people are nowadays very concerned about what is going on with their 

data and that people that do not receive information in a clear and transparent manner are not 

keen on provide their details, while the ones that are well informed about the processing 

activities carried out with their data do not have any issues with providing information 

concerning them, especially if it entails and advantage for them. 

 

• Leverage anonymization  

The use of fully anonymised data (i.e. information that cannot be related to a specific individual) 

is currently not subject to privacy and data protection rules in Europe. An effective 

anonymization of data is a good solution which ensures better balance between Big Data and 

data protection. Through data anonymisation, entities ensure they can process information with 

less incident risk. It is a good measure for large-scale data processing where the identity of the 

data subjects is not relevant for the results obtained through Big Data. The anonymization 

processes need to be carefully reviewed to make sure that information cannot be related with 

individuals in the future. 

 

• Legislative measure  

Another suitable measure would be to regulate the use of Big Data in detail. Ideally, this should 

be an EU initiative that could entail, for example, amending our GDPR, drafting a new regulation 

or drafting a European decision about how to use Big Data with all the guaranties. 
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• Legislative amendments 

 

− This new regulations could include in its content some legislative measures:  

− Limit certain areas of public interest: in other words, limit the use of Big Data 

for good purposes that benefit the whole society. For example, in order to 

improve health services, infrastructures, education, etc.;  

− Apply the best practices for transparency when using Big Data: as we mentioned 

above, data subjects share their data when they are well informed about 

processing, risks, measures adopted when an incident occurs.;  

− Standards for anonymisation: regulate some standard mechanisms that ensure 

that certain information can no longer be related to a certain individual. It could 

be a good solution to have in place certification mechanisms so that everyone 

is well aware of whether a company implements good anonymization processes 

or not;  and 

− Regulate anonymization as means not as a result: rules imposing anonymization 

should focus on implementation of adequate measures suitable to produce the 

anonymization. Yet, data controllers should not be fined if data previously 

anonymized are de-anonymized and become personal data (e.g. because the 

algorithms improve). If the anonymization measures implemented were the 

appropriate ones, the data controller should only be requested to anonymize 

again. Moreover, periodical tests to ensure that the anonymization processes 

are appropriate so information remains anonymised.  
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Artificial Intelligence (AI) and Data Economy: Legal & Business 
Implications for Industry 4.01 

 

Manuel Desantes Real 
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EXECUTIVE SUMMARY 

Currently, society does not move arithmetically, but exponentially. This entails that 

technology is changing every aspect of our lives and the approach adopted will define the 

individual and social impact of Artificial Intelligence adoption and implementation. Exploring 

factors such as sustainability, ecological responsibility or accountability are key in order to 

ensure a responsible development of Artificial Intelligence that respects human rights and the 

environment, that is, bearing a human-centric approach. 

 

  

 
1 Contribution dated September 2020. 
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Introduction 

New technologies are transforming every aspect of our life, disrupting the way business are 

conceived, altering long-standing practices, changing profoundly the understanding and the 

meaning of work, and shaking up entire industries and creating others. A point has arrived at 

which humans are already fully aware that they are currently facing the most radical exponential 

change from its configuration as an autonomous species: a change of era. 

The overlapping development of a myriad of new technologies makes it possible today to clearly 

understand that we face a disruptive scenario in which all of our well-established certainties and 

securities jump through the air, to the point that it is increasingly difficult to visualize what the 

future will look like in the very short term. Such is the implicit message of the new report 

compiled by the World Economic Forum2, which reveals some of the breakthrough innovations 

expected to radically impact the global social, political and economic order before the end of 

the second decade of the 21st century: “Artificial Intelligence, robotics, edge computing. We are 

only at the beginning of understanding the power and potential of emerging technologies. 

Connection will accelerate your growth from linear to exponential”3. 

Artificial intelligence (AI4) is one of these technologies deeply embedded in each other. Being 

probably the oldest of all of them5, their development encountered for some decades two 

insurmountable obstacles: the difficulty of processing with speed and efficiency a large number 

of data, and the lack of enough computing capacity. But in the last decade society started 

experiencing the development at vertigo speeds never before known of both superstructures 

 
2 World Economic Forum, Top 10 Emerging Technologies 2019. Insight Report, June 2019, in 
http://www3.weforum.org/docs/WEF_Top_10_Emerging_Technologies_2019_Report.pdf 
3 World Economic Forum (WEF), Annual Meeting of the New champions (AMNC) 2019: Leadership 4.0: 
Succeeding in a New Era of Globalization, 1-3 July 2019, Dalian (China), in 
https://es.weforum.org/events/annual-meeting-of-the-new-champions-2019 
4 “Artificial intelligence (AI) refers to systems that display intelligent behaviour by analising their 
environment and taking actions -with some degree of autonomy- to achieve specific goals” (European 
Commission, Artificial Intelligence for Europe [COM(2018) 237 final, 25 April 2018, p.1] and European 
Commission, Coordinated Plan on Artificial Intelligence and Annex [COM(2018)795 final, 7 December 
2018], p.1). 
5 Their roots have to be found in the mathematical games of the Greeks some 2.300 years ago, and in the 

proposal of Alan Turing of 1950. The expression "Artificial intelligence" was coined by John McCarthy at 
the Dartmouth Conference in 1956 (McCarthy, John; Minsky, Marvin; Rochester, Nathan; Shannon, Claude 
(1955), A Proposal for the Dartmouth Summer Research Project on Artificial Intelligence, http://www-
formal.stanford.edu/jmc/history/dartmouth/dartmouth.html). 

http://www3.weforum.org/docs/WEF_Top_10_Emerging_Technologies_2019_Report.pdf
https://es.weforum.org/events/annual-meeting-of-the-new-champions-2019
https://ec.europa.eu/transparency/regdoc/rep/1/2018/EN/COM-2018-237-F1-EN-MAIN-PART-1.PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:22ee84bb-fa04-11e8-a96d-01aa75ed71a1.0002.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:22ee84bb-fa04-11e8-a96d-01aa75ed71a1.0002.02/DOC_2&format=PDF
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with a vocation to permanently interact to each other: a) the exponential multiplication of the 

capacity of digitization, production, access, capture, storage – doubling every eighteen month 

according to Moore’s law -, copy, process, anonymization, transfer, analysis and exploitation of 

non-personal data, data that has already surpassed the amount of personal data that justified 

thirty years ago the arrival of the III Industrial Revolution; and b) the computing capacity, 

including the development of cloud/fog/edge computing and the arrival of quantum computing.  

Other superstructures came rapidly to also support the exponential development of AI: 

a) the consolidation of the fifth generation of mobile telephony (5G) through high-

speed connectivity and radiofrequency based on standards that will allow a 

change in wireless connectivity that we are far from being able to digest yet, 

and which provoke the need to completely revise the precious and scarce 

spectrum; 

b) the consolidation of telematics understood as the hybridization between 

computer and telecommunication systems; 

c) the massive development of algorithmic design techniques; 

d) the generalization of embedded systems, 

e) the decreasing size and price of microprocessors; 

f) the constant increase of inventions that include software programs, confirming 

the massive softwarization of technology; 

g) or the accelerated development of all sort of technologies nano: nanochips, 

nanosensors, nanoelectronics, nanobiotechnology, nanoSIMs, nanobots, 

nanocatalysis, nanophotonics, nanomaterials… quickly prepared the path to 

what it was rapidly baptized as the Fourth Industrial Revolution6. 

The result is well known. Today, AI affects directly or indirectly all areas of life -everybody, 

everywhere, every sector, perhaps beyond any technology we have seen in the past- and no one 

doubt that in less than a decade it will have transformed completely -for better or worse- our 

lives. 

AI offers both enormous opportunities and relevant concerns which have to be properly 

 
6 K. Schwab, The Fourth Industrial Revolution, 2017. 
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digested. 

On the one hand, it creates efficiencies in all fields -i.e., reducing fatality rates in traffic accidents-

, it increases the quality of life in all fields -i.e. detection of tumors more accurately-, it opens 

new business models in all fields, and it offers a way to address the world’s biggest challenges: 

“AI systems can help to facilitate the achievement of the UN’s Sustainable Development Goals, 

such as promoting gender balance and tackling climate change, rationalizing our use of natural 

resources, enhancing our health, mobility and production processes, and supporting how we 

monitor progress against sustainability and social cohesion indicators”7. 

But, on the other hand, it is also the source of numerous concerns: automation will eliminate 

millions of jobs, the responsibility in case a wrong decision is taking by an AI-based system is 

questioned, there is a clear uncertainty for small companies on how to apply AI to their business, 

and the international competition is huge, with massive investments in the case of China and 

the US.  

Moving AI to one side or the other of the balance is our responsibility, and will depend on how 

humanity faces this challenge. Technology is not good or bad per se. It is not our enemy. It just 

“is”. If it is well understood that it will affect all economic sectors without exception -i.e. Financial 

markets, Health, Tourism, Journalism, Commerce, Education, Agriculture, Entertainment, 

Transport or Construction- and that its massive development will entail a radical change in all 

business models as we know them so far. Its impact on the legal environment is much more 

controversial. 

REGULATORY CHALLENGES (II): ARTIFICIAL INTELLIGENCE (AI) AND DATA ECONOMY: 

LEGAL&BUSINESS IMPLICATIONS FOR INDUSTRY 4.0 

This panel invites the audience to reflect on the consequences of the massive arrival of AI for 

the Law, specifically within the framework of the European Union (EU). With a view to concrete 

this task, it is essential to establish clearly the distinction between a general and a focused 

perspective. 

 
7 High Level Expert Group on AI (AI HLEG), Ethics Guidelines for Trustworthy, 8 April 2019, p. 4. 

https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai
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The general perspective raises three types of issues: 

▪ Whether we can still allow ourselves to continue with a proposal based on a multiplicity 

of specific regulations which imperatively need an extraordinary time-consuming 

decision-making process 

▪ Whether ethics, values, principles and human rights have or not a role to play in the 

design of the AI system; 

▪ Whether the EU should follow either the US or the Chinese model or, on the contrary, 

it is obliged to find its own model and, where appropriate, what this model would be. 

Only after having had this general reflection should it be possible to raise the impact of AI on 

specific aspects, such as Intellectual Property, Data protection and privacy, Non-personal data, 

Production, ownership, access and use of data, Competition policy and the risk of State or 

private monopolies / oligopolies, Consumer protection, Banking regulation, Labor law, Fiscal 

matters, Cybersecurity, Security and Defence, compliance and liabilities... 

I. A change of era: time for adaptation or time for reinvention? 

While we are still far from glimpsing the sociological changes and the new business models that 

the IV Industrial Revolution and, in particular, the AI will generate, and even more from digesting 

what this will entail for the legal system, both in terms of its contents and its decision-making 

processes, we know for sure that televisions will be replaced by virtual reality glasses, that 

vehicles will circulate autonomously and will avoid millions of accidents, that surgical operations 

will be tele-assisted, that agriculture will be governed by thousands of small sensors that will 

control all activities, that education will be permanent and mostly online, that all household 

appliances will be connected, that technologies such as the blockchain and others to come will 

ensure the traceability of all financial, commercial and industrial operations, that machines will 

substitute massively human at work, and that “The IV Industrial Revolution will even challenge 

our ideas about what it means to be human” 8 .... In other words: the way we have understood 

the world for many millennia will definitely change. 

 
8 B. Marr, “The 4th Industrial Revolution is Here – Are you Ready?, Forbes,  
https://www.forbes.com/sites/bernardmarr/2018/08/13/the-4th-industrial-revolution-is-here-are-you-
ready/ 
 

https://www.forbes.com/sites/bernardmarr/2018/08/13/the-4th-industrial-revolution-is-here-are-you-ready/
https://www.forbes.com/sites/bernardmarr/2018/08/13/the-4th-industrial-revolution-is-here-are-you-ready/
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All in all, the most relevant impact of this new scenario lies in the decision-making process. 

Human beings have passed on consistently to the following generations for thousands of years 

a message that was recorded in our genetics: the rhythm of social changes should be 

arithmetical or linear - that is, gradual and relatively predictable - in order to be socially digested. 

So far, each generation can look back to the previous one and project it to the next with the 

conviction that it will always be able to understand the mechanisms that have led them to 

visualize the world and to adopt their decisions. In this context, the law is called to put "order" 

into the society through rules that are gradually phased out - despite the more or less successful 

effort of jurisprudence to adapt them to social reality - until they are replaced by others, 

restarting with it to the infinite the “catching up” cycle. In the best case, this “decision making 

process” implies the replacement of swords by words -that is, the replacement of the use of 

force by dialogue and negotiation- in a democratic context where it is essential to have the 

necessary time to reach any political and social agreement. Along the centuries we have 

consolidated a society of linear changes and adapted our life to a rhythm that allowed us to 

always adapt satisfactorily to any new situation. 

It is very true, however, that in quite an amount of cases humanity has been forced to face 

unexpected exponential changes: the discovery of fire, the domestication of land, animals and 

iron, and the invention of the wheel or of the printing press ... all of them have been milestones 

that have changed radically the functioning of the society. These changes can be cataloged as 

exponential but also as conjunctural to the extent that centuries and even millennia passed 

between them, so that after the storm, there was always time to redirect the rhythm of the 

change to the linear routine. 

This was the case, for example, with the arrival of the first and the second industrial revolutions9. 

In the mid-eighteenth century, mechanical machines began to replace the usual hand tools and 

cargo animals provoking the First Industrial Revolution: the need to produce steam on a large 

scale for water steam machines forced a massive extraction of coal, the landscapes were stained 

 
9 Moving from one Industrial Revolution to another one is a process, and is not a question of quantitative 
but qualitative change. This happens when new technologies emerge with the aim of completely changing 
the way economic activity is managed. This should affect patterns like new sources of energy, new 
materials, new way of understanding transport, or new communication technologies. Obviously such a 
“revolution” does not happen from one day to the next, being the result of a long process.  
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with parallel lanes where infernal locomotives seemed to fly and new communication 

technologies announced the steam press or the telegraph. The physiognomy of English cities - 

and, soon, those of the rest of Europe and America - changed in a short time, but it took more 

than a century before a second industrial revolution appeared on the horizon. 

This Second Industrial Revolution - at the end of the 19th century - brought with it the massive 

production of steel and electricity and, consequently, the need to produce energy - gas, oil - 

more efficient than coal. It also filled the planet with motor vehicles and electric trains, the sea 

with iron megaships and the sky with silver birds. The radio, the telephone, the television and 

the typewriters changed our lives but, as had happened a century before, humans had enough 

time to accommodate the change back to the linear style ... and, above all, time to accommodate 

the legislation to the new reality: little by little, a new national and international body of laws 

and international conventions acquired consolidation and contributed to a great extent to the 

success of the second industrialization process. 

At the end of the last century, however, a new exponential change opened the door to a Third 

Industrial Revolution: the world, which until then had been changing linearly, embraced a rapid 

process of massive digitization that made possible the generalization of a decentralized set of 

communication networks interconnected worldwide, networks that used TCP / IP protocols and 

that were baptized as “internet”. 

Unlike the processes experienced to date, there was no time for rest and accommodation. Just 

some few years later, social networks appeared and the interaction between humans caused, 

for the first time, a massive multiplication of the available digital data - big data - and the 

appearance of new business models capitalized by companies that, like Google or Facebook, 

grew at a rate never before known. At the same time, the so called "smart" devices led to 

geolocation and to permanent connectivity, to the multimedia phenomenon and to a new 

paradigm shift that involved transferring the control of data generation from the fixed or 

portable computers to the hands of billions of users for whom the mobile phone became – for 

better or worse - an inseparable companion.  

For the first time, an exponential change was followed by another one of even greater 

significance, and shortly after by another one, and by another one... exponential changes were 
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not conjunctural anymore, but structural, and the consequent crisis were not cyclical any more 

but systemic. 

Internet and massive digitization meant that in a short time virtually all known communication 

technologies migrated from the analog world to the digital world: telephone, radio, television, 

mail, even -with great resistance- press … and many others were rapidly born under the new 

times: blogs, news aggregators, digital service providers, instant messaging ... At the same time, 

electronic commerce developed vertiginously, practically all financial services started to be 

provided online and consumers found in the network an infinite field of purchasing power, 

where the supply and the consumption of products and services was mixed without 

interruption. 3D printing allowed a complete customization of products made with new 

materials such as carbon fiber, products which could be reproduced anywhere. Nanotechnology 

and microchips incremented by myriads the number of inventions and applications, and 

offshore production started moving back to developed countries … just to mention some of the 

well-known consequences of this accelerated maelstrom in which humanity is immersed.  

The Third industrial revolution demonstrated that the era of linear changes, which has lasted 

millennia, was coming to an end. And the fast arrival of the Fourth Industrial Revolution places 

us today in a new context where changes take place vertiginously and there is no time any more 

for the law to exercise is function of guaranteeing the “social order” and gradually adjusting its 

postulates to a progressive societal change. 

To understand this process is it enough to visualize the convergence and intimate hybridization 

between the myriad of emerging technologies that develop at the same time and in a disjointed 

way. Up to now, humanity had faced step by step technologies developed in vertical silos, which 

allowed a more or less orderly and, above all, foreseeable evolution. But the new era is 

characterized by the creation of horizontal cyber-physical systems that break into a thousand 

pieces the classification of sciences inherited from the illustration and that need to be managed 

by open standards that should offer complete interoperability, that is, of common data formats 

and communication protocols capable of communicating with each other. And AI is, no doubt, 

the most obvious example of this new reality. 

If the reasoning set forth above is consistent, it looks naïf not to conclude that both legal and 

business repercussions are going to be huge, and that we should focus our attention above all 
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on a fundamental question, mainly whether the arrival of AI advices us to still continue insisting 

in a proposal of legal environment based on a multiplicity of specific regulations which 

imperatively need an extraordinary time-consuming decision-making process, or whether we 

should rather think on other ways of approaching the legal response. In other ways, whether it 

is or not true that time for adaptation is over, and time for reinvention has just arrived.  

Should we move from a solving conflicts approach to an avoiding conflicts one? Are there too 

many regulations? Do States truly have the capacity to regulate AI? Should the law be adapted 

to the arrival of AI, or the other way around? Should a one fits all approach the model, a field by 

field one, or a mixed of both? When should the law react? Before or after the arrival of 

singularity (point in time where machines will surpass humans in brain power)? When should a 

formal discussion on both ethical and legal aspects of the arrival of AI be opened? 

Laws addressing AI directly are few and not articulated. Is this good or bad? Do we need specific 

legislation addressing the new challenges and creating new rights and obligations as a general 

rule or it is more advisable to keep the present status quo and modify it punctually? We are still 

far from being able to offer a clear answer. 

On the one hand, it is necessary to recognize that AI opens very complex new legal issues, and 

that the legal order is not prepared to address them: all our legal models were designed to serve 

a society which does no longer exists. Not only that: AI generates enormous mistrust and fear, 

therefore an adequate and specific ethical and legal environment for AI should serve, beyond 

guaranteeing due legal certainty, to generate confidence in such tools, products or services, 

which should always aim at the progress of humanity. 

But on the other hand, it is not less true that AI evolves at exponential speed, so any attempt to 

regulate it arrives always too late … or too earlier!!! From this perspective, it might be more 

advisable to understand that the legal systems provide flexibility enough to apply well-known 

values and principles to new concepts and new technologies, so a prudent approach should be 

preferred. 

Perhaps, for the time being, a formula could be proposed that allows finding a balance between 

both extreme positions. What does seem urgent is to open channels to promote an open and 

honest dialogue between all the stakeholders (technicians, business developers, lawyers, etc.) 
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that allows reaching a better understanding of the different scenarios. Fortunately, many 

initiatives are driving this movement all over the world, as the example of the Montreal 

Declaration10 or the efforts of the European Commission11 show. In both cases the first 

conclusions advise a strategy based on solid guidelines rather than specific laws or regulations. 

Fostering this discussion should be precisely the main purpose of the FIDE Oxford Congress to 

be held in September 2019.  

II. The role of ethics, values, principles and human rights in the design of an AI system. 

Intelligence comes from the latin expression “intelligentia”, which derives from “intelligere”, and 

expresses the art of discerning, that is to say, the art of understanding and choosing through the 

technique of reading different things. Therefore, if machines are “intelligent” and “intelligence” 

means assessing between several options, the most urgent question should be to ascertain 

whether machines are completely free when exercising this capacity, or rather should be subject 

to certain principles12. 

▪ Should human dignity always prevail over any other consideration when regulating 

AI? 

▪ If this is the case, how to bring human rights into the discussion? 

▪ Should human rights have be respected in its integrity as a general rule? 

▪ Does it mean that any new technology should respect fundamental rights? 

▪ Should ethics be the cornerstone of the whole discussion around legal&business 

implications of AI? 

▪ And how can AI systems understand human values13? 

 
10 Montreal Declaration for a Responsible Development of Artificial Intelligence (2018). The Montreal 
Declaration has three main objectives: 1. Develop an ethical framework for the development and 
deployment of AI; 2. Guide the digital transition so everyone benefits from this technological revolution; 
and 3. Open a national (Canadian) and international forum for discussion to collectively achieve equitable, 
inclusive, and ecologically sustainable AI development. See also the six reports. 
11 European Commission, Building Trust in Human-Centric Artificial Intelligence [COM(2019/168 final), 8 
April 2019]  
12 As Asimov proposed when elaborating his well-known three laws of robotics: 1. A robot A robot may 
not injure a human being or, through inaction, allow a human being to come to harm; 2. A robot must 
obey the orders given it by human beings except where such orders would conflict with the First Law; 3. 
A robot must protect its own existence as long as such protection does not conflict with the First or Second 
Law (I. Asimov (1950), I, Robot (The Isaac Asimov Collection ed.). New York City: Doubleday. p. 40) 
13 J. Creighton, How Can AI Systems Understand Human Values?, 14 August 2019, available in 

https://docs.wixstatic.com/ugd/ebc3a3_506ea08298cd4f8196635545a16b071d.pdf
https://www.montrealdeclaration-responsibleai.com/reports-of-montreal-declaration
file://///Users/manueldesantes/Downloads/a.%252509High%20Level%20Expert%20Group%20on%20AI%20(AI%20HLEG),%20Ethics%20Guidelines%20for%20Trustworthy,%208%20April%202019
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Although this discussion is not all novel14, the truth is that only in recent years it has crystallized 

in numerous forums, which are extraordinarily useful to correctly dimension the questions at 

stake. For instance, the Future of Life Institute published in January 2017 the Asilomar IP 

Principles15 -including a) research issues (1-5), ethical and values (6-18), and long-term issues 

(19-23)-, and the Future of Humanity Institute, a multidisciplinary research institute at the 

University of Oxford created by Prof. Nick Bostrom16 around 15 years ago and which holds the 

Center for the Governance of AI17, publishes regularly very valuable studies on this matter18.  

At different level, the Partnership on AI is a non-profit organization founded by Amazon, Apple, 

Google/Deep Mind, Facebook, IBM and Microsoft, with the goal of formulating best practices 

for socially beneficial AI development19, and the High Level Expert Group on AI (AI HLEG) created 

in June 2018 by the European Commission has as a general objective to support the 

implementation of the European Strategy on AI, and has delivered until now two very relevant 

reports, mainly the Ethics Guidelines for Trustworthy20 and the Policy and investments 

Recommendations21 

The Ethics Guidelines proposes to build any AI system around three steps: first, the concept of 

trustworthy; second, the identification of a list of ethical principles and values; and third, the 

 
https://futureoflife.org/2019/08/14/how-can-ai-systems-understand-human-values/ 
14 As an example, vid Vid. the Preview of Gerd Leonhard, Technology versus Humanity. The coming class 
between man and machine, 2016. See also Futuristgerd and the 2017 video – The era of “Digital Ethics”: 
humanity on top of technology. According to him, to keep humanity on-top of technology we may need: 
1. A global digital ethics counsel: “Humanity Protection Agency”; 2. Exponential increased awareness, 
debating the key issues; 3. Self-regulation of data companies/platforms; 4. Exponential humanism in 
education; 5. AI non-proliferation agreements; and 6. New social contracts. 
15 The Asilomar IP principles were developed under the auspices of The Future of Life Institute 
16 See N. Bostrom, Superintelligence: Paths, Dangers, Strategies, Oxford, Oxford University Press, 2016 
(reprint).  
17 The Center for the Governance of AI (https://www.fhi.ox.ac.uk/govai/) strives to help humanity capture 
the benefits and mitigate the risks of AI.  
18 See, amongst other notable contributions, A. Dafoe, AI Governance: A Research Agenda, August 27th, 
2018; M. Brundage and others, The malicious use of Artificial Intelligence: Forecasting, Prevention, and 
Mitigation, February 2018; and J. Ding, Decifering China’s AI dream. the context, components, capabilities, 
and consequences of China’s strategy to lead the world in AI. 
19 The Partnership on AI to Benefit People and Society (https://www.partnershiponai.org/) has six 
thematic pillars: 1) Safety-critical AI, 2) Fair, transparent, and accountable AI, 3) AI, Labor and the 
Economy, 4) Collaborations Between People and AI Systems, 5) Social and Societal Influences of AI, and 
6) AI for Social Good. Recently, many other organizations like UNICEF, Accenture Intel, Sony, Salesforce 
and Amnesty International have joined the Partnership. 
20 High Level Expert Group on AI (AI HLEG), Ethics Guidelines for Trustworthy, 8 April 2019 
21 High Level Expert Group on AI, Policy and investments Recommendations, 26 June 2019 
 

https://futureoflife.org/2019/08/14/how-can-ai-systems-understand-human-values/
https://www.techvshuman.com/wp-content/uploads/2016/07/Technology-vs.-Humanity-Ch-1-Prologue-to-the-Future-Gerd-Leonhard-Preview-.pdf
https://www.futuristgerd.com/old_lib/2016/09/Technology-versus-Humanity-Gerd-Leonhard-Presentation-Futurist-London.pdf
https://www.fhi.ox.ac.uk/govai/
https://www.fhi.ox.ac.uk/wp-content/uploads/GovAIAgenda.pdf
https://img1.wsimg.com/blobby/go/3d82daa4-97fe-4096-9c6b-376b92c619de/downloads/1c6q2kc4v_50335.pdf
https://img1.wsimg.com/blobby/go/3d82daa4-97fe-4096-9c6b-376b92c619de/downloads/1c6q2kc4v_50335.pdf
https://www.fhi.ox.ac.uk/wp-content/uploads/Deciphering_Chinas_AI-Dream.pdf
https://www.fhi.ox.ac.uk/wp-content/uploads/Deciphering_Chinas_AI-Dream.pdf
https://www.partnershiponai.org/
https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai
https://ec.europa.eu/digital-single-market/en/news/policy-and-investment-recommendations-trustworthy-artificial-intelligence


 
 

www.fidefundacion.es 

140 

enumeration of seven requirements to be met by any AI system.  

A trustworthy AI system implies necessarily the assumption of three components: it has to 

comply with all laws and regulations (Legal), has to ensure adherence to ethical principles and 

values (Ethics), and it has to be robust, both from both a technical and a social perspective 

(Robust). The Guidelines deal specifically with the identification of the ethical principles - respect 

for human autonomy, prevention of harm, fairness, and explicability- and its correlated values, 

pointing out that a specific attention should be given to situations involving more vulnerable 

groups, to situations characterized by asymmetries of power or information 

(employers/workers, businesses/consumers), and to the acknowledgement of risks and the 

adoption of adequate measures to mitigate them: democracy, rule of law, distribute justice, etc. 

As a result, the High Level Group was in a position to propose a list of seven requirements to be 

met by any AI system: a) Human agency and oversight, b) Technical robustness and safety, c) 

Privacy and data governance, d) Transparency, e) Diversity, non-discrimination and fairness, f) 

Environmental and societal well-being, and g) Accountability. This assessment list is not 

exhaustive and has to be adapted to each specific case. Given the context-specificity of AI 

systems, it should be advisable, the case being, to think on the possibility of also reflecting on a 

sectorial approach. 

III. Towards an EU Human-centric AI approach 

The EU is at a crossroad. It is clear to all that the development of a solid structure that enables 

the development of AI in all its member states is one of the fundamental challenges facing the 

European construction now. 

The EU should find, however, its own model, and none of those who have already presented 

their credentials merit to be followed: neither the one proposed by the United States, whose 

nuclear axis goes around profit maximization and free market, nor the proposed by China, 

characterized by a tight government control22. 

Rather, the EU has the potential to lead a vision of the development of AI that revolves around 

 
22 J. Ding, Decifering China’s AI dream. the context, components, capabilities, and consequences of 
China’s strategy to lead the world in AI. 

https://www.fhi.ox.ac.uk/wp-content/uploads/Deciphering_Chinas_AI-Dream.pdf
https://www.fhi.ox.ac.uk/wp-content/uploads/Deciphering_Chinas_AI-Dream.pdf
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three premises: first, the existence of a consistent set of norms that translate the values and 

principles on which European construction rests; second, the location of the strategy in a 

broader framework chaired by the reflection on the future of the European construction; and 

third, and above all, the understanding that whatever AI strategy elaborated by the EU should 

place human beings at the center of the discussion23. 

AI systems do not operate in a vacuum or in a lawless society: “all legal rights and obligations 

that apply to the processes and activities involved in developing, deploying and using AI systems 

remain mandatory and must be duly observed”24. From an EU perspective, these legal sources 

refer to a) EU primary law (Treaty of the European Union (TEU), Treaty of the Functioning of the 

European Union (TFEU), Charter of Fundamental Rights (i.e.., articles related to freedom to 

conduct a business, freedom of the arts and sciences, data protection, non-discrimination …), 

General international conventions (i.e.. UN Human Rights Treaties, European Convention on 

Human Rights), and EU secondary law, mainly the General Data Protection Regulation (GDPR)25, 

the Regulation on the Free Flow of non-Personal Data26, the Product liability Directive27, and a 

set of Directives on Consumer law, on Safety and Health at work, on Non-discrimination, and on 

specific sectors, like the Medical device Regulation (Health care sector).  

The EU28 and its Member States29 have acknowledged repeatedly that AI has become an area of 

 
23 European Commission, Artificial Intelligence for Europe [COM(2018) 237 final, 25 April 2018]. 
24 High Level Expert Group on AI (AI HLEG), Ethics Guidelines for Trustworthy, 8 April 2019, p. 6. 
25 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free movement 
of such data, and repealing Directive 95/46/EC (General Data Protection Regulation). 
26 Regulation (EU) 2018/1807 of the European Parliament and of the Council of 14 November 2018 on a 
framework for the free flow of non-personal data in the European Union. 
27 Council Directive of 25 July 1985 on the approximation of laws, regulations and administrative 
provisions of the Member States concerning liability for defective products  
28 The European Council (Doc. EUCO 14/17, paragraph 11) asked the Commission in its meeting held on 
19 October 2017 to propose as earlier as possible in 2018 a EU approach to AI 
(https://www.consilium.europa.eu/media/21604/19-euco-final-conclusions-en.pdf), and the Council of 
ministers invited the Commission on 28 June 2018 to work with Member states on a coordinated plan on 
Artificial Intelligence (Doc. EUICO 9/18, paragraph 20), and welcomed the Commission’s Communication 
on the Coordinated Plan on 11 February 2019 (Doc. 6177/19, available at 
https://data.consilium.europa.eu/doc/document/ST-6177-2019-INIT/en/pdf 
29 On 10 April 2018, 25 European countries (24 EU + Norway) signed a Declaration of cooperation on 
Artificial Intelligence (the other 4 EU Member States signed some months later) where the Member States 
agreed to work together on the most important issues raised by Artificial Intelligence, from ensuring 
Europe's competitiveness in the research and deployment of AI, to dealing with social, economic, ethical 
and legal questions. 

file://///users/manueldesantes/Downloads/REGULATION%20(EU)%202016/679%20OF%20THE%20EUROPEAN%20PARLIAMENT%20AND%20OF%20THE%20COUNCIL%20of%2027%20April%202016%20on%20the%20protection%20of%20natural%20persons%20with%20regard%20to%20the%20processing%20of%20personal%20data%20and%20on%20the%20free%20movement%20of%20such%20data,%20and%20repealing%20Directive%2095/46/EC%20(General%20Data%20Protection%20Regulation)
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018R1807&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:31985L0374&from=EN
https://ec.europa.eu/transparency/regdoc/rep/1/2018/EN/COM-2018-237-F1-EN-MAIN-PART-1.PDF
https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai
https://www.consilium.europa.eu/media/21604/19-euco-final-conclusions-en.pdf
https://data.consilium.europa.eu/doc/document/ST-6177-2019-INIT/en/pdf
file:///C:/Users/manueldesantes/Downloads/SignedDeclarationofCooperationonAIpdf%20(2).pdf
file:///C:/Users/manueldesantes/Downloads/SignedDeclarationofCooperationonAIpdf%20(2).pdf
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strategic importance and a key driver of economic development. Consequently, and from its 

own first Communication30, the European Commission designed an EU AI approach where the 

pillars31, the objectives32 and the broader framework had to be clearly identified. Placing the AI’s 

strategy in a broader framework was a necessary exercise, and the Commission rightly suggested 

four axes: the digitization of European Industry33, the Digital Single Market Strategy34, the White 

Paper on the Future of Europe35, and the EU Industrial Policy Strategy36. The results, until now, 

are reflected in three Communications from the European Commission37, and two very relevant 

reports from the High Level Expert Group on AI38. 

All of the above was the necessary ammunition to allow the Commission to define a Human-

centric AI approach around the concept of trust: “AI is not an end in itself, but a tool that has to 

serve people with the ultimate aim of increasing human well-being”39, “Any AI strategy 

elaborated by the EU should place human beings at the center of the discussion”40, and “AI 

systems need to be human-centric, resting on a commitment to their use in the service of 

humanity and the common good, with the goal of improving human welfare and freedom… This 

 
30 European Commission, Artificial Intelligence for Europe [COM(2018) 237 final, 25 April 2018]. 
31 Three pillars: a) being ahead of technological developments and encouraging uptake by the public and 
private sectors, b) thoroughly preparing all affected instances for the profound socio-economic changes 
brought about by AI, and c) ensuring an appropriate ethical and legal framework 
32 Four objectives: a) to boost the EU’s research and industrial capacity and to put AI at the service of 
European citizens and economy; b) to stay at the forefront of this technological revolution; c) to ensure 
competitiveness; and d) to shape the conditions for its development and use, ensuring respect of 
European values. 
33 Digitising European Industry. Reaping the full benefit of a Digital Single Market [COM(2016) 180 final, 
19 April 2016] 
34 A Digital Single Market Strategy for Europe [COM(2015) 192 final, 6 May 2015]; A Digital Single Market 
Strategy for Europe – Analysis and Evidence - Commission Staff Working Document [SWD(2015) 100]; and 
Mid-Term Review on the implementation of the Digital Single Market Strategy. A Connected Digital Single 
Market for All [COM(2017) 228 final, 10 May 2017] 
35 White paper on the Future of Europe. Reflections and scenarios for the EU27 by 2025 COM(2017) 2025 
final, 1 March 2017] 
36 Investing in a smart, innovative and sustainable Industry. A renewed EU Industrial Policy Strategy 
[COM(2017) 479 final, 13 September 2017] 
37 European Commission, Artificial Intelligence for Europe [COM(2018) 237 final, 25 April 2018]; European 
Commission, Coordinated Plan on Artificial Intelligence and Annex [COM(2018) 795 final, 7 December 
2018]; European Commission, Building Trust in Human-Centric Artificial Intelligence [COM(2019/168 
final), 8 April 2019] 
38 High Level Expert Group on AI (AI HLEG), Ethics Guidelines for Trustworthy, 8 April 2019; High Level 
Expert Group on AI, Policy and investments Recommendations, 26 June 2019. 
 
39 European Commission, Building Trust in Human-Centric Artificial Intelligence [COM(2019/168 final), 8 
April 2019]  
40 European Commission, Artificial Intelligence for Europe [COM(2018) 237 final, 25 April 2018]. 

https://ec.europa.eu/transparency/regdoc/rep/1/2018/EN/COM-2018-237-F1-EN-MAIN-PART-1.PDF
https://ec.europa.eu/transparency/regdoc/rep/1/2016/EN/1-2016-180-EN-F1-1.PDF
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52015DC0192&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52015SC0202&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52015SC0202&from=EN
https://eur-lex.europa.eu/resource.html?uri=cellar:a4215207-362b-11e7-a08e-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:b739b382-ff4f-11e6-8a35-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://ec.europa.eu/transparency/regdoc/rep/1/2017/EN/COM-2017-479-F1-EN-MAIN-PART-1.PDF
https://ec.europa.eu/transparency/regdoc/rep/1/2018/EN/COM-2018-237-F1-EN-MAIN-PART-1.PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:22ee84bb-fa04-11e8-a96d-01aa75ed71a1.0002.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:22ee84bb-fa04-11e8-a96d-01aa75ed71a1.0002.02/DOC_2&format=PDF
file://///Users/manueldesantes/Downloads/a.%252509High%20Level%20Expert%20Group%20on%20AI%20(AI%20HLEG),%20Ethics%20Guidelines%20for%20Trustworthy,%208%20April%202019
https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai
https://ec.europa.eu/digital-single-market/en/news/policy-and-investment-recommendations-trustworthy-artificial-intelligence
file://///Users/manueldesantes/Downloads/a.%252509High%20Level%20Expert%20Group%20on%20AI%20(AI%20HLEG),%20Ethics%20Guidelines%20for%20Trustworthy,%208%20April%202019
https://ec.europa.eu/transparency/regdoc/rep/1/2018/EN/COM-2018-237-F1-EN-MAIN-PART-1.PDF
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is the path that we believe Europe should follow to become the home and leader of cutting-

edge and ethical technology. It is through Trustworthy AI that we, as European citizens, will seek 

to reap its benefits in a way that is aligned with our foundational values of respect for human 

rights, democracy and the rule of law”41. 

A Human-centric approach to AI should foster a discussion all around Europe on relevant issues 

which have a capital incidence on the legal AI framework, mainly the following: 

a) Is the role of AI systems to replace human decisions, so decreasing an or limiting human 

autonomy (Machines in command) or rather supporting humans in order to allow them 

to make better choices and being more efficient (Humans in command)? 

b) What is the relevance of the concept of “human oversight”? If AI systems should not 

undermine human autonomy and should not cause adverse effects, several Governance 

mechanisms should be put in place, depending on the circumstances: 1) Humans should 

intervene in every decision through a direct participation (Human-in-the-loop); 2) 

Humans should be capable to intervene at any moment, and monitor the system, but 

not necessarily through a direct intervention (Human-on-the-loop); 3) Humans should 

be capable to oversee the overall activity of the AI-system, assume control and decide 

when and how a system should be used (Human-in-command). 

c) What should be the role of public authorities: should they directly control any AI system, 

or rather should they be able to correctly exercise their supervision capabilities? 

d) What is the relevance of the control measures included in all AI-based systems? As a 

general rule, it could be concluded that less human supervision means more control and 

need of governance, and the other way around. 

e) What should the algorithm requirements be? Algorithms should be secure, reliable and 

robust in order to be able to deal with errors and inconsistencies, and cope with 

erroneous results. 

f) What should be the characteristics of an AI system? Reliability, Resilience, Capable of 

ensure a fallback plan in case of problems, Accuracy of its decisions, Reproducibility of 

outcomes, and Verifiability at every step. 

g) How should privacy and data protection at all stages of the AI system’s life cycle ensure 

the effectiveness of a human-centric approach? Individuals should have full control over 

 
41 High Level Expert Group on AI (AI HLEG), Ethics Guidelines for Trustworthy, 8 April 2019, p. 4). 

https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai
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their own data, and data concerning individuals should not be used to harm or 

discriminate against them 

h) What are the main characteristics of a Data governance structure? 1) Data sets should 

have high quality: prior to the training of an IP system, all possible biases, inaccuracies, 

errors and mistakes should be checked; 2) Integrity of data has to be ensured in every 

step: planning, training, testing, and deployment; and 3) Access to data should be 

assured and governed. 

i) What is the meaning of transparency as a key concept in the design of an AI system? 

Transparency refers to both a) data and system: traceability (logging and documenting 

the entire process and the decisions made by the AI systems) and explainability of both 

the algorithmic decision-making process; and b) business model: how the AI system 

affects the organizational decision-making process 

j) Why is so relevant to address the very beginning of the development of an AI system all 

possible sources of discrimination? Because inadvertent historic bias, incompleteness 

and bad governance models, intentional exploitation of biases of unfair competition are 

always likely to ruin any trust generated in the system. 

Finally, any human-centric AI system should be able to demonstrate its positive individual and 

social impact (Sustainability and ecological responsibility), and to ensure at any moment both 

the responsibility and the accountability for both the system and for its decisions. Consequently, 

the auditability of AI systems is essential, as well as availability of the reports, the impact 

assessments should rapidly identify, assess, document and minimize possible negative effects of 

any AI system, and, if negative effects happen, adequate redress should be assured. 

IV. CONCLUSIONS OF WORKING GROUP REGULATORY CHALLENGES (III): ARTIFICIAL 

INTELLIGENCE (AI) AND DATA ECONOMY: LEGAL & BUSINESS IMPLICATIONS FOR INDUSTRY 

4.0. 

The discussion round around the risks, challenges and opportunities of Europe in an 

environment of IP and Industry 4.0. The group agreed on the following issues, which could serve 

as a guidance for the future: 

1. It has to be acknowledged that the construction of the EU Digital Market has been 

notably accelerated during the last years. Dozens of measures have been taken, and for 
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the first time there is a common vision all around the EU, and a clear leadership from 

the European Commission 

2. However, Europe is still deeply lagging behind the US and China not only when 

addressing the digitalization of the EU economy (Third Industrial Revolution) but, most 

of all, when taking the consequences of the simultaneous development of a number of 

superstructures (big data, computing capacity, connectivity, telematics, massive 

development of algorithms, embedded systems, softwarization of the society, …) 

allowing the enhancement of a plurality of technologies hybridized and fully 

interconnected, such as Robotics, Augmented reality, Virtual reality, 3D and 4D Printing, 

Digital Mock-up, Artificial intelligence (machine learning, deep learning), Radio-

frequency identification (RFID), Cobotics: interface between human brain science and 

robotics, Blockchain, Contactless, Bluetooth, Digital Biotechnology, Bioengineering, 

Biometrics, Nanotechnology, Wearable technologies, Genomics or High performance 

batteries (Fourth Industrial Revolution). 

3. Doing nothing (business as usual or “déjà vu”) or merely adapting structures to this new 

situation (“toilettage”) is not an option. The risks are too high. Europe will only address 

these challenges if adopting a radical approach, headed by scenarios both disruptive and 

reinventive. There is no Plan B. The European Council should take this matter as a 

priority for the future of Europe, and acknowledge that our companies are sociologically 

old fashion, labour transformation is far from being agreed, and the transfer of 

technology approach is completely out of date: as a consequence, massive investment 

in algorithms, applications or robotics is necessary. 

4. From a European perspective, a key issue for the next years is arriving to the 

understanding all over the world -not only in Europe- that a human centric approach to 

the technological challenges is absolutely crucial, and that the whole debate should 

focus on the fertilization between “algorithms and androrithms”. All regulatory 

challenges should be understood under this headset. 

FIDE should assume both responsibility and leadership while addressing this debate, prioritizing 

it and always promoting and European and worldwide vision. 
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IX. TAX CHALLENGES ARISEN FOR THE DIGITALISED ECONOMY 
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Tax challenges arisen for the digitalised economy (OECD and EU 
approach)1 
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Executive Summary  

Digital companies and their new technologies have created new business models, very 

different from traditional models that have been putting the existing international tax 

rules under pressure. This articles briefly reflect different solutions presented by the 

OECD and the EU for facing a general claim to update the traditional rules in order to 

obtain a tax fairness (a level playing field for all business, traditional & digital models). 

A consensual solution has not been yet reached. 

 

 
  

 
1 Contribution dated March 2020. 
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I. STATE OF PLAY: FROM TRADITIONAL MODELS TO DIGITAL MODELS. 

The economy is more globalized over recent decades. In addition, new technologies have 

facilitated new business models that have been putting the existing traditional models under 

pressure.  

There is a global claim that the international tax rules configurated for traditional models need 

to be updated in order to obtain a tax fairness (a level playing field for all business, traditional & 

digital models). 

The digital companies grow faster (14% compared with 0.2%/3% of traditional business) and rely 

less than non-digital business on a physical presence for performing their activities which allow 

them to decide from where they want to operate.  

The result of this is w hile the same goods and services provided in a more traditional way would 

normally be subject to taxes, these ‘digital’ activities often remain untaxed in the country where 

the service is provided.   

Therefore, it´s a clear fact that is that the digital companies pay lower tax rates than traditional 

business (companies with digital business models pay a 9.5% effective tax rate in comparison 

with companies with traditional business models which pay an effective tax rate of 23.2%2). We 

need to bear in mind that the problem is not that these companies pay less taxes but that the 

profits are not taxed in the right place and the reason is because the value is created in multiple 

countries and is unclear with current international tax rules where to subject to tax the profits. 

The digital companies have different characteristics than traditional companies, they can grow 

without physical presence in a territory, there is a particular relevancy of intangibles and 

Intellectual Property (IP) and the success of such companies depends on data or user 

participation. 

During decades, the first and most important principle in the international tax system is said to 

be the physical presence rule. For internationally operating companies that offer goods and 

services digitally, a physical presence is no longer necessary in order to be able to acquire a 

significant market position in a country. This is the reason why the characteristics of these new 

 
2 https://ec.europa.eu/commission/presscorner/detail/en/MEMO_18_2141  

https://ec.europa.eu/commission/presscorner/detail/en/MEMO_18_2141
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digital business models are difficult to reconcile with the principles of the current international 

tax system. 

 

The underlying idea of the digital economy is that value creation does not take place only where 

companies are physically present. In the digital economy, value creation also takes place where 

companies collect data from customers and users. 

 

Hence, the aim of OECD/EU proposals is addressing the tax challenges of the digitalisation of the 

economy, which is among others, to shift taxation rights of profits from countries where 

companies develop their products and services, to countries where they sell them. 

 

The aim of OECD/EU proposal is to ensure companies pay “right taxes” in the “right place” 

(where the company has a significant economic presence) and the real challenge of the proposal 

is to fix where to tax and what to tax. 

 

In order to obtain this result, OECD and the UE have agreed that it´s required to revise the 

current nexus rules (new rules that identifies a significant business presence in the market 

jurisdiction without physical presence) and profit allocation rules ( rules that determine the 

relevant share of profit that will be subject to taxes) 

II. A GLOBAL CONSENSUS: PROPOSAL OF THE OECD/EU. 

The taxation of enterprises that use digital technology has been high on the political agenda for 

years. 

The OECD Base Erosion and Profits Shifting (BEPS) agenda included addressing the tax challenges 

of the digital economy as its first action item . A report exploring the difficult issues of this debate 

was released in 2015. Since that report, the OECD held a public consultation in 2017 in the 

context of the Task Force on the Digital Economy (TFDE) and in 2018 issued an interim report 

called “Tax Challenges Arising from Digitalisation”. 

More recently, the European Union’s (EU) digital tax strategy proposes both interim measures 

and a long-term solution . 
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Following, it is a briefing of both proposals. 

1.- OECD PROPOSAL 

The OECD on May 29, 2019 presented a document called “Programme of Work to Develop a 

Consensus Solution to the Tax Challenges Arising from the Digitalisation of the Economy” .  

The first part of the document is focused on the allocation of the profits of a multinational 

business among the countries in which the business is carried on, including countries in which 

the business has no physical presence but does have customers and/or users of its goods or 

services. 

According with the OECD, existing “profit allocation rules” and existing “nexus rules” since these 

rules do not allow a country to impose net income tax on a non-resident business that has 

customers or users in a country but without any physical presence in this territory. 

With regard the profit allocation rule, the OECD presented several approaches to determine the 

amount of profits subject to the new taxing right and the allocation of those profits (also losses) 

among all jurisdictions of a business’ value chain rules. The OECD proposed several methods for 

determining profits and losses subject to tax: a modified residual profit split method, a fractional 

apportionment method and a distribution-based approach. 

After several months of internal and external debates, these proposals have been narrowed 

down in a document published as public consultation “Secretarial proposal for a “unified 

approach” under pillar one” last 9 of October 2019. The proposal includes a reallocation of taxing 

rights based on the level of profitability and where a company makes its sales. Therefore, a 

company with sales in different jurisdictions would pay more taxes under this new approach 

than it does under current rules. 

With regard the “new profit allocation rule”, it would be applicable to taxpayers within the 

scope, and irrespective of whether they have an in-country marketing or distribution presence 

(permanent establishment or separate subsidiary) or sell via unrelated distributors. 

At the same time, the approach largely retains the current transfer pricing rules based on the 

arm’s length principle but complements them with formula based solutions in areas where 
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tensions in the current system are the highest. The Unified Approach rejects the application of 

the current Articles 7 and 9 arm’s length approach of the OECD Model Convention to determine 

the allocation of the profits to enterprises that fall within the scope of the new economic nexus 

article. 

The new rules for establishing taxing rights include a new concept in international taxation: that 

of a remote, non-physical, taxable presence (i.e. a taxable presence without traditional physical 

presence) and a new set of standards for identifying when such a remote taxable presence 

exists. 

The program of work contemplates the recognition of non-physical taxable presence through 

either: 

• Amending the definition of a “permanent establishment” (PE) in Article 5 of the OECD 

Model Convention, and potential ensuing changes to Article 7 of the OECD Model 

Convention “taxation of business profit”, by deeming a PE to exist where an MNE has “a 

remote yet sustained and significant involvement in the economy”; or 

• Creating an entirely new and separate rule for a non-physical nexus that would operate 

in addition to the concept of PE. 

In either case, the key consideration in determining nexus will be determining the indicators that 

demonstrate that an MNE is participating in the economy of a jurisdiction (beyond mere sales 

to customers located there from a remote location). 

The program of work also recognizes the need to ensure the new taxing right does not lead to 

double taxation, adversely impact existing tax treaties, or cause administrative complication. 

The recent OECD releases indicate that the key features of the Pillar One solution will be locked-

in by July 2020, with a goal of a final report by the end of 2020 that will set out the technical 

details of the consensus-based solution. 

The OECD has presented an analysis showing significant impact of proposed international tax 

reforms under Pillars 1 and stated that these new rules would lead to a significant increase in 

global tax revenues. 
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Currently, outdated global tax system and cross-border tax rules are set to be rewritten under a 

joint pledge from 200 jurisdiction (all members of the Inclusive Framework and a large number 

of developing countries) and 27000 MNEs groups. Nevertheless, consensus is far from being 

easily reached if we consider that in December 2019, the U.S has proposed to give multinational 

companies the option of being taxed under existing rules or the future arrangements which are 

under negotiation at the OECD. Taking into account that the biggest digital companies are US 

companies, if the US persists in this position, it will make a global solution very improbable. 

The idea of the OECD seems interesting but there are many challenges arising from the OECD 

project as the following: 

1.- Consensus document: The first challenge is to create a document with clear 

recommendations to address all potential problems. Once the document is published another 

challenge is the necessity to reach consensus on changes the existing international tax system. 

It is difficult to believe that all the countries are willing to accept exactly what the OECD would 

recommend in the new standards. It´s required a clear and practical commitment of all 

stakeholders on this subject far from political statements. 

2.- Multilateral dispute: In all methods suggested there will be an adjustment between 

countries (source and resident countries) and this will change the allocation profit rights and this 

will increase the multilateral disputes. This will require the develop of efficient ways to resolve 

those disputes. Traditional arbitration procedures should be adapted to multilateral context 

3.-Double Taxation problems and tax relief mechanism: As new taxing rights are likely to lead 

to more disputes over double taxation. It may not be immediately clear which member(s) of an 

MNE group should be considered to derive the relevant income. This leads to questions about 

how, in practice, source jurisdictions would exercise the reallocated taxing rights, and how 

residence jurisdictions would provide relief from double taxation of the relevant income. It is 

also recognised that the new taxing right may raise new questions relating to the sufficiency of 

existing double tax relief mechanisms. 

4.- Changes in the existing double tax treaties: Any proposal seeking an allocation of taxing 

rights over a portion of a non-resident enterprise’s business profits in the absence of physical 

presence and computed other than in accordance with the arm’s length principle would require 
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changes to existing tax treaties if they are to be successfully implemented. 

2.- EU PROPOSAL 

On 21 March 2018, the European Commission published a package on fair taxation of the 

digital economy.  

The package contains two legislative proposals: 

▪ The first initiative aims to reform corporate tax rules so that profits are registered and 

taxed where businesses have significant interaction with users through digital channels. 

▪ The second proposal responds to calls from several Member States for an interim 

tax which covers the main digital activities that currently escape tax altogether in the 

EU. 

The European Commission also proposed a Recommendations3 to the Member States to amend 

their double tax treaties with third countries, so that the above rules also apply to non-EU 

companies. The objective of the recommendations is to address situations involving non-EU 

jurisdictions without violating the Member States’ existing treaties. 

Proposal 1: A common reform of the EU's corporate tax rules for digital activities 

This proposal for a Directive laying down rules relating to the corporate taxation of a significant 

digital presence has a broader scope than the second proposal (i.e Digital Services Tax). 

It is designed to introduce a “taxable nexus” for digital businesses operating within the EU with 

limited or no physical presence. It also sets out the principles for “attributing profits” to 

businesses having such a “significant digital presence.” 

This proposal would enable Member States to tax profits that are generated in their territory, 

even if a company does not have a physical presence there. The new rules would ensure that 

online businesses contribute to public finances at the same level as traditional 'brick-and-mortar' 

 
3https://ec.europa.eu/taxation_customs/sites/taxation/files/commission_recommendation_taxation_si
gnificant_digital_presence_21032018_en.pdf  

https://ec.europa.eu/taxation_customs/sites/taxation/files/commission_recommendation_taxation_significant_digital_presence_21032018_en.pdf
https://ec.europa.eu/taxation_customs/sites/taxation/files/commission_recommendation_taxation_significant_digital_presence_21032018_en.pdf
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companies. 

A digital platform will be deemed to have a taxable 'digital presence' or a virtual permanent 

establishment in a Member State if it fulfils one of the following criteria: 

▪ It exceeds a threshold of €7 million in annual revenues in a Member State 

▪ It has more than 100,000 users in a Member State in a taxable year 

▪ Over 3000 business contracts for digital services are created between the company and 

business users in a taxable year. 

The new rules will also change how profits are allocated to Member States in a way which better 

reflects how companies can create value online: for example, depending on where the user is 

based at the time of consumption. 

Ultimately, the new system secures a real link between where digital profits are made and where 

they are taxed. 

The directive would be applicable to EU taxpayers as well as to enterprises that are established 

in a non-EU jurisdiction and that have no double tax treaty with the Member State in which they 

have a significant digital presence. However, it would not affect taxpayers established in a non-

EU jurisdiction where there is a double tax treaty in force, unless that treaty includes a similar 

provision on digital presence. 

The proposed rules on profit allocation are mainly based on the current OECD framework 

applicable to permanent establishments and suggest one of the method proposed (i.e the profit 

split) as preferred method. Nevertheless, the directive also details a list of economically 

significant activities that should be taken into account to reflect the fact that value is created 

where users are based and data is collected. 

Proposal 2: An interim tax on certain revenue from digital activities 

This interim tax4 ensures that those activities which are currently not effectively taxed would 

 
4https://ec.europa.eu/taxation_customs/sites/taxation/files/proposal_common_system_digital_service
s_tax_21032018_en.pdf 

https://ec.europa.eu/taxation_customs/sites/taxation/files/proposal_common_system_digital_services_tax_21032018_en.pdf
https://ec.europa.eu/taxation_customs/sites/taxation/files/proposal_common_system_digital_services_tax_21032018_en.pdf
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begin to generate immediate revenues for Member States. 

It would also help to avoid unilateral measures to tax digital activities in certain Member States 

which could lead to a patchwork of national responses which would be damaging for our Single 

Market. 

Unlike the common EU reform of the underlying tax rules, this indirect tax would apply 

to revenues created from certain digital activities which escape the current tax framework 

entirely. 

This system will apply only as an interim measure, until the comprehensive reform has been 

implemented and has inbuilt mechanisms to alleviate the possibility of double taxation. 

The tax will apply to revenues created from activities where users play a major role in value 

creation and which are the hardest to capture with current tax rules, such as those revenues: 

▪ created from selling online advertising space 

▪ created from digital intermediary activities which allow users to interact with other 

users and which can facilitate the sale of goods and services between them 

▪ created from the sale of data generated from user-provided information. 

Tax revenues would be collected by the Member States where the users are located, and will 

only apply to companies with total annual worldwide revenues of €750 million and EU revenues 

of €50 million. 

This will help to ensure that smaller start-ups and scale-up businesses remain unburdened. An 

estimated €5 billion in revenues a year could be generated for Member States if the tax is applied 

at a rate of 3%. 

We need to consider that to be implemented, both of the Commission’s digital tax proposals 

would need to gain unanimous support among EU Member States.  

Some Member States expressed their concerns with respect to the functioning of the DST. These 

concerns were, for example, that the DST is a revenue tax, which means that the tax must also 

be paid when the company makes a loss. High and low margin companies pay the same level of 
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tax, as the tax is based on revenues. 

Also, this DST would not be creditable against corporate income tax in the home country of the 

company, as normally only profit taxes can be taken into account as foreign tax credit. In this 

respect the possibility to deduct the DST as an expense should only partially mitigate the risk of 

double taxation.  

Individual countries’ political and economic concerns may make this challenging, especially for 

the “interim” DST proposal, which some Member States fear may negatively affect some key 

industries and trade relationships. 

The proposed digital services tax has been designed with large and highly profitable companies 

in mind, but in practice, the tax burden would be passed on to consumers. Therefore, the tax 

will not meet the aim for which it was created. 

Due to the reticence of several member states, the original proposal, introduced in March 2018, 

was agreed during the ECOFIN of 4 December 2018 to target only revenues from digital 

advertising, the proposal was presented in march 2019  and significantly narrowed the scope 

from the original proposal in March 2018. 

Despite the changes of 2019, for the moment Ireland, Sweden and Denmark are set to maintain 

their opposition to the EU’s digital tax, forcing finance ministers to put on hold the European 

solution and focus instead on the OECD’s ongoing work to levy digital companies.  

Nevertheless, it´s relevant to underline that if no compromise was reached at global level by the 

end of the year, the EU Commission would propose changes at EU level.  

As a result of the lack of consensus mentioned, there are several individual countries, including 

in the EU, that plan to move ahead with their own, separate Digital Service Tax proposals5. 

Unilateral measures are the simplest for a county to adopt, as they do not require the agreement 

of other countries. However, in general, such protectionist measures are not particularly 

 
5 For more details about the Spanish Digital Tax see article published by Lampreave Márquez, Patricia: 
http://kluwertaxblog.com/2020/02/24/spain-has-approved-the-digital-service-tax-the-controversy-is-
served/  

http://kluwertaxblog.com/2020/02/24/spain-has-approved-the-digital-service-tax-the-controversy-is-served/
http://kluwertaxblog.com/2020/02/24/spain-has-approved-the-digital-service-tax-the-controversy-is-served/
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effective and likely to draw legitimate retaliation from third countries.  

III. CONCLUSIONS 

The OECD and the EU stressed the importance of reaching a global and international consensus 

on the issues as there are concerns that a proliferation of uncoordinated and unilateral actions 

would not only undermine the relevance and sustainability of the international framework for 

the taxation of cross-border business activities, but will also more broadly adversely impact 

global investments and growth. 

There is broad agreement among EU member states and in other parts of the world that 

something should change in international tax policy to address the challenges of taxation in the 

digital economy. All companies (regardless of their business models) should pay taxes in the 

right place. At its core, the digital debate is about reallocating taxable profits from one taxing 

jurisdiction to another. The differences are in their approaches to tackle the problem and for 

the moment being there is a lack of consensus on that issue. 

What appears to be clear is that the OECD is driving hard to obtain consensus, but for the 

moment, this consensus, is complicated by diverging positions. 

In the event that no compromise will be reached at global level by the end of the year, the EU 

Commission would propose changes at EU level, including the digital service tax. The mentioned 

tax could result in an increase of tax disputes for reason of double taxation, particularly when 

charged on revenues which are already subject to corporate income tax in a particular 

jurisdiction. 

The failure to have reached a consensus on a temporary EU digital tax has led to unilateral 

measures adopted by the countries (i.e. unilateral digital service tax) which result in 

unproductive consequences for the global community (i.e new trade wars between the US and 

some Member states of the EU).  
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EXECUTIVE SUMMARY 

A. Issues 

The entry of Big Tech players into banking is likely to have a significant impact on 

competition around the world, and especially in Europe and the US.  These platforms have 

large customer bases and possess unmatched amounts of data, including soft information 

that can be used to assess the creditworthiness of their customers. Thus, they may be able 

to provide financial services with a competitive edge over traditional banks.   

Their entry may initially benefit consumers because of increased competition, the 

availability of better functionality and quality as well as innovative financial products and 

services.  But in the long term the entry of Big Tech into the payment services market and 

the market for the origination and distribution of credit to consumers and SMEs may 

eventually harm competition, reduce consumer welfare and bring about an increase in 

financial instability.  Experience from other markets clearly shows that when Big Techs 

enter a new market, they are able to leverage their proven ability to tailor their services 

around customers’ needs, exploit economies of scope (e.g., in relation to user data), and 

cross-subsidise their services with the services they offer in other markets, so that they 

 
1 Contribution dated March 2020. 
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scale up very quickly.  Furthermore, banks may become dependent on the Big Tech 

platforms, which may become “gatekeepers” to markets and consumers, especially if they 

lose their soft information advantages as they become marginalised in payment services 

and consumer and SME lending.  The drastic impact of Big Tech on retail banking has 

already been felt in Asia and there is no reason why the effect is likely to be different in 

Europe and the US.  

The current regulatory approach places banks at a competitive disadvantage against 

newcomers, and especially Big Techs.  Today’s financial regulation depends more on what 

the entity “is” than on what the entity “does.”  Big Tech platforms, free from prudential 

requirements and the other regulations constraining banks’ ability to experiment, may 

out-invest and thus out-compete banks.  It follows that prudential regulation ought to limit 

itself to monitoring banks’ deposit taking activities only in order to preserve a level-playing 

field in banking markets. 

Competition agencies should remain vigilant to deter unilateral or collective actions that 

may distort the competitive process and harm consumers.  However, antitrust 

intervention has proved only successful in connection with the most egregious abuses.  

Other policies should complement the rules of competition.  One option is to mandate 

data sharing.  Another option is enhanced privacy protection. 

Big Tech’s entry into banking may also impact on financial stability.  Moral hazard may be 

increased given Big Tech platforms may have little or no stake in the loans they originate 

and distribute and may, therefore, have incentives to reduce the quality of the loan pool 

to maximize loan origination volume and, in parallel, the volume of other products or 

services sold to borrowers through their (bundled) platforms.  Moral hazard may also 

increase even when the platforms fund the loans they originate, since they will have 

incentives to expand credit in order to bolster their other platform businesses.  Adverse 

selection can also happen if, given their rich data sets and superior technology, the new 

entrants are able to screen out bad loans more effectively and shift the risk to traditional 

banks, their investors and their depositors.  

Given that banks’ deposit-taking function is critical for the economy, it is important to 
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ensure that they can compete on a level-playing field with non-regulated agents in lending.  

Our plea is not to protect banks per se but to ensure that differences in the applicable 

regulation do not create competitive advantages that, in the end, could undermine the 

banks’ essential “deposit-to-loan” function. 

Potential solutions 

Among other possible solutions, we propose: 

1. Rethinking the current regulatory approach, by adopting a targeted approach to 

prudential regulation so that it only applies to core banking activities.  Regulatory 

changes are needed to ensure that (a) all systemic entities, whether banks or non-

banks, are captured by the financial supervisory perimeter; (b) interconnection needs 

are considered; and (c) all systemic entities have recovery and resolution rules in 

place.   

2. Strengthening consumer protection rules and policies.  Data privacy protection 

should be at the core of the new regulatory framework.  Customers should benefit 

from an equivalent standard of protection regardless of the nature of the player 

providing financial services to them.  

3. Applying market integrity rules to Big Techs.  Big Tech firms should be subject to 

financial client/customer/investor protection rules that maintain market integrity and 

subject to measures that limit or control the level of interconnectedness between 

financial intermediaries thereby preventing the build-up of systemic risk.   

4. Establishing a level playing field in connection with data, by e.g. considering the 

possibility of symmetric and reciprocal data sharing and/or limiting the ability of Big 

Tech players to combine financial data with other non-replicable data. 

5. Facilitating innovation and business model experimentation by traditional banks, 

using e.g. “regulatory sandboxes.”   

B. Challenges 

Implementing a regulatory framework that supports fair competition in financial services by 

facilitating the entry of new players, such as the Big Tech, while ensuring that banks’ ability to 
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compete is not hampered by an overburden of rules is far from easy.  

Regulating the way in which consumer data can be obtained, managed, processed and 

transmitted to third parties is also challenging, especially since that regulation may prove 

ineffective unless it is consistently regulated across countries.  

Time is of the essence.  Big Tech platforms can scale their businesses rapidly and their 

competitive advantages can be entrenched quickly.  Given the potential irreversibility of their 

market power, the precautionary principle demands that we take decisive action now in order 

to ensure that the opportunity for competition associated with their entry does not end up in 

market monopolization, as it has happened in other markets. 
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INTRODUCTION 

The entry of Big Tech players, such as Google, Facebook and Amazon, into online banking (if it 

finally happens) is likely to have, given the current conditions, a significant impact on 

competition in retail banking around the world, and especially in Europe and the US.  These 

platforms have many advantages over traditional banks and so they may be able to provide 

financial services at a competitive edge.  Their entry into the financial services markets may 

increase competition, provide a better costumer experience and speed up innovation.  

Consumers may thus initially benefit from increased competition, better functionality and 

quality as well as innovative financial products and services.   

However, within a few years Big Tech’s entry may distort competition to the ultimate detriment 

of consumers.  These companies may first succeed in monopolizing payments services.  

Facilitating payments is one of the most important roles that banks have traditionally played in 

the economy, and one of the key ways in which banks serve their customers on a daily basis, 

building and sustaining relevant and frequent relationships.  While a customer may apply for a 

mortgage three times in his or her life, he or she will use a bank to make payments at least three 

times each day.  Payment services are a source of customer data about both aggregate economic 

trends and individual consumer behaviour.  Payments providers have unique access to this 

valuable and hard to replicate information.  Facebook, for example, is not expecting to earn 

money with Libra, its proposed cryptocurrency, but to increase interactions and data collection 

in their platform.   

By losing the payment business, banks not only lose the revenue stream (around 7% of total 

profits in 2017 by some estimates), but more importantly, without it, banks’ capacity to deliver 

other vital services such as lending, powered by relationship banking and customers’ 

intelligence, will inevitably be affected, as the contact with the client is lost, and could even 

become economically unviable. Leveraging in frequent payments interactions and access to 

large datasets, Big Tech companies may end up monopolizing also the origination and 

distribution of loans to consumers and SMEs, forcing traditional banks to become “low cost 

manufacturers,” which merely fund the loans intermediated by the Big Techs.  This will foster 

again the “originate-to-distribute” model of lending, which increases moral hazard and was at 

the root of the 2008 financial crisis.  Thus, the entry of Big Tech into the payment services market 

and the market for the origination and distribution of credit to consumers and SME may 
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eventually harm competition, reduce consumer welfare and bring about an increase in financial 

instability.   

This is a cross border or global risk and it is not unduly alarmist or exaggerated.  The McKinsey 

Global Banking Review 2018 stated that “investors appear to lack confidence in the future of 

banks” due “in part to doubts about whether banks can maintain their historical leadership of 

the financial intermediation system.”  In McKinsey’s view, banks are under threat from other 

financial services firms, non-bank attackers, and technology companies.  They risk being 

“disintermediated from their customers, disaggregated, commoditized and made invisible.”  If 

that risk materializes only banks “with strong balance sheets, deep access to low cost funds, and 

strong financing abilities” may be able to compete effectively.   

As seen, competition faces a global challenge but at the time there are no tools to meet it head 

on, as the provision of financial services is not regulated globally, nor are there authorizations 

granted by international institutions that allow entities to perform financial activities globally.  

There are neither global standards for the protection of customers or consumers when they 

purchase financial products or instruments or when they receive services of this nature (all 

consumer regulation is regional or local in nature).  The only global regulation of financial 

services is that which derives from the successive Basel agreements (prudential regulation) and 

which has, as is well known, a doubly limited scope since, among other limitations, it only applies 

to banks.  

It is in society’s interest that traditional banks find a way to compete on a level playing field with 

their digital-based competitors, but that may prove hard given the data advantages enjoyed by 

the Big Tech companies, as well as their ability to cross-subsidise banking operations from profits 

obtained on tech platforms where they exert market power.  Big Tech platforms, free from 

prudential requirements and the many other regulations constraining the ability of traditional 

banks to experiment with new products and business models, may out-invest and thus out-

compete banks.  Banks may become dependent on the Big Tech platforms, which may become 

“gatekeepers” to markets and consumers, especially if banks lose their soft information 

advantages as they become marginalised in payment services and consumer and SME lending.  

Whether traditional banks can effectively resist will depend on whether they can protect their 

loyal and highly profitable customer bases, exploit their informational advantages and 
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reputation regarding data protection, and bundle other products with the payment interactions 

of their customers.  The outcome will also depend on how regulation treats these new entities 

in absolute terms but also in relation to existing banks.  

The impact of Big Tech on retail banking has already been felt in Asia. For example, China’s most 

prominent online commerce company, Alibaba, launched in 1999, started Taobao in 2003 as a 

consumer e-commerce platform and added Alipay to Taobao in 2004 as a third-party online 

payment platform. Since then, Alipay (renamed Ant Financial in 2014) has played a vital role in 

Alibaba’s success and has successfully built its standalone presence with a wide range of financial 

offerings, including: payments, wealth management, lending, insurance, and credit scoring. Ant 

Financial’s market capitalisation is now larger than that of Santander, more than half that of Citi 

or HSBC and it is growing fast.  The safety and soundness of Ant Financial will therefore 

significantly influence global financial stability.   

However, so far, Big Techs’ entry in the EU and US retail banking markets in competition with 

traditional banks has been limited.  The different speed of entry may be explained by profound 

differences between the Asian and EU and US retail banking markets, including in relation to 

supply side factors, demand side factors and regulatory framework.  Does this mean that 

traditional banks and regulators should consider that there is no threat of entry in the EU and 

the US?  Of course, not.  Firstly, Big Techs’ entry in banking started with payments and then 

expanded to other segments in China slowly.  Secondly, some of the factors that may have 

hindered their entry in the EU and the US may play a different role in the future.  For example, 

Open Banking in the UK and PSD2 in the EU will facilitate Big Techs’ entry.  Thirdly, experience 

from other markets clearly shows that when Big Techs enter a new market they are able to 

leverage on their proven ability to tailor their services around customers’ needs, to exploit 

economies of scope (e.g., in relation to user data), and to cross-subsidise their services with the 

services they offer in other markets, so that they scale up very quickly. 

BUSINESS AND REGULATORY ISSUES  

Current entity-based regulation vs potential activity-based regulation 

The current regulatory approach does not place banks in a good position to compete against 

newcomers, and especially Big Techs.  For example, banks and non-bank payments providers are 
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regulated differently, even when engaging in the exact same economic activity.  In the EU 

payments services providers are regulated by the Payment Services Directive (PSD) framework.  

However, when those payments services are provided by a bank, prudential banking regulations 

also apply, e.g. the EU Capital Requirements Directive and Regulation frameworks (CRD/R), 

which treat payment services provided from a bank on par with deposit-taking and lending.  

The asymmetry in regulating bank and non-bank payments providers has serious consequences 

for innovation, by creating operational barriers (need for supervisory approval for some uses of 

artificial intelligence or cloud computing, remuneration requirements, data sharing); barriers for 

the innovation cycle (it takes a bank three times longer than a non-bank to complete all review 

processes  to launch a new product or service); and barriers for company acquisition (a viable 

fintech business model may lose its viability when acquired by a bank and is forced to operate 

under the same “entity-based” regulations instead of activity-based that applied before the 

acquisition).  

Today all regulation affecting banks by reason of their legal nature or the provision of very 

specific activities (such as deposit taking) is applied asymmetrically, while the rest of the rules 

affecting the way in which financial products are offered has a scope limited to the exercise of 

the activity itself specifically offered by the entity in question.  

The fact that banks take deposits, and that there is a legal obligation for their restitution, justifies 

the intense regulation to which they are subject.  The question is not if that regulation should 

be maintained to protect deposits, because obviously it is needed.  The relevant question is 

whether the effects of this regulation could be tempered for other (non-deposit taking) activities 

where banks are in competition with non-banks subject to much less stringent regulation, so 

that banks can compete with non-banks offering financial products and services to their 

customers at a much lower price. 

The problem is clear: financial regulation depends more on what the entity “is” than on what 

the entity “does.”  For this reason, when it comes to providing financial services, there is a great 

difference between the obligations that each of the payment or lending entities must face, not 

only in terms of prudential financial regulation but also, to give a relevant example, in terms of 

money laundering prevention and everything related to Know-Your-Customer (KYC) 

requirements. 
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Faced with this, it seems clear that, both to homogenise the protection of customers and 

consumers, to protect financial stability and to guarantee a level playing field between all 

operators (banks and non-banks), there must be an evolution in regulation so that prudential 

regulation is only applied to protect deposit taking activities. 

Maintaining competition, protecting consumers  

Competition authorities should be vigilant to ensure that borrowers are not systematically 

“steered” towards the Big Tech proprietary services, especially if those services are not less 

expensive or better quality. They should also be prepared to entertain the possibility that 

mergers and acquisitions may be needed for banks to achieve the scale needed to remain 

competitive in the technological race that has just started, and ready to facilitate that banks 

collaborate with each other in the development of products or underlying technologies.  

However, competition law may not be able to address the risk of monopolization on its own.   

Antitrust intervention has proved only successful in connection with the most egregious abuses: 

e.g. the monopolization of multi-billion euro businesses, such as the online search and paid 

search markets.  Furthermore, antitrust intervention takes time, which means that it may fail to 

achieve its structural goals altogether.  By the time an infringement is condemned, and remedies 

imposed, the target market or markets may be monopolised, and no remedies may be 

reasonably available to restore the conditions of competition existing prior to the infringement.  

For the avoidance of doubt, we do not claim here that antitrust interventions may not be 

justified, nor we aver that they will always prove ineffective.  Competition agencies should 

remain vigilant to deter unilateral or collective actions that distort the competitive process and 

harm consumers. They should also stop mergers and acquisitions that impede actual or potential 

competition, especially those which may have the objective of eliminating the threat posed by 

disruptive innovators (i.e. the so-called “killer acquisitions”).   

Other policies should complement the rules of competition.  One option is to mandate data 

sharing.  While other alternatives, such as privacy regulation, are available and could be useful 

complements to data sharing, they may prove insufficient on their own.  Data is the most 

valuable asset in the digital economy, allowing businesses to gain insights about how best to 

innovate for customers and create value. However, the European regulatory framework for data 

sharing (today GDPR and PSD2) is incomplete and asymmetric: it does not provide for an efficient 
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and safe data-sharing process across all sectors and players. One core issue is that while non-

banks will now be able to access banks customers’ transactional data, nobody can access similar 

data from the large new platforms – many of which are offering financial services.  This 

fundamental imbalance distorts competition by strengthening the hand of data-rich players, 

ultimately harming consumers and SMEs, limiting the array of products and services they can 

choose from. Combining different categories of data increases value for users. Apart from 

solving competition issues, for customers this would mean greater value in: improved credit 

assessment generating more personalised financing options, more business opportunities and 

credit volume, and hence more financial inclusion; enhanced fraud detection, making unusual 

activity in accounts easier to detect; better communications, more tailored to what really 

matters to them; better risk management, etc. 

Another (complementary) option to mitigate the distortion of the level playing field is privacy 

protection, i.e. limiting the ability of large tech platforms to gather and combine personal and 

transaction data and, therefore, setting a limit to their data superiority.  It would be desirable to 

establish an effective global regulation, applicable to all economic operators, to constrain the 

way in which consumer data can be obtained or captured, managed, processed and transmitted 

to third parties.  Ideally, each of these actions should require the express and informed consent 

of customers/consumers.  Thus, a global regulation of consumers’ rights, based on the effective 

protection of their privacy, could contribute to solving the problem of regulatory asymmetry 

between competitors. 

This may be enough to allay our abovementioned competition concerns but need not be easy 

to implement in practice. Should all businesses have a data charter? Should these be developed 

through voluntary codes of practice? Will the industry take the lead, or should they be a 

regulatory requirement?  We believe that regulation will be needed; self-regulation is bound to 

fail and competition on privacy policies may also fail to deliver, given consumers’ resignation 

regarding the loss of privacy. 

Macroeconomic and financial stability implications  

The economy is dependent on banks’ ability to lend and provide liquidity.  Although there are 

differences across regions, the global economy is funded mainly by bank lending.  Lending 

margins are currently low, and it is not clear they can shrink further without compromising the 
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banks’ ability to lend.  If banks cannot power their lending with the payments business (and 

related customer relationship, relevance and knowledge gathering), the volume of lending might 

well diminish.  While a growing and deepening capital market may be able to compensate for 

falling bank lending at the margin, there is no sense in which this will counteract the risk of falling 

banks’ capacity to lend.  The entry of new lending providers, such as crowdfunding platforms, or 

the promotion of the capital market tools (e.g., by reducing securities disclosure/prospectus 

requirements), is far from reaching the capacity to substitute banks.  

Even Big Tech platforms, with more capacity to provide credit, are not showing an interest in 

maintaining the commitment over the cycle, as banks and specialised players do. For Big Techs, 

lending is a different business line that could be abandoned or promoted according to the 

economic conditions, profitability rates or any other strategic reason.  However, for banks, 

lending is the core activity and a reason to exist. 

Big Tech’s entry into banking may also impact on financial stability. Moral hazard may be 

increased relative to the status quo for several reasons. Big Tech platforms may have little or no 

stake in the loans they help to originate and distribute and may, therefore, have incentives to 

reduce the quality of the loan pool to maximize loan origination volume and, in parallel, the 

volume of other products or services sold to borrowers through their (bundled) platforms.  They 

may also invest less in screening projects and borrowers.  Limited screening results in the 

origination of loans with poor soft information and high default rates.  For these reasons, the 

risks faced by banks after the entry of the Big Tech platforms into their traditional origination 

and distribution markets will increase relative to the current scenario where they are active in 

loan evaluation and fund only high-quality loans.  

Importantly, moral hazard may also increase even when the platforms fund the loans they 

originate, since they will have incentives to expand credit in order to bolster their other platform 

businesses – i.e. to sell additional products or services on their e-commerce platforms or to 

acquire complementary data to monetize through their advertising platforms. As a result, 

relative to traditional banks, Big Tech platforms have less incentives to minimize downside risk, 

as they may profit by lending even when the risk of default is relatively large. 

Adverse selection is also likely to become a more serious concern for traditional banks. Given 

their rich data sets and superior technology, the new entrants may be able to screen out bad 
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loans more effectively than the traditional banks (and the FinTech start-ups). If that were the 

case, then credit risk would be shifted to traditional banks, their investors and their depositors 

and lending may prove less efficient.  This last effect is independent of the business model 

adopted by the Big Tech entrants – i.e. independent of whether they focus on the production or 

funding of new loans. 

Whether or not the entry of the large tech companies produces the change in banks’ business 

model we conjecture, the increased competition resulting from their entry “may also intensify 

risk taking by eroding the franchise value of the bank and diminishing incentives to monitor loans 

and maintain long-term relationships with clients.”  Some consider that economies can avoid 

these negative effects by “enhancing bank governance and tightening leverage requirements.”  

We are very sceptical in this regard because bank shareholders are as interested as banks’ 

executives in exploiting the limited-liability charter of banks and the implicit and explicit 

insurance mechanisms provided by central banks and deposit insurance institutions. 

POSSIBLE SOLUTIONS 

Among other possible solutions, we propose: 

Rethinking the current regulatory approach  

To address the abovementioned competition, consumer protection and financial stability 

concerns, banking regulators may have to modify the status quo, reconsidering: 

Existing regulatory constraints, especially those that impact asymmetrically on established 

banks, adopting a targeted approach to prudential regulation so that only applies to core 

banking activities.  Regulation is crucial, but it is difficult to identify the right regulatory approach 

using an entity-based point of view, since technology and banking business models evolve 

dynamically. The wrong choice may unduly stifle beneficial innovation.  

We believe it is time to consider closing the “regulatory gap” between incumbents and Big Tech 

entrants.  For example, if a Big Tech platform has discretion in selecting potential borrowers or 

portfolios of borrowers for their clients, then they should be regulated as portfolio managers.  

And when the platform claims to customers to be providing payment services, it should be 

subject to payment service regulation.  Finally, if platforms develop secondary markets for their 
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products, and issue tradable and non-tradable securities, they should be subject to securities 

regulation.  At the same time, banks should be given the capacity to place their payments 

services and platforms outside of the regulatory perimeter of their core banking activity.  This 

separation would be robustly policed and enforced by clear rules of separation.  But it would 

ensure that activities were regulated as activities, not by type of entity or affiliates of the type 

of entity that happens to provide the services.  It also needs to be possible for a banking entity 

to be embedded in a wider service platform covering non-bank activity such as payments, 

without that triggering banking regulation obligations for the whole platform. Finally, it may be 

key to reduce the perimeter of application of prudential regulations to deposit taking and not to 

other services with respect to banks would apply the regulations that apply to such activities 

specifically. 

The regulatory asymmetry between bank and non-bank players leaves some payments providers 

outside of the banking regulatory framework and are potentially under-regulated for some of 

the risks they are creating. This asymmetry matters, as large tech platforms increasingly take-on 

bank-like activities around their payment services, such as holding customer funds or extending 

credit.  The importance of payments systems to the economy also requires the highest standard 

of management. Despite the effort over the last decade to ensure that banking activity does not 

migrate outside the regulatory perimeter, many key functions now occur in the “shadow 

banking” system.  Yet this is arguably exactly what is happening in payments and related digital 

finance.  When the service is provided by a player with systemic size, the supervision should be 

enhanced.  Regulatory changes are needed for this to ensure these entities are captured by the 

financial supervisory perimeter, interconnection is taken into account and they have recovery 

and resolution rules in place where needed.  To take care of this, the monitoring perimeter 

should be strengthened to oversight “non-banks”.   

The current consumer protection approach   

Consumer protection and data privacy should be at the core of digital regulatory framework.  It 

is key to ensure a genuinely equivalent standard of protection for customers so that it is they 

who decide, through the express, specific, informed and finalist consent who could capture their 

data, what they could do and not do with them and with whom they could share them, 

regardless of the territory and the economic sector affected. 
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From a customer’s point of view, besides differences in customer experience, making a payment 

from a bank account or from a non-bank e-wallet should be the same.  However, there are 

significant differences between these two transactions that need more consideration.  This 

disparate and asymmetrical treatment of such a sensitive matter is based on the current 

regulatory assumption that opening and maintaining e-money accounts does not involve the 

taking of deposits or other returnable funds and thus should not be subject to prudential, 

solvency, customer deposits protection schemes, regulatory requirements and a supervision 

regime.  To solve this, financial consumer protection rules should protect users irrespective of 

who provides the service.  Banking regulators should ensure that customers have clear and fair 

information when deciding whether to operate with a particular entity.  Also, customers should 

be informed when they will not have the protections associated with deposits or bank accounts 

(especially in the case of e-money, cryptocurrencies or any other kind of “digital assets” deposits 

or accounts).  Financial system regulators will need to enforce this.  Even if this is a global issue, 

information requirements under the EU Commission proposal for a Crowdfunding regulation 

could be a precedent.  

The extension to market integrity rules to Big Techs   

At present, Big Tech firms are not subject to financial client/customer/investor protection rules 

that maintain market integrity nor subject to measures that limit or control the level of 

interconnectedness between financial intermediaries thereby preventing the build-up of 

systemic risk.  For example, fees received by investment firms must not impair compliance with 

the investment firm’s duty to act honestly, fairly and professionally in accordance with the best 

interests of its clients.  As to predatory lending, financial regulation often imposes fair lending 

policies, and charges supervisors with enforcing these duties against lenders.  However, Big Tech 

platforms operate outside the perimeter of these regulations or at best there is limited legal 

certainty as to whether these regulations apply to platforms that rely, for instance, on 

algorithmic preferencing.  Big Tech platforms could also generate profits by exploiting their data 

in ways that would not be open to traditional financial institutions, even if they had access to 

such data.  For instance, the platforms could adjust prices upward for customers insensitive to 

price or unwilling to switch products and providers.  Traditional financial services firms would 

be prevented from this by their fiduciary duties and financial law requirements to treat 

customers fairly, honestly and in a non-discriminatory manner.  
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Data sharing 

With PSD2 one core issue is that while non-banks will now be able to access banks customers’ 

transactional data, nobody can access similar data from the Big Tech – many of which are 

offering financial services.  This fundamental imbalance distorts competition by strengthening 

the hand of data-rich players, ultimately harming consumers and SMEs, limiting the array of 

products and services they can choose from. This has to be analysed by banking supervisors and 

new regulation has to be drafted to equilibrate the balance in such a key issue.   

CHALLENGES 

Experience shows that regulatory decisions are difficult to reverse and can have long-lasting 

impact on an industry when it is young.  It is thus important to identify the right regulatory 

framework to address early the potential adverse impact of the entry of Big Tech platforms on 

retail financial markets in order to maximise its otherwise positive effect on innovation and 

competition.  If we do nothing, systemic risk may build up unobserved, unmitigated and 

uncontrolled.  Without such action, the next global financial crisis may well come from Big Tech 

platforms rather than authorised financial institutions. 

Banks play a role on protecting deposits and managing risk transformation. In a context of low 

profitability, the risk of disintermediation can be a fundamental challenge for most players. Is 

there a plan B to ensure they will be substituted in all the value chain and not only on the most 

profitable segments? Will funding be distorted in this case? Which are the new risks that can 

arise in this context and how the regulatory and supervisory regimes are ready to deal with this 

potential outcome?  

It would be desirable to establish an effective global regulation, applicable to all economic 

operators, to constrain the way in which consumer data can be obtained or captured, managed, 

processed and transmitted to third parties. Is this possible to reach such agreement given the 

geopolitics implications of access to citizen’s data? Will the US and China seat at the same table 

as the EU to debate about these options? 
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XI. THE EUROPEAN COURT OF JUSTICE’S DEVELOPMENT OF ITS 

JURISPRUDENCE IN RESPECT OF DIGITAL ADVANCES. 
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Key Points. The European Court of Justice’s Development of Its 
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EXECUTIVE SUMMARY 

The aim of this paper is to outline, explore and analyse the approach taken by the Court of 

Justice of the European Union (hereafter the CJEU) in the crosscutting field of digital 

technology and free movement to see how it developed existing rules to embrace new 

realities. Intuitively, one would assume the Internet and free movement to constitute the 

perfect couple, where the former would enhance the well-being of the latter. However, 

other interests may have constituted a destabilising factor, unsettling this assumption. 

 

  

 
1 Contribution dated January 2020. 
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General aims 

The Court of Justice of the European Union (hereafter the CJEU) could have a particularly 

significant role to play in supporting the evolution of a modern regulatory environment for this 

area. However, the Court has had on the one hand to consider the need to facilitate the room 

for manoeuvre of digital pioneers and the need to ensure its traditional market liberalising 

approach to free movement of goods and services, but also, on the other hand, the need for 

proportionate protection of the wider public interest, as well as the need to ensure that national 

autonomy is protected so far as is consistent with the Single Market. Also, as digitalization of 

society intensifies as strongly as is currently happening, and as the political EU-winds are blowing 

in the direction of establishing a ‘Digital Single Market’, the degree of these tensions are likely 

to intensify too. This is a  timely moment to pause, given that the Internet - in the year (2018) in 

which the analysis was first made  – was  considered to be celebrating its 25th anniversary and 

to be  of such an extreme importance that it was  often referred to as one of the New Seven 

Wonders.  Also, the principle of free movement coupled as it is with a prohibition against 

discrimination in all likelihood may be considered as the most fundamental among the EU legal 

principles or, at the least, absolutely belonging to the group of the oldest ones. 

A key sub-theme is to consider how to facilitate economic room for manoeuvre for digital 

pioneers, while protecting the autonomy of Member States in determining their policy choices 

if restrictions on that freedom are necessary. In turn, it is of equal interest to examine whether 

the predominant market liberalizing approach of the CJEU dominates or whether discretion still 

is left for national autonomy and in that case, how the balance is to be struck. Ultimately, the 

economic benefits of a true internal market which are likely (it is assumed) to be enhanced by 

the unfolding digital revolution, with resulting social gains, may themselves be at stake. As a final 

underlying theme, it may be considered whether negative integration is sufficient. 

More particularly, the time is right  to examine how the legal aspects of a new technological 

invention, such as the Internet, have  been approached by the CJEU, including questions such as 

whether: a) any kind of evolution of thinking may be traced; b) any more ideological stances may 

be discerned; c) there are contours as to how the balance between economic and social aims (in 

a wide sense) may have been struck; and d) any other findings of interest may be apparent . 

Thus, the intention is to address the following two issues of pivotal interest: the legal nature of 

free movement and the internal market, and the evolution of the case law of the CJEU of interest 
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in the present context. Finally, conclusions are articulated for consideration. The analysis is 

limited to those cases, which are fairly explicitly concerned with free movement of goods and 

services in an Internet context and only those of interest to the principle of free movement as 

expressed in primary law.  

Conclusions 

In the analysis, the view has been taken that in the year of the Internet’s 25th anniversary it might 

itself be valuable  - in relation to the abovementioned aims - to limit the examination to cases, 

which are fairly explicitly concerned with free movement of goods and services in an Internet 

context and only those of interest to the principle of free movement as expressed in primary 

law. As a point of departure, as 96 cases seemingly fulfilled the criteria at least according to a 

search in the database of the CJEU, these were the cases taken into account. However, as not 

all of these upon a closer scrutiny fulfilled the chosen criteria of selection, only 19 cases ended 

up being analysed in more detail. These have been presented and analysed mostly in 

chronological order in the full analysis published elsewhere, and to which the reader is referred 

to,2 distinguishing between three overall phases: A. an initial phase (1993-2003); B. an interim 

phase (2004-13); and C. the final phase (2014-18). The resulting picture - in relation to the 

questions raised above, namely whether: a) any kind of evolution may be traced; b) any more 

ideological stances are discernible; c) there are contours as to how the balance between 

economic and social aims (in a wide sense) may have been struck; and d) any other findings of 

interest - is the following. 

First, with regard to the question  whether any kind of evolution may be traced (i.e. issue a)), 

the impression is that the way of viewing the Internet by the CJEU has changed over the years, 

largely driven by the changes in the use thereof in society. In the early years after the launch of 

the Internet, there were only a few cases for the CJEU to review and in the very first ones, it was 

just seen as serving as a medium equivalent to a fax, phone or the like. However, the 

terminology subsequently changed into references to e.g. an ‘electronic medium’, a ‘method of 

cross-border sales’, ‘virtual market places’, and today a term like an ‘information society service’ 

 
2 Ulla Neergaard: “The Approach of the CJEU in the Era of Digitalization: Free Movement in Relation to the 

Internet at Its 25th Anniversary”, in Ulf Bernitz, Sybe de Vries, Xavier Groussot & Jaan Paju (eds.): “General 

Principles of EU Law and the EU Digital Order", Kluwer Law International, 2020. 
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might seem to be in the fore.  The Internet got to play the role as a cross-border selling place, 

challenging the protected business environnment of, in particular, pharmacies and gambling 

companies in Member States. Such activities are today simply viewed as rather traditional 

Internet activities, where the Internet mainly helps in establishing a market place where goods 

and services are intended to be traded. In other words, the focus of attention has mainly been 

on what could be referred to as constituting a first wave of case law in the area of free movement 

in the digital era (where the case law regarding the collaborative economy is likely to have to be 

viewed as constituting a second wave, where market players such as Uber use technology as the 

essential component of their business model (which depend on apps rather than on the Internet 

in the same way as before)).  

Second, with regard to the question whether any more ideological stances may reveal 

themselves (i.e. issue b)) the position is much less certain. Yet, at least a few observations may 

be made. For instance, in Deutscher Apothekerverband the CJEU states that the 

‘internet provides a more significant way to gain direct access to the German market’, thereby 

seemingly “appraising” the Internet. Also, in the same case it held that other Member States’ 

authorities are capable of supervising in a sufficient manner. Yet, in e.g. Bwin it seemed to be 

more cautious. In Deutscher Apothekerverband, it also pointed to the more practical advantages 

of the Internet. Also, in for example Gysbrechts it demonstrated an awareness of a national 

provision relating to distance selling, which prohibits a supplier from requiring an advance or 

any payment before expiry of the period for withdrawal – that the consequences of such a 

prohibition are generally more significant in cross-border sales made directly to consumers, in 

particular, in sales made by means of the Internet. So with regard to the crucial dimension of 

territoriality in relation to control, there seems to be ‘changing moods’ and there are examples 

of cases, where the CJEU actually begins demonstrating a certain degree of skepticism towards 

the Internet. Also Élite Taxi, although legally defendable, may be viewed as pointing in that 

direction.  

Third, with regard to the question  whether there are contours as to how the balance between 

economic and social aims (in a wide sense) may be struck (i.e. issue c)), the CJEU may generally 

be seen as in favour of the Internet,  viewing it as a beneficial facilitator of free movement. Yet, 

it is also trying to strike a proper balance of specific national regulatory interests. It has become 

evident that it is not always easy for the CJEU to strike the balance between free movement and 
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national concerns in the transnational environment generated by the Internet. In that regard, 

this area is not necessarily different from other policy areas, and in the early years it was clear 

that the CJEU simply seemed to extrapolate therefrom to this new technological invader (see 

e.g. Gambelli). Generally, neither free movement nor national autonomy seem in absolute terms 

to be favoured over the other. 

Finally, with regard to the question whether any other findings of interest may be pointed to  

(i.e. issue d)), it may be mentioned that many of the cases  concern in particular  the gambling 

sector and to some degree also the pharmaceutical sector (where the former category is dealt 

with under the framework of free movement of services (Article 56 TFEU) and the latter under 

that of free movement of goods (Article 34 TFEU)). The two most common reasons for justifying 

national intervention appear then to be those connected with combating fraud and crime and 

supporting better health respectively. Except for one case (i.e. Commission v Greece), all of these 

cases are preliminary rulings, and nearly half of them are decided by Grand chambers (or 

equivalent). That may have been because, in the early years of the Internet, the matters at stake 

were then of a more principled character (in relation to the context examined). 

To conclude more generally, the CJEU may in simplified terms be said often to view the Internet 

as a useful tool in support of free movement, however not without certain reservations. The 

approach of the CJEU is also somehow ‘curious’. Faced as it is with an EU legislative vacuum in 

some areas, it appears to have chosen a piecemeal, case-by-case approach, which is more 

reminiscent of a common law system, but necessarily so. Considering the widespread claim that 

the EU legislators have failed adequately to understand and react to the speed of digital 

revolution, the CJEU has had to do its best. But this is not optimal, since it is difficult for it to 

strike the right balance, and it will inevitably veer towards protecting free movement. That might 

be a blunt weapon, where a society has to make hard choices based on a complex multiplicity 

of factors. What the ‘Digital Single Market’ will mean in practice is still to be seen; at present it 

may to some degree sound as a good marketing phrase, but that does not change the fact that 

appropriate regulatory interventions are needed. At the overall level, it seems to anticipate a 

market where free movement of persons, services and capital is ensured and where the 

individuals and businesses can seamlessly access and engage in online activities irrespective of 

their nationality or place of residence. In that respect, the examined case law is not deviating, 

but the choices through the application of the justifications and the principle of proportionality 
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brings an unnecessary uncertainty and it is doubtful whether the right balance is always being 

struck.  

At a more strategic level, at times characterized by a shift from fascination, or even euphoria, to 

a strong degree of worry and perhaps fear, the conundrum has perhaps most pertinently been 

expressed by the founder of the Internet himself, Tim Berners-Lee, in the following manner: 

‘Humanity connected by technology on the web is functioning in a dystopian way. We have 

online abuse, prejudice, bias, polarisation, fake news, there are lot of ways in which it is broken.” 

On that basis he proposes a ‘contract’ to make ‘…the web one which serves humanity, science, 

knowledge and democracy’. In the long run the need for EU wide intervention will only intensify. 

Thus, relying solely on courts, as the analysis above to some degree has illustrated, may prove 

insufficient and inappropriate. 
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Cuatrecasas 
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Working Group Participants 

Leaded by: Gonzalo Gállego Higueras, Partner in the Intellectual Property, Media and 

Technology practice, Hogan Lovells  

• Leonard Hawkes, Solicitor - Juriste Conseil, Flinn 

• Lupe Sampedro Burgos, Partner, Privacy & Data Protection, Bird & Bird 

• Miriam Oroño, Data Legal Director, Banco Santander 

• Paula del Pino, Lawyer Specialist in Data Protection and New Technologies Law 

• Ana Jiménez Moltó, Director in the Legal Department of Santander Digital and Data, 

Banco Santander 
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XIV. WORKING GROUP REGULATORY CHALLENGES (III): ARTIFICIAL 

INTELLIGENCE (AI) AND DATA ECONOMY: LEGAL & BUSINESS 

IMPLICATIONS FOR INDUSTRY 4.0 

Working Group Participants: 

Leaded by: Manuel Desantes, Professor of Private International Law at the University of 

Alicante. Of Counsel, Elzaburu SLP 

• Senén Barro Ameneiro, Scientific Director of The Citius-Research Center In Intelligent 

Technologies, University of Santiago de Compostela 

• Rubén Cano Pérez, Reporter. IP-ICT Lawyer, Baker McKenzie. 

• Ena Carballo, Founding Partner, Mind the Law 

• Javier Fernández-Lasquetty, Partner, Elzaburu SLP 

• Richard Greenwood, Retired Eu Commission Official 

• Ann-Christin Maak-Scherpe’S, Head of Intersentia’S Cambridge Office 

• Patricia Manca, Partner Leading the Entertainment and Media Industry, Pwc Spain 

• Lasse Rouhiainen, International Expert on Artificial Intelligence, Disruptive Technologies 

and Digital Marketing 
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XV. WORKING GROUP REGULATORY CHALLENGES (IV): BIG TECH 
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Working Group Participants 
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• Miguel de la Mano, Executive Vice President, Compass Lexecon’S Brussels Office 

• Paula Garralón, Associate in The Commercial/It Department, Bird&Bird'S Madrid Office 

• Patricia Lampreave, State Aid and Eu Tax Expert. Accredited Tax Professor 

• Alejandro Neut, Lead Economist, BBVA 

• Ana Nozal, Ministerio de la Presidencia de España Economic Advisor 

• María Dolores Ramos Martínez, Business and Digital Regulation Director, Banco 

Santander 

• Enrique Titos, Independent Board Member 

• Francisco Uría Fernández, Head Partner of Financial Services, KPMG for the Region of 

EMA and Senior Partner, KPMG Abogados 
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