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1.- INTRODUCTION  
The need for access and Cloud based services is unavoidable for public 
administrations, for five main reasons. 

Firstly, due to the number of public administrations involved. Cloud computing 
allows for greater cohesion across the country in the digitisation of public services. 
Not all individuals and companies currently have equal access to public services. Of 
the 8,131 municipalities in Spain, 4,991 (or 61.38%) have less than 1,000 inhabitants, 
whereas almost half (3,987 municipalities) have fewer than 500, and a whopping 
1,374 municipalities (16.9%) have less than 101, in 2022. Most of them also present 
significant shortcomings in terms of digital infrastructure, and yet they are still 
obliged to operate by digital means, as required by Laws 39/2015 and 40/2015 and 
the Regulation on Performance and Operation of the Public Sector by Digital Means 
approved by Royal Decree 203/2021. In practice, it’s simply not possible to fully 
comply with such an obligation, nor with the Public Administration’s Digitalisation 
Plan for 2021-2025, without using Cloud computing access services. These services 
enable a uniform and high level of sophistication and access regardless of the 
location or size of the administration, without need for large investments in 
equipment or their maintenance, which are out of reach for small-town budgets. In 
turn, the services lead to a significant decrease in public spending. 

Secondly, due to the obligation to respond to citizens' needs in a way that is wide-
spread, ubiquitous and instant, which is only possible through Cloud services. For 
instance, in the launch of the new Minimum Vital Income allowance, thanks to 
Cloud computing, the National Social Security Institute (with the support of the 
Social Security IT Management unit (GISS)) was able to receive applications from 
hundreds of thousands of citizens from day one, something that would otherwise 
have been very difficult. Another example is that of the Employment Service of the 
Generalitat de Catalunya which created a call centre in under a week, deploying 400 
operators and taking up to 16,000 calls per day; similar challenges have also been 
faced with the Cultural Allowance or the Digital Kit for SMEs. This could not have 
been done by purchasing permanent new equipment, as it requires lengthy 
procurement processes and leads to inefficiencies when they are no longer needed: 
Cloud services provide flexibility to make use of the resources that may be required 
at any given time, and to cease use when they are no longer necessary. This kind of 
wide-spread and instant response is only possible with Cloud computing. 

Thirdly, because the public sector cannot remain oblivious to the digital revolution 
that the Cloud has brought about for data processing in the private sector. Recently, 
the Spanish Prime Minister announced a Nation-wide Cloud Services Strategy for 
Public Administrations, creating  a ‘Hybrid Cloud’ with the support of third-party 
service providers, allowing the use of secure and accessible data lakes, applying AI 
and software-as-a-service (which democratises computing capacity, making it 
accessible to even the smallest towns). This will allow public administrations to offer 
services with added value and efficiency, and for individuals to access valuable big 
data repositories, with huge volume and metadata. The Government can no longer 
turn its back on data sciences. In this sense, the Autonomous Community of Aragon 
has recently created a pioneering Draft Law on Cloud Tech, currently under review. 

Fourthly, for cybersecurity reasons, as Cloud services enable more effective 
strategies to deal with attacks, particularly those that more limited infrastructures 
would not be able to withstand (e.g., DoS attacks), and support information recovery 
if it has been compromised. Cloud service providers offer 24/7 cybersecurity services, 
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unimaginable for physical systems, boasting security resources that the public 
administration’s data centres simply do not have. Moreover, they are also quick to 
adapt to the rapid progress and sophistication of cyber-attacks. The National 
Crytologic Centre (CCN) collaborates with Cloud service providers to comply with the 
National Security Framework and has recently approved its ICT Security Guide CCN-
STIC 499 Security architecture for Cloud services, effectively contributing to the 
Public Administration’s cybersecurity. 

And lastly, due to sustainability. Cost reduction goals and greater energy efficiency 
in digitisation can only be achieved through the use of the Cloud. Some studies have 
estimated that governments and businesses save up to 80% in energy by using 
serverless cloud computing. 

Despite this, public administrations continue to base their digital strategy on almost 
300 data centres (sometimes referred to as the ‘private cloud’), most of which are 
obsolete, not scalable and do not allow access to the new features offered by cloud 
services. According to data from the ICT Barometer, last year, IT investment 
amounted to 5,296 million euros and, of this total volume, investment in cloud tech 
amounted to 321 million euros, or less than 13% of IT services investment, and just 6% 
of the total investment for 2021. This is despite the fact that cloud services are 
included in Spain’s Digital Strategy for 2026 (point 2.2). The lack of adequate public 
procurement tools to engage these services could be the main cause of this 
shortcoming. 

In short, public interest must be focused on ensuring a good quality, cost-effective 
and efficient management of the Public Administration’s activities, in line with 
Article 31.2 of the Spanish Constitution, in which the budgeting and management of 
public expenditure must meet the principles of efficiency and economy. In light of 
the above, the following proposals aim to better exploit the benefits of cloud services 
in the public sector. 

 

  

https://ss-usa.s3.amazonaws.com/c/308465833/media/167462da4be041bbd22171587065465/Bar%C3%B3metro%20Inversi%C3%B3n%20TIC%202022_Q1.pdf
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2.- PROPOSALS 
 

Proposal 1: Ensuring an appropriate public procurement framework, including 
centralised procurement of certain services. 

The procurement of cloud services requires in-depth knowledge and 
multidisciplinary expertise (which not all public administrations have), both (i) in 
defining the needs to be covered and (ii) in being up to date with available solutions 
on the market and (iii) in transferring these solutions into procurement 
documentation and specifications. It is clear that the vast majority of public 
administrations are not in a position to do this on their own, reinventing the wheel 
each time. 

The above makes it necessary to adopt three key measures: on the one hand, 
establish centralised procurement mechanisms that facilitate the acquisition of 
such services (and not only due to economies of scale); on the other, promote 
cooperation between administrations and for them to access a common 
marketplace to acquire the necessary tools; and, finally, support training for 
managers in ICT procurement. 

By Order EHA/1049/2008, of 10 April, hosting and remote services for the operation 
and control of IT systems that support public digital administration services were 
declared as services to be acquired by centralised procurement processes, in both 
cases with a budget of no more than 862,000 euros, excluding VAT. Therefore, within 
the scope of the General State Administration and other public sector entities as 
referred to in Article 229.2 of the Public Procurement Act (the remaining public 
entities may join), contracting is only possible, unless authorised by Article 5 of said 
Order, through the Directorate General for the Streamlining and Centralisation of 
Contracting of the Ministry of Finance and Public Administration. The methods 
approved in this context (Framework Agreements or ‘AMs’ and Dynamic 
Procurement Systems or ‘SDAs’) have not been sufficient.  

The previous AM13/2018 and AM10/2018, approving the purchase of Cloud tech, have 
now expired (except for lots 1 and 2 of AM13/2018 to purchase hardware, extended 
until 28-2-2023). 

Subsequently, the new dynamic purchasing system SDA25/2022 has been approved, 
and on 16 November 2022 the announcement of a new dynamic purchasing system 
for the supply of communications equipment, servers and storage systems (SDA 
24/2022) was published, which seems to only refer to the supply of hardware 
equipment, which will become obsolete in two years, given the rapid pace of 
development and innovation of digital technology infrastructures. 

However, the current dynamic purchasing system SDA25/2022 has limitations and 
shortcomings, mainly due to the chosen mechanism, which according to Article 223 
Public Procurement Act should only be used for the procurement of ‘services and 
supplies of regular use that are available on the market’. 

Lots 1 to 5 of SDA25/2022 ‘explicitly excludes (...) the supply of storage and cloud 
computing assets’, and also exclude databases and large data analysis tools (Big 
Data, Data Analytics), and lot 6 only includes ‘productivity and collaborative 
software’, which mainly focuses on individual users. The reasoning behind this 
decision, which leads to the fragmented tendering of individual open contracts 

https://contrataciondelestado.es/wps/poc?uri=deeplink%3Adetalle_licitacion&idEvl=gMdTWqSMsV2XQV0WE7lYPw%3D%3D
https://contrataciondelestado.es/wps/poc?uri=deeplink%3Adetalle_licitacion&idEvl=khZ0j%2ByHrB2rz3GQd5r6SQ%3D%3D
https://contrataciondelestado.es/wps/poc?uri=deeplink%3Adetalle_licitacion&idEvl=khZ0j%2ByHrB2rz3GQd5r6SQ%3D%3D
https://contrataciondelestado.es/wps/poc?uri=deeplink%3Adetalle_licitacion&idEvl=khZ0j%2ByHrB2rz3GQd5r6SQ%3D%3D
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(requesting the exception), and which is not affordable for most public 
administrations, is unknown. 

The Community of Madrid, which has its Strategic Digitisation Plan (Madrid Digital 
Strategy Plan for 2026), uses the Framework Agreement to contract the 
‘consultancy, design and development of innovative services for the digital 
transformation of the Community of Madrid’, and is about to approve its new Cloud 
Framework Agreement. On the other hand, Aragon has a clear cloud strategy, with 
its Draft Law on Measures for the Implementation and Development of Cloud 
Technology in Aragon (Cloud Tech). 

In this case, a centralised procurement mechanism would be ideal, as it would group 
all cloud services together and avoid making distinctions or imposing restrictions, 
which only generate market confusion.  

It cannot be expected from over 8,000 Spanish public administrations to tender 
these highly complex services individually, as it goes against an efficient and 
reasonable management and for technological reasons. It would even be advisable 
to consider a centralised purchase of Cloud services for the entire public sector, to 
which the rest of the Spanish Public Administrations could also adhere to. This 
would save a lot of resources. 

 

Proposal 2: Internal and external consultation and assessment of whether milestones 
are being met. 

Internal and external consultations should take place prior to developing the 
preferred method  (be it a framework agreement or a dynamic purchasing system, 
or an ordinary tender procedure). Several documents, such as SDA 25/2022, note the 
lack of (i) a prior consultation period with the sectors concerned, which could have 
helped to define the lots and outline the services in a more realistic and efficient 
way, as well as (ii) prior consultation with the different General State Administration 
departments, as well as other public offices. 

On the other hand, if the tender is part of a framework agreement or a dynamic 
purchasing system, the objectives must be clearly set out and, before deciding to 
extend, terminate or approve a new one, an assessment on if whether objectives 
have been met must be carried out. This is the only way for the administration’s 
activity to be truly efficient. There is no indication that this course of action has been 
taken in the past.  
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Proposal 3: Defining the needs and the available solutions must precede the tender. 

As mentioned above, not all public administrations are able to clearly define the 
needs that existing technology can cover or find out what solutions the market has 
to offer. Without an assessment of such needs and solutions, public procurement 
processes are bound to fail, even if there is an adequate legal framework. Therefore, 
an assessment of these needs and solutions, which are often multidisciplinary, is 
indispensable prior to tendering. 

To this end, Public Administrations should receive training from the private 
sector on how Cloud and Cloud services can help to fulfil the general public’s 
interest and best practices available on the market, either through a collaborative 
system or through tendering. This is, of course, notwithstanding the neutrality and 
impartiality of the solutions, as no competitor should have any kind of advantage 
over the others. 

A strategic approach is key, such as the long-awaited National Public Procurement 
Strategy, the drafting of which is regulated by article 334 of the Spanish Public 
Procurement Act. Many of the ideas contained in this document would fit into this 
strategy. 

 

Proposal 4: It makes no sense to separate Cloud software from Cloud storage. 

The idea of tendering cloud computing or storage services separately is based on 
the outdated assumption that cloud services are essentially about storing data. The 
reality is that nowadays these services include a very broad catalogue of data-
related services (including AI and data analytics), which also include storage, but 
this is not the main feature. Cloud services cannot be provided without data storage, 
and storage wouldn’t make sense without information processing. In practice, both 
services are fully integrated, which is a necessary prerequisite for them to work 
properly. For instance, it would be absurd to tender hosting services and data 
analytics services separately, since the latter works precisely on hosted data. Not 
taking into account both services would split a single product, impacting costs, and 
making it more complicated to manage information or, in other words, would lead 
to inefficiency. The Spanish Public Procurement Act does not require this distinction 
to be made, nor does the State Public Procurement Advisory Board. 

 

Proposal 5: Cloud services should not be tendered without prior data cataloguing. 

Tendering for cloud services without prior data cataloguing is sure to fail. Even the 
most basic storage functions cannot be adequately provided without data 
cataloguing, as cybersecurity and data protection requirements may differ 
depending on the processed data. However, value-added services require up-front 
data cataloguing to deliver their full benefits to the public sector. Cataloguing 
enables data to be identified, standardised, and collected in a homogeneous way. 
Investment in up-front data cataloguing is the route to maximum contract 
value.  
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Proposal 6: In terms of pricing, it is advisable to establish on-demand use and pay-
per-use. 

The 21st century is witnessing a gradual shift from a traditional society based on the 
ownership of resources to a digital one based on use and without ties of ownership. 
The shift from car ownership to car sharing, where the car is not bought but only 
paid for as and when it is used. The price of the contract should be based on actual 
costs plus a profit commensurate with the investment made by the service provider. 

This historical development is particularly relevant to the procurement of cloud 
services by the public sector. If scalability and immediacy are required, this cannot 
be achieved with contracts with fixed, necessarily limited, volume-based services. In 
many cases, public administrations must move from contracting predetermined 
and fixed spaces or services in the Cloud to contracting on-demand services on a 
pay-per-use basis that can be scaled as needed. Methods  that have proven to be 
more efficient in the private sector will undoubtedly be equally efficient in the public 
sector. 

The main difficulty here is the need to determine, within budget, a maximum 
contract price, while retaining the necessary credit, focused on the price per use, to 
make it cost-reflective. This is widely accepted in other consumption-based 
contracts (water, electricity, telecoms), and should be included more often in cloud 
services tenders.  

The opposite implies either an increase in prices (fixed prices with very broad limits, 
that are never fully used, versus per-use prices) or an undesirable limitation of the 
volume that can be consumed (losing part of the scalability that these services can 
offer), once again leading to inefficiencies. 

 

Proposal 7: They are always administrative contracts if they are awarded by Public 
Administrations, with the corresponding privileges in their performance, effects, and 
termination, which creates practical difficulties. If it is possible to contract services 
through public sector entities other than public administrations, such difficulties 
would not exist. 

The State Public Procurement Advisory Board declared in matter 13/2021 that 
contracts in which public entities acquire the right to use Cloud software assets are 
supply contracts in accordance with the provisions of Article 16.3.b) of the Spanish 
Public Procurement Act, unless they involve developing customised Cloud 
computer programmes, in which case they will be service agreements. 

Therefore, if such contracts are awarded by Public Administrations, they will be 
administrative contracts, and the contracting entity will have the exorbitant 
privileges of Article 190 of the Public Procurement Act. These include the power to 
interpret contracts, to amend them for reasons of public interest, to define the 
contractor's liability, to suspend or terminate them and to determine the effects of 
their termination, which is often difficult for large global service providers to accept 
(although it is generally accepted by intermediaries such as distributors or 
integrators, who are often the ones bidding for the contract). On the other hand, the 
need to regulate the effects of administrative contracts makes clauses such as 
the limitation of the service provider's liability unfeasible. 
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On the contrary, when these services are contracted by public sector entities that 
are not public administrations, there would be more flexibility when regulating the 
effects and termination of Cloud services contracts with large providers, allowing for 
contracting without intermediaries, which can present certain advantages. 

Regarding termination of these Contracts, no matter its legal regime, Chapter VI of 
the Data Act will be applicable, that will grant the user (in this case, the Public 
Administration) the right to “switch to another data processing service, covering the 
same service type, which is provided by a different service provider”. 

Proposal 8: Participation of both large international service providers and solution 
distributors/integrators in tendering should be encouraged. 

Tenders should be open to large international cloud service providers as well as to 
solutions distributors and service integrators from different areas. The latter use 
the cloud services offered by the former as resources, but also other proprietary and 
third-party solutions as building blocks to create a final complex product. Such end 
products can have a high level of added value for the public sector, just as they do 
for the private sector. Excessive solvency requirements in dynamic purchasing 
systems exclude most of Spain's innovative businesses, who could enrich the range 
of digital services available to public administrations.   

 

Proposal 9: Cloud services enhance cybersecurity in Public Administrations if 
recommendations are followed. Special reference to encryption. 

Contracting Cloud services generally enhances cybersecurity, especially in 
scenarios such as loss or encryption of files or DoS attacks. 

Security is the main priority for all cloud service providers. Their infrastructures are 
designed to be resilient, achieving up to 100% availability. Because they are targets 
for attacks, their security capabilities are hard to reach and they have successfully 
fended off major DoS attacks, being able to monitor and shut down any illegal 
activity immediately, in cooperation with national authorities. 

In any case, it is advisable to follow the practices recommended by the CCN in its ICT 
Security Guide CCN-STIC 499 Security architecture for cloud services. 

Specifically, public data should be kept encrypted. 

Encryption should also be verified at all stages of the data management process: 
encryption in use (data in use), in transit (data in motion) and at rest (data in 
storage). 

 

Proposal 10: Control of public data must be public 

Control over data (which should always and only correspond to the client, in this 
case the Public Administration) is not the same as data sovereignty (the possibility of 
applying legal rules and exercising public powers in relation to data that have 
certain links to a given territory) or data localisation obligations (obligations to locate 
certain data within a territory, be it regional, national or at the EU-level). 
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Full control over public data must be public, both if the Cloud is owned or if it is 
provided by a third company (under the relevant contract). The contracting public 
entity must decide exclusively on the purposes and means of data processing. 

Cloud operators should have no control over the data they store, except (i) to comply 
with the obligation to remove illegal activities or content when they become aware 
of such activities or content (as set out in Articles 6 and 16 of the EU Digital Services 
Regulation 2022/2065) and (ii) to ensure they meet their cybersecurity obligations. 

From a personal data protection perspective, the recommendations of the European 
Data Protection Board published in its report entitled ‘Use of Cloud-based services 
by the public sector’, dated 17 January 2023, should be taken into account. 

Of course, when the contracting authority provides so, the Cloud services provider 
may act as a personal data processor under the instructions of the controller (i.e., the 
contracting authority). 

Of course, the cloud service provider may act as a processor of personal data under 
the instructions of the controller, i.e., the contracting authority, if the latter has 
provided for this possibility.  

 

Proposal 11: Data sovereignty should not lead to protectionism, interventionism, or 
extraterritoriality, nor should it undermine access to the best available tech on the 
market, which is not always offered by European companies. 

In his speech on 24 November 2022, the Spanish Prime Minister highlighted the 
importance of data sovereignty. In the case of data owned by a public 
administration, they will have various powers in relation to such data, not provided 
for in the contract, which must be acknowledged and respected. These powers 
should be acknowledged by the service provider regardless of the location of 
the data, although if located outside the Public Administration’s territory may 
impede its self-governance. 

Under no circumstances should disproportionate data sovereignty requirements be 
imposed that would undermine the benefits of the Cloud in terms of flexibility and 
scalability. 

‘Trusted Cloud’ certifications can facilitate cybersecurity and be quite useful (as 
Gimeno Feliú has advocated), such as the ENS accreditation issued by the CCN and 
endorsed by AENOR or the ‘Aragon certified cloud solutions’ from Aragon’s Draft 
Law. However, these certifications should not become a tool for extraterritorial 
supervision or protectionism, for example, by demanding business control or local 
operation quotas, as recently advocated by France in the drafting of the future 
European Cybersecurity Certification Scheme for Cloud Services (EUCS) sponsored 
by the European Union Agency for Cybersecurity (ENISA). 
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Proposal 12: Data localisation obligations need to be reviewed with caution 

One of the main purposes of the GDPR is precisely to avoid fragmenting the EU data 
market, and therefore Article 1(3) states that ‘The free movement of personal data 
within the Union shall be neither restricted nor prohibited for reasons connected 
with the protection of natural persons with regard to the processing of personal 
data’. 

International data transfers to and from the United States have greatly profited from 
the agreement reached with the EU on the EU-US Privacy Framework, confirmed by 
the Executive Order signed on 7 October 2022 by President Biden, and the European 
Commission’s decision, published on 13 December 2022. 

In the administrative field, the localisation of public data in a given territory enables 
the exercise of public powers. However, data localisation obligations should be 
considered with caution. Aragon's draft cloud law requires the service provider to be 
located in a certain territory (EU, Spain or Aragon), depending on the service, in order 
to obtain the 'Aragon Certified Cloud Solution' certification, although this does not 
necessarily mean that the data is located in said territory.  
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experience of the group’s members. 
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